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Cookies and Other Electronic Crumbs -- The Power of Electronic Discovery

The Power of the "Written Word" and Importance of Electronic Evidence

The primary tool-of-the trade for litigation counsel remains information: who did what, to whom, and when.  Real evidence, in the form of documents or other tangible exhibits, often forms less than 10% of the evidence trail but provides 90% of the proof.  As every good trial counsel knows, nothing is more powerful than a document that speaks for itself that cannot be challenged in the usual ways, such as by cross-examination.  The advent of the computer age and in particular, the increased use of electronic communication in business, has created a proliferation of potentially available tangible evidence for use in future litigation.  

Electronic evidence has proven vital in determining the outcome in cases involving allegations of sexual harassment, disputes of trade secrets, copyright infringement, and insider trading.  E-mail, chat room transcripts, data bases, spreadsheets, web browser history files, and information derived from system back-up tapes is replacing conventional paper documents.  In the Microsoft anti-trust litigation
, the investigation of President Clinton by Judge Starr
, Ratheon Corporation's lawsuit against its own employees for libel
, and even in routine divorce cases, the evidence has taken a new form.  Unlike its paper predecessors, electronic media not only stores the information that is placed upon them, but often carry their own story and history imbedded therein.
  Without a doubt, if you are ignoring electronic evidence and documentation in your business practices or, as a litigation lawyer in your discovery practices, you are missing out -- it is equivalent to only reviewing 3 out of 10 file drawers of potentially relevant and discoverable information.  In fact, experts estimate that within 5 to 7 years, electronic evidence will replace paper as the primary source of discovery in commercial litigation.

The electronic era has opened up the possibility of perfect and complete information, recorded in bits and bytes, rather that the traditional form of "black and white" for all to see.  In the electronic age -- the "document" wins as the witness will now be confronted with his or her own words set out in an e-mail or business record created and stored in an electronic medium.  Power has shifted to the cross-examiner!

The Traditional Forms of Evidence
Before society became so dependent upon computers, the more "traditional" form of evidence preferred by judges was oral testimony given by live witnesses, whose evidence and credibility were tested by cross-examination.  The lucky cross-examiner would be in possession of a document that in "black and white" could refute the evidence being tendered by the witness.  The testimony of these live witnesses would be limited to his or her own personal knowledge. Information that the witness heard someone else say, would be inadmissible if offered to prove the truth of the statement, on the basis of the rule prohibiting the admission of hearsay evidence.
  The rule prohibiting the admission of hearsay evidence also applied to documents -- the theory being that the actual author of the document had to testify as to its creation or receipt so that the cross examiner would have the opportunity to probe the veracity of the document and its contents.  The rule against hearsay is described in John Sopinka's treatise on The Law of Evidence in Canada
 as:

Written or oral statements, or communicative conduct made by persons otherwise than in testimony at the proceeding in which it is offered, are inadmissible, if such statements or conduct are tendered either as proof of their truth or as proof of assertions implicit therein.

An important exception to the common law rule prohibiting hearsay evidence applies to business records created in the ordinary course of business.
  In this regard, the business record was admissible subject to the court's ability to probe the foundation evidence relating to the process that created the record to ensure its trustworthiness.  The business record exception to the rule prohibiting the admission of hearsay evidence permits the admission of any document that is determined to be reliable.
  A necessary adjunct to the business record rule was the "best evidence rule" which required that the best evidence possible be provided to the court.  In the context of documents, this meant that originals were preferred to copies.

Generally speaking, over the past few years courts have been comfortable in admitting copies of data stored on computers because of the trustworthiness represented by the data entry and business practices associated with the daily use of computers.
  Computer glitches are another accepted fact of modern life that has not caused courts to disallow the admission of computer-based evidence.
  Acceptance of electronic records as evidence has also been facilitated by new statutes and rules that mandate such acceptance.

An often quoted example of the judicial recognition of the trustworthiness of electronic evidence is set out in the Newbridge
 case, a decision of Justice Farley, which concerned a public company in Canada who asked the court to approve an option holder's voting procedure whereby option holders would be sent notices electronically and then transmit their proxies electronically as well.  Farley J. reasoned that the key inquiry is "whether the notice and voting concepts can utilize the present technology and retain the integrity required".  The court concluded that, in various ways, the electronic procedures were more trustworthy than the traditional paper-based 

processes.  The court indicated that a password-based electronic signature  is more secure that an human autograph that is not confirmed or verified by a third party, notwithstanding that each is susceptible to tampering.  The court noted that:

Overall for most intents and purposes and on balance the electronic procedure envisaged is a safer and more reliable system than is that which relies on the mails or other delivery systems.  Password integrity has been built in.  Notice of non-delivery is rather instantaneous.

In fact, an examination of the decisions involving both the admission and use of electronic evidence demonstrate that the technical and business foundations of these electronic messages make them hugely reliable.  As stated by one knowledgeable practitioner and legal commentator:

This explains why, in contrast to the telegraph technology of the last century that spawned a rash of litigation arising out of garbled messages and the like, courts in Canada and the United States and elsewhere are witnessing so few contract formation disputes arising out of the new computer and network technologies.
 

However, many of us are still uncomfortable with the world of cyberspace and the lack of a “tangible” medium for record keeping.  We doubt the veracity of electronic records due, in part, to our understanding that electronic data are fungible, but due principally to our lack of technical knowledge and expertise.  Nevertheless, in case after case, judges are concluding that electronic communications and record keeping practices offer greater, not less, certainty and trustworthiness than their paper-based predecessors.  

The courts have been quick to point out the differences between business records generated by computer and relied upon in the day to day operations of organizations and text-based information that resides on a Web site.  The former are commonly held to be reliable and admissible records of the events reflected in those records whereas courts consider the latter as being unfairly prejudicial, irrelevant, and containing hearsay. 
    

Despite these reservations, corporations and other entities, including organizations that do not sell their goods and services via the Internet, increasingly rely on information posted on their Web sites to promote and to “advertise” the expertise of the organization to the world and utilize its vast computer network in day to day communications through e-mail.    The World Wide Web has also given birth to Internet-based e-commerce where goods and services are bought and sold through a number of new business models.

The World of E-Commerce

The impact of the electronic global economy is unprecedented in our history.  According to Cyber Atlas it took the telephone 38 years to reach 10 million customers, VCR and cellular phones 9 years, and PCs 7 years.  The Internet only took 3 years to reach 10 million users.
  Some individuals may call for a return to luddism which is an opposition to technological change.  (Luddism was named after a brand of laborers, called luddites who in the 1800s destroyed new textile machines to which they attributed high unemployment.)
   Luddites are likely to be left in the dust.  Without a doubt the world is hooked on e-commerce.  E-Commerce sales in the United States totaled $17.2 billion in the final three months of 2003, up a hefty 25.1% from the $13.7 billion in sales posted during the same quarter in 2002.
  

Just about every aspect of business has some sort of Internet-based presence.  The reality is that businesses and individuals live using electronic means both to communicate and to conduct business through both internal and external networks.  Nearly every aspect of our personal and financial lives is being created and saved electronically.  The digital marketplace also includes all of the electronic transactions and information processing performed to support and execute traditional, "bricks and mortar type" commercial activities.  Consider these statistics:

· In the year 2000, it was estimated that, in the United States, 70 percent of corporate documents were stored on computers and that more than two billion e-mails were exchanged in that year alone.
  

· According to information obtained by Statistics Canada, in 2002, 71.2 % of private sector enterprises had e-mail, compared with 60% in 2000.
  

· According to IT research firm International Data Corporation (IDC), an average of 1.9 trillion e-mail messages were sent daily in North America in 2000, and this volume will swell to 4.5 trillion in 2005.
 

· Within 10 years, the total number of electronic records produced on the planet could be doubling every 60 minutes.
  

Given the growing use of electronic commerce, many transactions are based on bits of electronic data instead of traditional documents.  Consequently, vast amounts of business documents now exist solely in electronic form and are seldom reduced to paper.    The shift from paper-based records to an electronic environment raises numerous legal issues related to contract formation, records retention and evidence law.  

The Real Vulnerability of Electronic Data
The personal computer is now a gateway to access a vast array of other computers belonging to individuals, corporations and organizations, all of them hooked up to the network -- including the 

"mother of all networks -- the Internet".  The interactivity of the Internet makes it a radical departure from any other communication medium.
  

The computer or its network is often the weakest link in an organization's defence against crime.  It is the common element whenever there is a serious risk that a corporation's assets might be compromised, a potential loss of competitive compatibility, and a threat of lawsuits or potential damage to reputation.  The reason is simple.  Most business documents, including a corporation's proprietary and confidential information and data, are now stored in an electronic format.  This has given rise to computer crimes such as stealing intellectual property, posting libelous information on the Internet and e‑mailing pornography to fellow employees.  In the absence of strict internal controls, the greatest opportunity for industrial espionage rests with employees, since they often have or can get access to the information. The methods used by people to gain access to the information are often not technically sophisticated.  In fact, research into intellectual property theft found that almost 70% of people have stolen key information from work.  The most pilfered items include e-mail address books, customer databases as well as proposals and presentations.  Most of those stealing information said they used office e-mail to get the stolen information off company premises.
 

To better understand both the benefits and pitfalls of the electronic world, it is important to understand that basic philosophy behind the creation and development of the Internet and its distinction from the World Wide Web.  The Internet is the physical infrastructure of the online world:  the servers, computers, fiber-optic cables and routers through which data is shared online.  The Web is data:  a vast collection of documents containing test, visual images, audio clips and other information media that is accessed through the Internet.
  The Internet and its related communication protocols were designed to facilitate a ubiquitous information - sharing and messaging infrastructure.  Intended to provide continuity of communications and services under wartime conditions, these protocols were never designed to be secure from exploitation.  The characteristic strengths of the Internet also embody features that are exploitable.
  The Internet's ability to facilitate communication on a world wide basis through ease of availability, use and operation is also its downfall -- as security and integrity are easily exploited in Cyberspace.  In fact, many websites warn consumers explicitly of the dangers of conducting online business in order to protect themselves against legal liability for “stolen” data, stolen identities or uncompleted transactions.  
The ease with which the Internet’s relatively open gateway can be exploited is seemingly unlimited.  The explosive growth of Internet-based open networks paves the way for instantaneous and devastating trans-national electronic crimes that could deny victims the ability to operate their businesses or control their assets.  Industrial espionage is an activity that particularly lends itself to telecommunications networks as the spectrum of devices and protocols enables the dissemination of information in relatively undetectable fashion.   

The investigation and prosecution of these crimes helps to identify the vulnerabilities in corporate systems including electronic document retention policies and promotes a better understanding of the various complexities involved in electronic record keeping and evidence - its vulnerabilities and its strengths.  

One of the obvious strengths of electronic evidence is the increased availability of the written word -- coupled with other electronic crumbs, including bits and bytes, to establish facts and events.  Many of these "written words" together with their associated "bits and bytes" will fall under the definition of business records with the ensuing result that courts will defer to the computer-generated or electronic document, given its tremendous degree of circumstantial trustworthiness.  In this regard, electronic communication can be useful in the resolution of disputes.
The Internet -- A World of Perfect and Complete Information?
It goes without saying that the use of the Internet as a medium for the conduct of business and the exchange of information poses several new risks including the risk of criminal prosecution 


and civil litigation exposure.  On the Internet, almost no matter what you do, you leave behind scraps of information about what you have been doing.  Information about the computer you are using, the sites you visit, where files were downloaded to and information you type into forms will be noted.   If  you take no precautions in the off-line world, you may leave scraps of information that are perhaps harder to piece together, search through and compare. 

The search for electronic information on the Internet or on internal networks and electronic storage devices, by contrast, is relatively straightforward.  For example, many communications are accessible merely by using readily available search technology.  One litigant surfed the Internet for his ex-wife's account name and collected 30 pages of messages that she had posted in chat rooms in seeking greater visiting rights with his children.  The litigant presented these messages unsuccessfully to the mediator in his custody hearing.

One way to see the digital world is that, once in it, all information inputted by any individual or company leaves a digital data trail that records all communications and actions. That data is then networked, accessible to an analyst of that network. This is the frightening vision posed by movies like “Enemy of the State.” As individuals we find ourselves worried about our loss of privacy, as we seem to be increasingly unable to avoid sensors that track us.  Our capacity to be completely by ourselves doing what we choose, free of surveillance, seems to be evaporating.   As litigants, both individuals, companies and other organizations may face the same problem.
  A completely electronically networked company with all of its past and current data accessible online approaches the ideal of complete transparency in electronic discovery.  There is no doubt that the electronic era has opened up the possibility of perfect and complete information. The ultimate question is whether a litigation world of perfect information is ideal.

The question is do the benefits of the electronic medium outweigh its obvious deficiencies -- or will the more traditional means of communication and business methodologies continue to exist?  Will the luddites prevail or will technical progress assist the law by devising even more reliable means of communication?

Technical Solutions to the Vulnerabilities of Open Electronic Gateways and Data
Various stake-holders who have a vested interest in ensuring the growth of e-commerce and cyber-talk support initiatives which aid in the enforceability of agreements entered into on-line, including the enactment of various e-commerce statutes which provide that the digital nature of a communication in and of itself should not be a basis for refusing to recognize the existence and enforceability of an agreement negotiated electronically.  In addition, various technologies or methodologies have been introduced in an attempt to address issues that arise in the context of entering into a contract electronically over the Internet.  For example, through the use of encryption technology, the use of secure electronic signatures
 not only signifies assent to the terms of the contract (providing those terms have been reasonably drawn to the attention of the customer) but also provides some assurance as to the authenticity of the electronic contract at issue, similar to the functions associated with an ink signature on paper.  Other technical solutions involve the use of various protocols or practices designed to help protect a computer against lost data, deception to legitimate computer users and deliberate invasion of databases by unauthorized users.  

A well-known and prolific writer on the subject of the Internet, Professor Lessig, argues that behavior in cyberspace is already controlled primarily not through legislation but through other codes:  the programming and architecture of information systems.  To Lessig, technology, not law, is the predominant regulatory institution of cyberspace.  “Code can, and increasingly will, displace law as the primary defence of intellectual property in cyberspace”.  His emphasis is on “private fences, not public law”.
  He observes a shift in effective regulatory power “from law to code, from sovereigns to software”.
    

The fact that code functions as law is illustrated by the unique identifier that is created in every MS Word document, and by digital content (text, sound, visual or multimedia) which can be programmed to degrade if and when it is copied.
  Other technology, such as Secure Socket Layers (SSL) is designed to ensure that information passing between two points on the Internet cannot be read by an attacker, thereby ensuring the "integrity" of the information and "authenticity" of the transaction.  However, according to one software security supplier, one is unable to ascertain with version 2 of SSL if there is a man in the middle reading everything -- so it is not quite perfect.

An examination of both the technological and legislative responses to issues arising from conducting business over open networks is important to understanding the function of electronic documents and data and their role as evidence of both lawful and illegal activities in cyberspace.

Computer Security Protocols and their Relevance to Electronic Discovery
Computer security incorporates various protocols to protect single computers and network-linked computer systems from accidental or intentional harm.  These protocols or practices help to protect a computer against lost data, deception to legitimate computer users and deliberate invasion of databases by unauthorized users.  Some computer security methods include encryption, limited access rights to approved users through the use of passwords, PINs, firewalls and security servers.  For electronic discovery purposes, these various methods may create 


barriers to accessing electronic evidence.  As encryption becomes more commonplace in the workplace, additional issues will surface regarding discovery of encrypted information.  If a computer file or message has been encrypted to protect its information, the code will have to be broken to gain access to the material.  On the other hand, the use of encryption technologies may assist in authenticating the discovered evidence since only authorized users will have access to the computer system, if security protocols are being followed.  For example, with Internet banking, protection against fraud is obtained through authentication based on PINs, transaction codes, and encryption (scrambling of data).  Despite these protocols, the possibility exists that passwords, PINs and cryptographic keys could be compromised.  To limit the financial consequences, many banks issue a PIN for home banking that is different from the customer’s ordinary ATM PIN.  

Despite these efforts, recent reports suggest that computer fraud is on the rise.  According to a recent report released by VeriSign, online fraud, site hacking and identity theft are rapidly increasing.  VeriSign tracked a 176 percent increase in the number of probes potential hackers launched during the holidays of December, 2003. The study tabulated the numbers of attacks registered by corporate firewalls and network intrusion systems in order to develop its security conclusions. According to the report, the United States continues to lead all countries in total volume of online fraud.

Another wave of Internet attacks is predicted to have more severe consequences.
  A recent report notes that in a police survey of 201 of Britain's largest companies, 83 percent reported having experienced some form of cyber-crime in 2003, costing more than £195 million in business downtime, lost productivity and perceived damage to their brand and share price.  The crime wave's biggest target was the financial sector, several of whom were victims of "phishing attacks" where fraudsters send dubious e-mails or create spoofed Web sites hoping to entice users to hand over their credit card or banking details.  Three financial services firms which the National Hi-Tech Crime Unit (NHTCU) declined to name, reported cybercrime-related damages totaling more that 60 million pounds.

There is no question that computers are risky devices and that both computers and networks have a nasty habit of performing poorly from time to time.
  Arguably, when considering the actual or potential shortcomings of electronic messaging systems, from the perspective of security and alterability, modern technology systems and business practices should not be compared to some nirvana-like method of perfection, but rather, to a paper-based environment that also has its weaknesses.

This paper will review the various legislated responses enacted to support e-commerce, including the legal recognition of agreements entered into on-line coupled with the legal requirements for the admission of electronic evidence and records to prove the facts or events recorded electronically.   In addition, this paper will comment upon the various challenges associated with the use of electronic evidence, including the vulnerability of electronic data to tampering.  Despite these challenges, and the ease with which the Internet's relatively open gateway can be exploited, cyber-criminals are being caught and prosecuted using electronic evidence to track their activities and to identify the perpetrators.   Both technological and legal responses to these increased threats help to identify the vulnerabilities in corporate systems including electronic document retention policies and promotes a better understanding of the various complexities involved in seeking the production and admission of electronic evidence.  A general overview of the laws and principals governing the admissibility, authenticity and reliability of electronic evidence follows.  Without a doubt, the clear tendency of courts has been to accept electronic evidence at face value, absent a suggestion that the evidence has been manufactured or altered.   

What is Electronic Discovery?
Evidence is gathered for a legal proceeding through a process called discovery.  The discovery process is the system through which relevant information is disclosed to the parties.  The information collected during the discovery phase of the litigation creates the factual basis for resolution of the dispute, either through settlement or through the courts.  Electronic discovery refers to the discovery of electronic documents and data.  Electronic documents include e-mail, web pages, word processing files, computer databases, and virtually anything that is stored on a computer.  Technically, documents and data are "electronic" if they exist in a medium that can only be read through the use of computers.
  Such media include magnetic disks (such as computer hard drives or floppy disks) optical disks (such as DVDs or CDs), and magnetic tapes, among others.  

There are various categories of computer-based evidence, including:

(a) Documentary evidence which originates from a person, such as, an e-mail (where the computer is primarily being used an electronic filing cabinet);

(b) Data recorded by computer without human intervention (such as logs of long distance telephone calls or telephone calls made via cell phones);

(c) Data generated by the computer where the computer is used to interpret or analyze data supplied directly by external sensors (such as a radar speed gun).
 

The different types of electronic evidence raise different issues for the litigation lawyer trying to decide how to lay the foundation for admission of such computer-generated evidence.  Not surprisingly, many records kept by computer systems will be admissible based on the ordinary business record rule, while other forms of electronic evidence may not be accepted into evidence based on concerns with authenticity or objections to the introduction of hearsay evidence.

Why Electronic Evidence is Different
Before examining the differences between electronic and the more traditional form of paper record keeping, consideration should be made of the various forms of records available in both the paper and electronic medium.

(i) Definition of Records 

A "record" includes all forms of recorded information, regardless of its physical form or characteristics, the means of creation or the method or place of storage.  A "record" will therefore include paper documents and also documents received, created or stored electronically within any electronic system, including individual computers, laptops, palm pilots, voice records, network file servers, zip drives, computer logs, back-up tapes and more.  The word “document” is defined broadly under the Rules of Civil Procedure of Ontario as including “data and information recorded or stored by means of any device”.
  

Electronic records consist of data files created by word processing, spreadsheet or other application software, databases and structural information in such databases such as network activity logs and audit trails, electronic mail and information about electronic mail (ie. message contents, header information and logs of electronic mail system usage), information associated with electronic commercial transactions such as orders and payment records, electronic commerce transaction audit data, cookies and other on-line information.  Transfer files are also records as are web-site tracking records (ie. information as to web page hits and usage and data regarding employee web use).  On-line material that has been cached is another category of electronic records, as well as electronic calendars, telephone logs and contact managers.  Every electronic file, document and transaction history is a record or piece of evidence that can be used to verify information or to demonstrate that a specific transaction, in fact, took place.

(ii) Volume

There are many ways in which electronic documents are different from paper or hard-copy documents.  There are vastly more electronic documents than paper documents. Information technologies have lead to an unprecedented proliferation and retention of large quantities of information.  (The average hard drive on a personal computer is capable of storing the equivalent of a million pages of information or more.)  As set out in the publication prepared for The Sedona Conference entitled "The Sedona Principles for Electronic Document Production", in 2003, it is projected that there will be 105 million e-mail users in the United States, who will send over 1.5 billion e-mail messages per day (approximately 547.5 billion e-mail messages per year) -- nearly as many messages in a day as the U.S. Postal Service handles in a year.
  The exponential increase in computer data storage capacity has greatly inflated the universe of discoverable information.
  Our ability to gather and to disseminate information now vastly exceeds our capacity to absorb and to analyze it.  

(iii) Disorganized

Another important difference between the electronic and paper world, is that while an organization's paper documents will often be organized into separate folders, filed in some type of chronological or other logical fashion (such as by subject matter or client name) in a filing cabinet, the organization's electronic documents could reside in numerous locations such as desktop hard drives, laptop computers, network servers, floppy disks and backup tapes co-mingled with records dealing with unrelated subjects and many different clients.   Electronic documents therefore tend to be stored in more locations and are typically distributed to a wider audience than paper documents.   In essence, computer systems and databases and electronic storage are not designed in a manner that facilitates ease of production. 

(iv) Inability to Delete Documents


Unlike paper documents, while individual electronic copies may be easy to delete, finding and erasing all copies and traces of an electronic document can be much more challenging.  In essence, electronic documents leave a trail of evidence that is harder to destroy than the paper copy of the "smoking gun".  Many people forget or are unaware that copies of e-mails sent by them are stored in various places on their computer or on the computer of the recipient.  One such example was experienced by a former employee of a high tech company. In Computer Security Products Inc. v. Forbes
, the former employee of the plaintiff had been corresponding by e-mail with one of the plaintiff’s direct competitors from work, while still employed by the 

plaintiff.  Upon his resignation from the plaintiff’s employment, the defendant deleted almost all of the files and folders from his computer hard drive including the e-mail in his inbox and the files in the recycling bin, but neglected to delete the e-mails in his sent items mailbox, which not only contained copies of the e-mails to the plaintiff’s competitor but also included e-mails containing the plaintiff’s confidential information which the defendant had mailed to his home e-mail address shortly before his resignation.  The court relied on the e-mail evidence in ruling that an Anton Piller order should be granted.

(v) Alterations


On the other hand, electronic data is also more vulnerable than paper-based documents – they can be more easily altered or forged as compared with information contained on paper or microfilm.  For example, one can "alter" or edit a document without re-keying all the words by just copying the text to another document, changing numbers and calculations in spreadsheets and changing photographs, audio and video data.  These alterations may be undetectable.   

A once universally accepted phrase -- a photograph is worth a thousand words, may no longer apply in the digital world.  In the 1994 political campaign of John Warner and Mark Warner in Virginia, a photograph was altered to purportedly show that Mark Warner was more of an insider than he actually was.  A photograph showed him with the President and the governor.  It was false.  One of John Warner's campaign managers had inserted the head of Mark Warner in the photograph on top of Charles Robb's body.  The falsification was discovered because on the inserted body's arm was a metal watch, which Mark Warner had never worn.

Another illustrative example is taken from a case involving a former Oracle employee named Adelyn Lee, who sued the company for wrongful termination claiming the company's chairman fired her after she had broken off an affair with him.  The company chairman's often colorful behavior made the scenario seem plausible. He was in fact known to lavish gifts on women for, 

"well, whatever".
 One of the compelling pieces of evidence was a 1993 e-mail from Lee’s boss, Vice President Craig Ramsey, to Ellison, confirming that Lee had been terminated at Ellison’s request.  The claim was settled out of court for $100,000.  It was later discovered that the incriminating e‑mail offered as proof had been forged by the employee.
  Electronic records revealed that Ramsey could not have sent the e-mail because he was driving (according to cell phone records) at the time that the network recorded the e-mail transmission. As it turned out, Lee knew Ramsey’s passwords and sent the e-mail herself.  In 1997, she was convicted of felony perjury and the falsification of evidence.

(vi) Hidden Information - Metadata


A critical component of electronically stored documents is the information that can be obtained from metadata.  Metadata (also known as embedded data) means "data about data".  It is information contained within the electronic version of a document that may not be apparent in a print-out of the same document.  Metadata is not a separate document, but an integral part of the document it describes.  Software programs embed various categories of metadata in the documents users create.  Metadata describes how, when, and by whom an electronic document was created, modified and transmitted.  The administrative information assists data retrieval and reveals a document's history.  Metadata are important when viewing a word-processing document, and considered essential when viewing an e-mail as the only method of authenticating the sender, route and content.  An e-mail carries information about its author, creation date, attachments, and identities of all recipients, including those who received a cc or bcc.  When parties exchange different versions of a document using a "track changes" feature, the changes become part of the metadata.  This information can be critical in situations such as a contract dispute involving the parties' intent and negotiations.  Lawyers can use this information to 

support or defend their client's cases, streamline document review, and get the complete story about adversaries' documents. 

There is a function in many versions of Microsoft Office programs, which includes Word, Excel and PowerPoint, where fragments of data (which Microsoft refers to as metadata) from other files you deleted or were working on at the same time could be hidden in any document you save.  One example, cited in an online article published by BBC News was the publication by the Washington Post, of a letter sent to the police that included names and telephone numbers during the hunt for the Washington Sniper.  The newspaper tried to hide these details using black boxes which were easily removed and the sensitive details exposed for all to see. 
  Computer researcher Simon Byers has conducted a survey of Word documents available on the Internet and found that many of them contain sensitive information.  The hidden text revealed the names of document authors, their relationship to each other and earlier versions of documents.  Occasionally, it revealed very personal information such as social security numbers that are beloved of criminals who specialize in identity theft.

The electronic version of a document can also provide evidence of document tampering.  In Alliance & Leicester Building Society v. Ghahremani and Others
, a solicitor was found to have breached an order by deliberately deleting part of a document stored on the hard disk of his office computer and then attempting to cover his tracks.  

It should be noted that in some cases the metadata will have no material evidentiary value -- it might not matter when a document was printed or whether the document was revised.  In addition, the information recorded by the computer may be misleading.  For example, when an new employee uses a word processing program to create a memorandum by using a 

memorandum template created by a former employee, the metadata for the new memoranda may incorrectly identify the former employee as the author.

Electronic Commerce Legislation
An examination of the rules and laws applicable to the admission of electronic evidence necessarily includes an examination of e-commerce statutes which have been enacted in Canada and globally to aid the enforceability of agreements entered into on-line by providing for the legal recognition of electronic record keeping and the electronic means of communication.  These laws do not exempt electronic records from challenge.  Rather, these laws simply grant electronic records legal status equal to paper records and ensure that electronic records cannot be challenged or ignored solely because they are in electronic format.

The original Statute of Frauds which established the requirement that certain types of contracts, in order to be enforceable, must be in writing, was originally enacted to reduce the likelihood of fraud and fabrication of evidence and to promote certainty in commercial relations.
  With the explosion of information and documentation now available as a result of our increased dependence on technology to transact and administer business, the written record exists now more than ever.  

The federal government and all of the provinces and the Yukon Territory have enacted legislation with respect to electronic commerce and electronic documentation.
 The genesis of this legislation is a draft model law developed by The Uniform Law Conference of Canada, following the United Nations Model Law on Electronic Commerce, which developed the Uniform Electronic Commerce Act and the Uniform Electronic Evidence Act.
   (It should be noted that the International Chamber of Commerce has expressed concerns about the draft convention of the United Nations Conference on International Trade Law (UNCITRAL) governing e-contracting.  The International Chamber of Commerce plans to develop "E-Terms 2004", a voluntary international framework for electronic contracting. 
  There is no question that the rules and regulations concerning electronic contracting will continue to evolve.)

The federal Personal Information Protection and Electronic Documents Act ("PIPEDA")
 which addresses e-commerce issues (as well as privacy issues) and the various electronic commerce statutes enacted by the provinces across Canada are substantially similar in content, providing relative uniformity of law across Canada.  The basic thrust of the legislation is that information must not be denied legal effect merely because it is in electronic form.  The e-commerce legislation provides for, among other things, the validity of on-line contracts and electronic signatures as methods to increase certainty regarding the enforceability of contracts in e-commerce transactions.  The salient principle with respect to the use of electronic means to communicate and engage in commerce is that such use must be with the consent (which includes implied consent where it can reasonably be inferred
) of both parties to the electronic communication or transaction.  Without such consent, whether explicit or reasonably implied, the electronic document will not be considered an enforceable contract.  Although each of the various electronic commerce acts in Canada vary, they all have the same essential underlying elements as discussed below.

1)
Legal Recognition of Electronic Form of Communication:

Each Act recognizes that documents can be made electronically and therefore allows that, subject to specified exceptions
, a contract shall not be denied legal effect or enforceability solely because an electronic document was used in its formation.  The legislated recognition of electronic documents, therefore, alleviates uncertainty previously feared regarding the use of electronic contracts.  

2)
Legal Requirement that Information be in "Writing":

Where there is a requirement that a contract be in written form
, a document in electronic form will satisfy such legal requirement, provided that the electronic document is accessible to the contracting parties so as to be usable for subsequent reference.  

3)
Accessibility and Retention:
A legal requirement that a document be retained and accessible to the parties for subsequent reference is satisfied by the retention of an electronic document if:

(i)
it is retained in the format in which it was made, sent or received, or in a format that does not materially change the information contained in the document;

(ii)
the information will be accessible so as to be usable for subsequent reference by authorized persons;

(iii)
information that identifies the origin and destination of a sent electronic document and the date and time when it was sent or received is also retained; and

(iv)
an electronic document is not capable of being retained if the person delivering it inhibits the printing or storage of the document by the recipient.

Accessibility for future reference can be accomplished by allowing access to the site containing the document; by allowing each of the contracting persons the ability to retain the document on his/her system; or allowing the document to be printed.  

4)
Requirement to Provide "Original" Document:
A legal requirement that a person present or retain an original document is satisfied by an electronic document if:

(i)
there is a reliable assurance as to the integrity of the information in the document from the time it was originally made; and

(ii)
it is accessible and capable of being retained by the person to who it is given for subsequent reference.

Electronic information or an electronic document is not provided to a person if it is merely made available for access by the person, for example, on a website.  However, sending the electronic information or electronic document to the person by electronic mail, or displaying the electronic document or information in the course of a transaction that is being conducted electronically would satisfy this requirement. 
  In contrast, the Canadian Securities Administrator's National 

Policy 11.201, entitled Delivery of Documents by Electronic Means, which became effective in January 2000, permits the delivery of documents required by securities laws (including prospectuses, financial statements, trade confirmations, account statements and proxy solicitation materials) by making documents available through a web site and delivery of a notice that they may be accessed at the web site.
  Similarly, the Manitoba Consumer Protection Act
 and its Internet Agreements Regulation,
 permit a seller to deliver prescribed information to a buyer in writing by making the information accessible to the buyer on the Internet in a manner that ensures that the buyer has accessed the information before entering into the agreement and the information is capable of being retained and printed by the buyer.
5)
Offer and Acceptance:
Unless the parties agree otherwise, an offer or acceptance or any other matter that is material to the formation or operation of a contract may be expressed by electronic means through an electronic document or electronic action.  For example, acceptance can be communicated by clicking on an appropriately designed “I agree” icon on a computer screen, or otherwise communicating electronically in a manner that is intended to express the offer, acceptance or other matter.

6)
Signatures:
Where there is a legal requirement to have signatures in order to have an enforceable contract, such as contracts which, based on the requirements set out in the Statute of Frauds
 must be in writing and signed by the party charged with the obligation to be enforceable, the various acts provide that an electronic signature will satisfy such requirement.  Essentially, the signature serves three objectives:

(i) to identify the signor;

(ii) to show the signer's intent to be bound by the document; and

(iii) to link the signer with the document.

In order to qualify under the various acts, such electronic signatures must be reliable for the purposes of identifying the contracting person and the association of the electronic signature with the relevant electronic document must be reliable for the purpose for which the electronic document was made.  An "electronic signature" is defined as one or more letters, characters, numbers or other symbols in digital form that a person has created or adopted in order to sign a document and that is in, attached to or associated with the document.  Under the law, an electronic signature could be a digital certificate based on public-key encryption, biometric authentication or an e-mail message with the name “John Hancock” typed at the bottom.  The definition is deliberately neutral.  

With respect to electronic signatures, section 13(1) of Manitoba's Electronic Commerce & Information Act
 provides that the electronic signature must beat the reliability standard of the U.N. Model Law - that is "as reliable as appropriate in all of the circumstances".  (There is no such requirement in Ontario under its Electronic Commerce Act, nor is such a requirement set out in the Uniform Electronic Commerce Act.)  This provision will cause doubt among signing parties as to whether or not they have chosen a signing technique that will be held to be valid at law, since the determination as to whether or not the signing technique was "appropriate" will have to await a court decision.
More sophisticated electronic authentication mechanisms can be deployed to meet signature requirements for particularly sensitive documents.  These can be based on something a person knows (such as the password or personal identification number (PIN) or something a person has such as a smart card or token) or something a person possesses genetically such as a biometric device (for example, a fingerprint).  The type of signature that will be acceptable and the required assurances around it depend very much on the nature of the transaction -- whether in the electronic or paper worlds.  It is a matter of doing a risk analysis.  As stated by one legal advisor:

"You might accept someone's name at the bottom of an e-mail as constituting a signature if you are selling a second-hand automobile for $100 to a friend -- It may not be reliable -- but it may be reliable enough for the circumstances.  Making it more reliable would probably not be worth the cost or the effort.  On the other hand-- if the transaction is significant and especially if you are dealing with strangers, you'll clearly need greater assurances."

7)
Secure Electronic Signatures
Several sections of Part 2 of PIPEDA contemplate the use of "secure electronic signatures".  One can use a secure electronic signature to create a certificate signed by a minister or public official that is proof of a fact or admissible in evidence.
  A secure electronic signature may serve as a seal, if the seal requirement has been designated under the Act.
  Affidavits may be made electronically if both deponent and commissioner of the oath sign with a secure electronic signature 
 (which also requires designation and regulation as set out above).  The Canadian federal law gives no choice about whether to use a secure electronic signature.  To sign electronically and validly within the meaning of the provisions named, people must use the secure electronic signature.  In addition, a requirement for original documents under specified federal laws can only be satisfied by an electronic document if the document contains a secure electronic signature added when the document was first finalized and that can be used to verify that no changes have been made, and if regulations are otherwise complied with.

Essentially, a secure electronic signature or digital signature is an electronic signature that has been "protected" through the use of encryption technology.   Digital signatures generally have the following characteristics:  they are unique to a particular person, capable of verification, under the person's control, and capable of indicating whether the record to which they are applied has been changed.  Usually there is a third party certification authority which provides independent verification that a specific digital signature belongs to a particular person.  Digital signatures are usually secured with a method of asymmetric encryption known as public key encryption.
  

There are no internationally recognized technical or legal standard for the use of secure electronic documents and secure electronic signatures.  In Canada, the Federal statute enacted with respect to electronic commerce, known as PIPEDA, sets out the criteria for a secure electronic signature as follows:  "an electronic signature that results from the application of a technology or process prescribed by regulation made under subsection 48(1)"
.   PIPEDA states that a technology or process may be designated only if it can be proved (to the maker of the regulation, presumably) that:

(i) The electronic signature resulting from the use by a person of the technology is unique to that person;

(ii) The use of technology or process by a person to incorporate, attach or associate the person's electronic signature to an electronic document is under the sole control of the person;

(iii) The technology or process can be used to identify the person using the technology or process;

(iv) The electronic signature can be linked with an electronic document in such a way that it can be used to determine whether the electronic document has been changed since the electronic signature was incorporated in, attached to or associated with the electronic document.
  

No regulations have yet been enacted by the Federal government in this regard, as of the date of this writing.  The governance structure that applies to authentication services in Canada today consists of, among other instruments, relevant federal and provincial legislation, PIPEDA, the 

Government of Canada's 1998 Cryptography Policy; the Principles of Consumer Protection for Electronic Commerce developed in 2001 and the Canadian Code of Practice for Consumer Protection in Electronic Commerce which was approved in principle in January, 2003.
 The intention is that, in the first instance, the only technology to be designated will be that of digital signatures certified by the Government of Canada or those from systems cross-certified with the Government of Canada public key infrastructures ("PKI").
  Through PKI, the government provides a model that can serve as a standard for certification authorities through cross-certification agreements with other levels of government and with the private sector.  Some Provincial Governments are developing public key infrastructures as well and they hope to be cross-certified with the Federal PKI.  

Increasingly, we are relying on technology or "code" to authenticate transactions, including the records upon which they are based.  The criteria for an acceptable "secure electronic signature" set out in PIPEDA defines, in general terms, what the technology must accomplish in order that we can obtain the assurance that the electronic document is genuine, has not been altered, and that the record can be linked with a particular individual.  Not surprisingly, the very features that make cryptography so attractive to law-abiding users of the Internet make it an equally compelling technology for criminals, terrorists, money-launderers and others who would use it to cover their illegal tracks on the Internet.
  

Admissibility of Electronic Evidence at Trial
The application of evidence law to electronic documents is principally concerned with the authenticity, reliability and trustworthiness of the electronic communication and the ability to not only prove its authenticity but also the delivery and receipt of the electronic communication from the sender to the targeted recipient.   The issue as to what constitutes an "original" record and what constitutes a "copy" of a record also arises with electronic evidence where the concept of an "original" is difficult to define.  

Both statute
 and common law attempt to address these issues of establishing that the electronic “writing” is authentic and was “delivered” to the parties to which these bits and bytes are now being attributed.   These rules of law include what is known as the best evidence rule, which prefers the introduction into evidence of original documents over copies and the business records rule which, generally speaking, permits the admission into evidence of records created in the ordinary course of business.  

Authentication of a document means to establish that a document is what it purports to be, and that there is a relationship between the document, an individual and the issues of the case.  In a decision of a Michigan court, the court determined that "to establish authenticity, the proponent need not roll out all possibilities inconsistent with authenticity or prove beyond any doubt that the evidence is what it purports to be.  Rather, the standard for authentication is one of "reasonable likelihood" that the evidence is authentic.  In this case, the court allowed authentication "through the testimony of a witness who was present and observed the procedure by which the documents were obtained from the defendant's computer".

Information obtained from a computer, whether printed out or read from a display, may be divided into four categories for purposes of admissibility.  The first three categories do not raise any issue of hearsay and might fall under the "real" evidence or business records category of documents:

1.
Information where the computer has been used simply as a calculator to process information.  Absence evidence of computer fault or malfunction, the information will be accepted as both accurate and reliable.

2.
Information which the computer has been programmed to record, such a serial numbers of bank notes or details of outgoing telephone calls from hotel rooms.  Apart from programming, installation and maintenance of the computer, there is no human input in the information produced.  

3.
Information where the print-out is the fact to be proved.  For example, where a bank's computer transfers funds from one account to another and computer records record the transaction automatically, a printout of the records is not a hearsay assertion that the transaction occurred.  It is a record of the transfer itself much as a cancelled cheque is evidence of a parallel transfer and production of the record is evidence in proof of the transfer with no hearsay element involved.

4.
Only the fourth category raises a hearsay element.  This concerns information recorded and processed by the computer, which has been entered by a person, whether directly or indirectly.  Without the person who inputs the information to attest to its accuracy and authenticity, the record is hearsay.  To be admissible it must be brought within one of the statutory or common-law exceptions to the hearsay rule.

An example of computer generated evidence that would likely fall under the first category enumerated above and likely be admitted as real evidence is crash data that is currently available in the computers of most cars. There is a "blackbox" in many makes of automobiles that records vital crash data useful in litigation.  In general, crash data includes information about the severity of the collision and the behavior of the airbag and seatbelt system.  Some airbag's modules also record 5 seconds of pre-impact speed, breaking, throttle, and engine RPM data.

With respect to questions of inaccuracy and security, the courts have moved in the direction of not imposing rigid requirements unless some evidence emerges to make this an issue.  In a typical case the proponent of the evidence is not usually required to show periodic testing for programming errors or the limitation of data alteration or errors in data entry or programming.  The fact that the organization relies upon the record in the regular course of its business may itself provide significant indication of reliability, absence realistic challenge to warrant admission.

The Best Evidence Rule
The Personal Information Protection and Electronic Documents Act ("PIPEDA")
, (by its amendment of the Canada Evidence Act) sets out certain provisions which codify the common law rules relating to authentication of documents.  Section 56 of PIPEDA
 states that for electronic documents, the best evidence rule will be satisfied "on proof of the integrity of the electronic documents system by or in which the electronic document was recorded or stored".  Additionally, a printout of an electronic document will satisfy the best evidence rule if it "has been manifestly or consistently acted on, relied on or used as a record of the information recorded or stored in the printout".  The integrity of the electronic records system is proved by evidence that the system was functioning properly, or that it was created and stored by either a party adverse in interest to the party seeking to introduce the document, or by a person who is not a party to the proceeding and was not under the control of the party seeking to introduce it.
 In order to determine the admissibility of an electronic document, evidence regarding any standard, procedure, usage or practice in recording or storing the electronic document may be presented.   

Technological solutions are constantly being developed to help authenticate and track the originator and recipient of the impugned electronic communication or information.   These solutions typically involve increased security measures designed to verify the identity of a computer or network user.  

The Canada Evidence Act therefore permits the best evidence rule to be satisfied on proof of the integrity of the electronic record system in or by which the data was recorded or stored.  Both the PIPEDA legislation and the Canada Evidence Act also contain a presumption that the integrity of an electronic document system by or in which an electronic document is recorded or stored is proven by evidence capable of supporting a finding that at all material times the computer system or other device used by the electronic document system was operating properly or, if it was not, the fact of its not acting properly did not affect the integrity of the electronic document and there are no other reasonable grounds to doubt the integrity of the electronic document system.  Standards, procedures, usage or practices on how electronic documents are to be recorded or stored are clearly relevant by the provisions of the PIPEDA legislation and the Amendments to the Canada Evidence Act.

The integrity of the record keeping or information management process is greatly assisted where proof of the following can be given:  

(1)
Sources of data and information -- Proof of the sources of the data and the information recorded in the databases upon which the record is based.   This is just another way of saying "garbage in, garbage out"; 

(2)
Contemporaneous recording -- Proof that the data and information in those databases was recorded in some fashion contemporaneously with, or within a reasonable time after, the events to which such data and information relate.  Events and facts have to be recorded soon after they take place; 

(3)
Routine business data and information -- -- Proof that the data and information upon which the record is based is of a type that is regularly supplied to the computer during the regular activities of the organization from which the record comes.  Courts look for data and information that comes from regular business transactions, as distinguished from data and information that is unusual to the business; 

(4)
Data entry-- Proof that entries into the databases upon which the record is based were made in the usual and ordinary course of business;   

(5)
Industry standards -- Proof that the input procedures in adding the information to databases conformed to the standard practices in the industry involved.  Although national standards for data processing in general do not yet exist, accepted practices within any part of the industry should be conformed to;

(6)
Business reliance -- Proof that one has depended on the same information to run the business or organization at issue; 

(7)
Software reliability -- Proof that the computer programs used to produce the printout reliably and accurately process the data and information in the databases involved;

(8)
A record of records keeping management and control -- Proof that records have been kept by a responsible person in charge of the computer and records management system; and 

(9)
Security -- Proof of the security features used to guarantee the integrity of the total information or record keeping system upon which the printout is based.  This principle has to be the most flexible because security has to vary with the type of information system and use.   Such measures could include:  (i) protection against unauthorized access to data and to permanent records;  (ii)  processes for verification of data and statements in records;  (iii)  safeguarding communication lines;  (iv)  maintaining copies of records on paper, microfilm, or other reliable physical or electronic form.

The Québec legislation provides that the integrity of a document is determined by verifying that it has not been altered, and that the medium used is stable.  Account must be taken of the security measures taken to protect the document.  The integrity of the document must be maintained throughout its lifetime.
   Proof of the integrity of the document is not required unless a person contesting its admission as evidence establishes that its integrity has been affected.
 A technology-based document may be considered an "original" where its integrity is ensured and it is possible to verify that it is a source document, unique or that it is the first form of a document linked to a particular person.
 The integrity of a copy of a technology-based document may be assessed by reference to a comparison process; the integrity of a copy generated by an enterprise or the State is presumed in favour of third parties.
 There is a presumption of documentary integrity in favour of a third person who generates a copy of a document of an enterprise or the State, placed at the person's disposal by the enterprise or the State.
 

Metadata and Best Evidence Issues

One of the emerging issues is whether a paper print-out or electronic image (such as a PDF or TIFF) of computer data is the best evidence, when metadata exists for electronic information.  The court in Armstrong v. Executive Office of the President, Office of Admin. held that:

[T]he mere existence of the paper printout does not affect the record status of the electronic materials unless the paper versions include all significant material contained in the electronic records.  Otherwise, the two documents cannot be accurately be termed "copies" - identical twins- but are, at most, "kissing cousins."  

Since the record shows that the two versions of the documents frequently may only be cousins - perhaps distant ones at that - the electronic documents retain their status as Federal records after the creation of the paper print-out…Our refusal to agree with the government that electronic records are merely "extra copies" of the paper versions amounts to far more than judicial nit picking.  Without the missing information, the paper print-out is akin to traditional memoranda with the "to" and "from" cut off ….

The principle to be noted is that a computer print-out or an electronic image (i.e., TIFF, PDF) is not always a complete representation of the computer-based information, and therefore, it is arguable that only the computer-based versions of documents, including metadata, are truly "original" documents.
  

Electronic Copies of Paper Records and the Best Evidence Rule

A separate but related issue arises with respect to the issue as to whether or not a portable document format ("PDF") document or copied version of an "original" paper-based and executed document would satisfy the "best evidence rule" and be sufficient for records retention and enforceability purposes. 

Although there is some variation among the various provinces in Canada, retaining only a PDF or copied version of a signed hard-copy/paper document is sufficient for records retention and enforceability purposes so long as it was made in the course of an established practice and with appropriate authorization. 
  Although it is not a requirement of the Evidence Acts of Ontario or Canada, some provinces require that original copies of executed agreements be maintained for at least six years.  Adherence to the Canadian General Standards Board's "Microfilm and Electronic Images as Documentary Evidence" publication
 is recommended in complying with the legal and practical requirements of electronic document management.   According to the Canadian General Standards Board (the "Standards Board"),
 these requirements can be met if record managers have written authorization allowing for the destruction of the original document and its subsequent storage.  In its treatment of electronic images, the Standards Board calls for the proper establishment of an electronic image management program.  The program requires written authorization which should "include confirmation that the program will form part of the usual and ordinary course of business."
  Furthermore, the appropriate officer shall authorize:

· Establishment of the electric image management program

· The records or types of records to be captured and retained

· The disposal of source records

· The method of recording and certifying that the activities authorized were in fact carried out as required

The Standards Board also advocates for the use of a procedures manual and sets out the basic control objectives of a electric image management program.  The control objectives focus on completeness, accuracy, authorization and maintenance of the program.  As such, these practices and procedures would therefore come into play where the authenticity of an electronic copy of an  originally executed paper version of a contract was at issue.
Business Records Rule
Under modern evidence legislation, writings or records of events made in the ordinary course of business are admissible as evidence of the event referred to.
   Computer data is often admitted under the business records exception to the hearsay rule.  Business records are normally admitted only when they have some degree of trustworthiness.  Under the business records exception to the admissibility of hearsay evidence, the truth of the actual contents of the record need not be 

proven; in theory, the fact that a record was created and relied upon in the course of business provides enough proof in this respect to support the admission of the record.

The requirement that business records be made in the usual and ordinary course of business is an important concern for computerized record keeping systems.  Under most provincial evidence acts, records are admissible only:

(i)
if the record was made in the usual and ordinary course of business;  and

(ii)
 if it was in the usual and ordinary course of business to make that record.
  

If it is in the usual and ordinary course of business to make a record, but not to enter the record into a computer system, then the record from the computer system may fail to satisfy the second part of the test.  

The theory of trustworthiness supporting the "regularly kept records" expectation assumes a reliable method for entering, processing, storing and retrieving data.  The rule excludes the statements when the source of the information or the method or circumstances of preparation indicate lack of trustworthiness.  Issues may arise at any of the stages of handling of the data regarding:

2. computer or hardware;

3. software or programming; 

4. accuracy and/or security.

Some courts have expressed a willingness to reject e-mail entirely as evidence on the basis that it is too informal and unstructured to be considered a “business record” and overcome hearsay objections.
  However, given the practices of most organizations, it is too late in the game for this approach to be taken.  The electronic records management literature shows that e-mail has moved from an informal message transmission system to an integral part of the business process for many corporations.
  

Preservation of Electronic Evidence and Anton Piller Orders

Disputes concerning the admissibility and authenticity of electronic evidence tend to arise more frequently in circumstances where the "chain of custody" is important, such as cases involving fraud or other criminal conduct, where for example, the individual is accused of downloading pornography or hijacking a Web-site.  In these circumstances, forensic evidence is most often required to establish or "authenticate" the electronic trail to prove that the impugned conduct took place and to establish the identity of the perpetrator, who often hides behind a pseudonym on the Internet.  Other objections to the introduction of electronic evidence may stem from acknowledged or proven security lapses or breaches where unauthorized access to the computer at issue or the computer network is known or becomes apparent.  These concerns can be rebutted where proper steps are taken to preserve electronic evidence and where that evidence is produced in electronic form so that the metadata can be accessed and its hidden truths uncovered.

In order to prosecute civil or criminal claims brought to protect confidential information or other rights, Anton Piller and other types of preservation orders can be obtained to preserve the electronic evidence.
  By obtaining such an order, the preservation of the evidence is assured and chain of custody issues are more easily defeated.  

In a proceeding brought for breach of a confidentiality agreement and the disclosure of confidential information by the defendant to a third party, the plaintiff sought an Anton Piller order for delivery of the defendant's paper documents and a copy of all of the defendant's electronic data from its computer hard drives in a "mirror image" form to ensure its preservation.  The order also enjoined the defendant from misuse of the confidential information.  The court upon being satisfied that the Anton Piller/Preservation Order met the test set out in Anton Piller KG v. Manufacturing Processes Ltd., [1976] 1 Ch. 55 (C.A.) noted that:

Electronic data poses a particular challenge.  In a proceeding brought for breach of a confidentiality agreement and the disclosure of confidential information by the defendant to a third party Information about the creation, revision and deletion of data may surface.  One of [the plaintiff's] CDCC 's goals is to trace the travels of its Confidential Information through [the defendant's] EFA's system.  CDCC suspects that it may be able to find an inappropriate informational link between the CDCC and NexClear [the third party] projects.  That endeavour would require certain computer expertise, and may be the subject of a further hearing before this court.  For that purpose, preservation of the mirror image copy is essential,  Given what is now known about the release of at least some of CDCC's Confidential Information to NexClear and its consultants, this cannot be described as a fishing expedition.

In Yaghi v. WMS Gaming Inc. 
 the applicant discovered a method of winning extra credits on certain video lottery terminal games without inserting more money.  He informed the manufacturer of the affected machines, WMS Gaming Inc., and demanded payment of $250,000 for information regarding the anomaly.  WMS offered $50,000 which was rejected by the applicant, Yaghi, who advised that he would reveal the information publicly unless he received a better offer.  A few days later there was a posting on a website by a person identifying himself as "zeus_y" indicating that WMS had flaws in its gaming machine software, and that full information would be posted within 48 hours.  The web posting contained several defamatory remarks concerning WMS and its "officials".  WMS obtained an Anton Piller order requiring Yaghi to permit entry of his premises for search and detention of computer equipment containing relevant information.

The Doctrine of Spoliation
In cases involving the more conventional paper-based discovery, sources of information are "physically stable".  In other words, unless the documents are damaged or destroyed intentionally or by fire, flood or the lack of proper document retention policies, there is seldom a loss of evidence.  On the other hand, with computer-based evidence, the information can be easily and permanently lost or changed.  This loss or change can occur simply by booting up a 

computer, opening a file or installing new computer applications or data onto a hard disk.  In addition, automatic purging systems for electronic evidence can lead to the destruction of otherwise relevant evidence.

The courts have imposed a duty to preserve evidence when litigation is pending, imminent or reasonably foreseeable.  Companies which adopt inadequate policies -- or which fail to properly implement their policies -- could expose themselves unnecessarily to discovery or evidentiary sanctions under the spoliation of evidence doctrine.
 The destruction of property that may be evidence in on-going or anticipated litigation engages the concept of "spoliation", which generally refers to intentional destruction of evidence.
  

The doctrine of spoliation can result in a court imposing a penalty on a party that destroys or permits the destruction of relevant evidence.  In Prudential Ins. Co. of Am. Sales Practices Lit.
, the court fined Prudential U.S. $1 million for "its haphazard and uncoordinated approach to document retention" and not acting quickly to prevent the destruction of electronic data.  After the court ordered Prudential to preserve all relevant documents, Prudential employees continued destruction of relevant documents.

Executives in industries across the board are realizing that properly storing messages has become serious business as courts, government officials and industry regulators increasingly order expensive searches and issue stiff fines for lost or poorly stored e-mails and other electronic documentation.  Securities regulators recently fined five Wall Street firms -- Goldman Sachs & Co., Saloman Smith Barney Inc., Morgan Stanley, Deutsch Bank Securities Inc. and U.S. Bancorp Piper Jaffray Inc., a total of $8.25 million for not keeping certain e-mails for the required period of time.  Regulators said that the five firms violated securities rules by failing "to preserve for three years, and/or to preserve in an accessible place for two years" such office memoranda as e-mails related to their exchange, brokerage or dealer businesses.
  

As a general rule, when a party destroys documents pursuant to routine procedures, no evidentiary presumption should be drawn about the destruction (assuming that the retention period is otherwise reasonable, taking into account the type of documentation at issue).  Case law suggests that any document retention policy, in addition to being neutral, should be adjusted over time.  Organizations may need to override a document destruction policy when lawsuits are filed or appear likely to be filed, and should periodically revise the policy when new case law or statues impose additional records retention requirements, or when a category of documents relates to matters which have been the subject of significant or repeated non-frivolous complaints by customers or other third parties.

Preservation of Electronic Evidence and The Need for Proper Records Retention and Management Programs
Companies that have embraced digital communications for their business processes have done so with remarkably little concern for the consequences in litigation.
  Many corporate IT departments have been carefree in installing e-mail systems, network file servers and company-wide databases.  Ineffective network access controls can undermine the ability of an organization to protect its trade secrets.  

Weak access management makes it more likely that trade secrets will be stolen or otherwise compromised.  In addition, poor computer system access management can result in the loss of the ability of an organization to protect trade secrets in the future through enforcement proceedings.  If proper steps are not taken to protect trade secrets and other sensitive corporate information, the court will not stop the disclosure or award compensation to the owner of the proprietary information for the loss of confidentiality.  

It is only a matter of time before insiders and knowledgeable information processing professionals fake a known organization and an operating unit in order to divert an entire payroll payment, a quarterly tax payment or some other large sum of money.  Online banking, shared systems outsourcing and other IT services extends the opportunity for new economic crimes.

Corporate practices and security measures, including proper records retention and record keeping policies will help to authenticate electronic records and data and to protect corporate networks (both internal and external) from attack.  As a consequence of a more demanding legal environment, plaintiffs have become far more aggressive in attacking the opposing party's records management program, rather than just the content within those records.  In doing so, these plaintiffs attempt to taint the credibility of their opponent's evidence by challenging the records management procedures that authenticate the integrity of their records.

A well-developed records management program which includes a response system for electronic discovery is key to avoiding trouble down the road and will help to authenticate electronic records.  

Ken Withers of the Federal Judicial Center in the United States speculates that electronic document organization may become a part of the new age of corporate responsibility.  Withers believes that if electronic media come to mirror the chaos of the paper world, American businesses will resemble thousands of Titanics, sailing blissfully into the night – until they hit the iceberg of discovery.
  The research indicates that few organizations manage their electronic information with the same attention that they formerly paid to their paper documents, compounding the problems of volume and scope when the electronic records became subject to discovery.

Disclosure Obligations Regarding Electronic Evidence -- The Requirement to Produce Electronic Data in an Electronic Medium
Given the differences between electronic and paper records, including the presence of hidden data or metadata, it is important, if not vital, to obtain electronic evidence in an electronic (as opposed to paper) form.   In addition, the ease with which electronic documents can be searched and sorted should not be overlooked.  Because information contained in an electronic format can be searched for particular words, phrases and dates and results retrieved instantaneously, electronic discovery may lead to a lower cost for retrieving and managing case information.

There is now no question that electronic data is producible on discovery both under the Ontario Rules of Civil Procedure
 and the Federal Court Rules
.  The word “document” is defined broadly under the Ontario Rules of Civil Procedure as including “data and information recorded or stored by means of any device.”   It is established that this definition includes electronic documents and that, therefore, a party must produce an electronic document if it is not sufficient to produce a printout of the document.  A case that is frequently cited for this proposition is Reichmann v. Toronto Life Publishing Co
.  In Reichmann, the defendant author, following an order to produce the manuscript of her book concerning the plaintiffs, gave the plaintiffs a copy of her manuscript printed out from a computer disk.  The plaintiffs moved for an order requiring the defendant to produce the computer disk.  The court allowed the motion, stating that:

I do not at all understand the technology involved but it appears to be the position of the plaintiffs that information would be made available to them by the possession of the disk which is not obtainable from the product of the disk with which they have been provided.

In Cholakis v. Cholakis,
  a case involving a dispute between brothers in which the plaintiff alleged, among other things, that the defendant directors of a company failed to manage the company in a reasonable and competent manner for the benefit of the shareholders, the issue of production of electronic data in electronic form arose.  As part of the discovery process, the defendant produced certain accounting information and business records relating to the operation of the company.  The plaintiff sought further information, including accounting data on a floppy disk. The defendants refused to produce the disk on the ground that producing it would disclose the portions that they were not obligated to disclose and that, since all relevant information had been provided in paper form, there was no prejudice to the plaintiff in not being provided with the floppy disk.  The court ordered that the defendants produce the accounting program and accounting data that had been or would be produced to the plaintiff in paper form such that the plaintiff could load and operate the program on a similar computer.
  On appeal, the court affirmed the master’s decision.  After noting that Reichmann was the only case on point, the court stated that:

The plaintiff has satisfied me that the electronic information requested falls within the definition of a document under the Rules and contains relevant information that should be produced.  If the defendants … wish to provide the information in a format that does not reveal irrelevant information, then it is incumbent upon them to develop a mechanism by which that can be done.  The interests of broad disclosure in a modern context require, in my view, the production of the information in the electronic format when it is available. 

In Wilson v. Servier Canada Inc.,
 the court ordered the defendant to produce to the plaintiff certain CD-ROMs and an electronic database that the defendant had prepared to organize documents disclosed to the plaintiff.  The plaintiff asserted that the voluminous documents were simply not searchable otherwise than by electronic means.  The court held that the “production of voluminous documentation in a form that does not provide meaningful access is not acceptable,” citing Solid Waste Reclamation Inc. v. Philip Enterprises Inc.
 (in which it was held that the numerous documents produced should be individually numbered by the producing party).  The court also held that “the production of documents implies meaningful access to those documents through an electronic database”.
 

The moral of the story here is that despite the haphazard and disorganized manner in which electronic documents are stored, and the intermingling of irrelevant and possibly sensitive information on electronic media, electronic data is subject to production in an electronic form.  Steps can be taken, however, by key word and other search techniques to produce only those electronic documents that are relevant to the issues as pleaded.  How courts have dealt with such claims of confidentiality and relevance are set out in the following sections.

Confidentiality Issues

In some cases, issues of confidentiality or other proprietary information such as source code, becomes a contentious issue, where electronic evidence is concerned.  While courts are reluctant to restrict disclosure of information to the parties, it will closely examine whether or not the information being sought is of probative value, particularly where it has concerns that it would not likely be able to contain the confidentiality of the information being sought.
  

It should be noted that the necessity for confidentiality itself is not a reason recognized in law for refusing to produce a document; the court can make orders restricting the use of the document.
 
In a case
 involving competing claims for copyright where each party was claiming “ownership” of the source code in respect of certain computer programs, the issue arose as to how the details of each party’s code could be disclosed for the purposes of determining any similarities and differences while preserving the interest in retaining exclusive knowledge of those details.
  The court in Altec Design Group Ltd. v. Motion Works Inc.
 reviewed a number of authorities which considered similar issues, which are summarized in Alan Gahtan’s treatise on “Electronic Evidence”
 as follows:

· The necessity for complete disclosure in litigation cases supersedes the fact that a party may lose a competitive advantage when disclosure is made.

· In maintaining a balance between disclosure and confidentiality, the governing principal is to lean in favour of openness and disclosure.

· The party viewing the confidential materials shall give an undertaking to the court and the opposite party, the terms of which may vary from case to case.

· The party whose documents are being disclosed to be examined by an expert is entitled to have a representative present during the examination.

· An order preventing counsel from showing relevant documents to his client should only be granted in exceptional circumstances.

· The onus is on the party requesting the restriction to establish a legal reason for the restriction.

· In matters that do not require technical expertise, the parties may be required to produce the documents to a third party for the examination and report to the court.

· In instances where the probative value of the documents is not sufficiently great to outweigh the real and considerable adverse effect of disclosing the trade secrets, disclosures ought not to be ordered.

A more detailed review of some of these principles follows.  The decision in Proctor & Gamble Co. v. Kimberly-Clark of Canada Ltd.
 involved a patent-infringement action in which the court rejected the defendant’s argument that it would be adequate for the defendant to provide the plaintiffs with a copy of everything contained on the computer tape in human-readable form.  The defendant also cited “security problems” and “most sensitive information” contained in the computer tape, which the court took to mean that the defendant was concerned that the plaintiff’s representative, Peat, Marwick would be given access to the defendant’s computer system.  Nonetheless, the court ordered a copy of the tape to be produced, stating:  

Defendant’s list of documents clearly stipulates computer tapes as some of the documents it may use for trial purposes.  This means anything on the computer tape may be used for trial purposes.  I am satisfied that pursuant to Rule 453 [regarding production of documents] a copy of the document itself may be requested by the plaintiffs.  It is not enough for the defendant to offer to provide a copy of the document “in a human readable form.”  The document listed on the list of documents is not the “human readable form” of the computer tape but the computer tape itself.

Rule 453 is clear.  The Rule provides that, in this case, the plaintiffs are entitled to a copy of the computer tape itself with any other information that is necessary to enable the plaintiffs to obtain the information they require from the computer tape that the defendant has listed on its list of documents.

The electronic documents in question in Proctor & Gamble were among the list of documents of the defendant which the defendant was considering using for trial purposes.  Proctor & Gamble is of interest in that the court ordered that, along with the computer tape, “any other information … necessary to enable the plaintiffs to obtain information they require from the computer tape” be produced by the defendant.   Again, in this case, Proctor & Gamble should have confined the documents listed in its list of documents to those relevant to the litigation.  By listing computer tapes as a relevant document, Proctor & Gamble was arguably signifying that all of the electronic documents stored on the computer tape were relevant to the issues as pleaded.

The above cases indicate that, generally speaking, a party entitled to an electronic document is also entitled to any supporting material such as a software that will enable the party to obtain the information it seeks from the electronic document.  It is therefore no longer sufficient to produce only paper based documents retrieved from the usual metal filing cabinet or electronic documents printed on paper, retrieved from “electronic filing cabinets”.  

Computer software was ordered to be produced even though it was another party's proprietary product in Sunnar v. U-Haul Co. (Canada),
 an action for recovery of losses allegedly suffered by the plaintiff as a result of a defective tow dolly rented from the defendant.  The plaintiff applied for production of a computer program assessing tow dolly stability which was developed by an expert retained by the defendant in preparing his expert report.  The court held that the applicable rule required an expert opinion to be accompanied by a statement of all facts and assumptions on which the opinion is based, and that, since the computer program used by an expert was one of those assumptions and was referred to in the defendant’s expert report, it should be produced even though the defendant’s expert had a “sole proprietary interest” in it. The court observed that access to the computer model might be essential to enable an expert chosen by the plaintiff to analyze the opinion of the defendant’s expert.  The court did not address the proprietary nature of the program in detail, but did note that counsel “may address any concerns with respect to confidentiality”.  The proprietary nature of a computer program, by itself, may therefore not be a sufficient basis for arguing that a production order should not be made.

In Northwest Mettech Corp. v. Metcon Services Ltd. 
, the court considered a request for production of computer hard drives containing Autocad drawings.  In this case, the respondent, Delcea was a former employee of the applicant Northwest.  Northwest brought an action against Delcea for breach of confidentially and alleged that Delcea appropriated confidential information belonging to Northwest concerning the design of a patented invention.  Delcea claimed he developed the invention designed prior to joining Northwest.  Delcea also claimed that the patent belonged to him and his subsequent employer, the respondent Metcon.  Northwest sought the 

production of documents including computer files and draft patent applications.  In opposing the request for production of the hard drive itself, the defendants took the position that they had enclosed all relevant documents including all relevant documents in electronic form resident on Delcea's computer hard drive.  Evidence was also adduced before the court that the hard drive at issue no longer existed as the computer at issue was sold at a garage sale.  (Some of the files from the old hard drive were, however, transferred to a new computer, before the old computer was sold.)  The respondents claimed that other data which is resident on the hard drive (of the new computer) is not relevant and is confidential and objected to production of the hard drive itself which would make available this non-relevant and confidential material.  The court determined that the plaintiff was not entitled to production of the hard drive but only of the relevant electronic data which was resident on that hard drive.  In making this determination the court noted that:

As I understand it, the computer hard drive is simply a medium on which data is stored on a semi-permanent basis in the form of electronic impulses.  It may be thought of as an electronic filing cabinet which contains electronic files, each of which in turn contains electronic documents.  The defendants are obliged to list all relevant documents of whatever form (including electronic documents resident on computer hard drives).  In my view they are not required to list the entire contents nor are they required to produce their entire electronic filing cabinet anymore than a party is required to list or to produce the complete contents of its steel filing cabinets which house documents which are in paper format.  In my view, the plaintiff has not shown any proper basis to require production of the actual hard drive.  The plaintiff is entitled to know with certainty, however, that all relevant electronic data which is resident on the hard drive has been disclosed.

The court ordered that the defendant provide an affidavit verifying all of the files still resident on the computer hard drive which relate to the matters in issue.

In Nicolardi v. Daley,
 among the issues raised in the solicitor's negligence action was the claim that certain documents were missing from the client's file and that the solicitor had failed to produce all relevant documents.  The former client sought an order for inspection of his former solicitor's computer.  In considering the request the Master noted that:

The documents of course must have a semblance of relevance to the issues in the action as framed by the pleadings.  When it is alleged by a client that a former solicitor was negligent, or failed to properly prepare for trial or obtain critical evidence, or acted without a client's authority, then virtually every document in the solicitor's file would have a semblance of relevance to the action, if properly pleaded, and would be producible subject to privilege claims.  I find that the statement of claim herein is sufficiently particularized so as to require production of all documents in the solicitor's file, particularly as the client has specifically pleaded that the solicitor failed to deliver to him all of the file documents.

Since the definition of document in the Rules includes data stored electronically, then if production for inspection of a document stored on computer is ordered, then such production can only be made if the court orders a hard copy of all documents to be printed, or orders a duplicate of the electronic data be reproduced and delivered on diskette, or allows an inspection of the storage device in which the electronic information resides.  Where a party on proper evidence convinces the court that documents have not been produced are likely stored on a computer hard drive or other electronic storage medium, but the party in possession of the computer asserts it has printed and produced all that it has, then the only solution that would allow inspection of a document, would be inspection of the storage medium itself, in this case the firm's hard drive, with proper safeguards. ….

It will not be every lawsuit against a lawyer for negligence that will expose the lawyer's computer to inspection by his former client.  Actions in which such inspection will be ordered are likely to be rare.  …

The court therefore ruled that the electronic evidence was relevant and that the plaintiff was entitled to inspect his former solicitor's computer.  Unfortunately for the plaintiff, the computer was destroyed sometime during the course of the litigation.

Cases such as Cholakis and Sunnar tend to suggest that, generally, in balancing the interests of the parties, a court will likely accord the greatest weight to the right of a party to full production of relevant material.
  This is more clearly illustrated by GEAC Canada Ltd. v. Prologic Computer Corp..
   In holding that the defendant should produce magnetic media containing source code and the “means of viewing such media,” the court rejected the defendants’ position that they might lose a competitive advantage if certain information belonging to them was shown to the plaintiffs or their experts.  The court stated that:

The balance between those competing interests, that is, the interest of the plaintiffs in obtaining information which is relevant to the litigation and the defendants’ legitimate interest in not losing its competitive advantage is to be weighed in favour of the plaintiffs.  I adopt as part of my ruling the portion of Mr. Justice Bouck’s judgment in Forestral [Forestral Automation Ltd. v. R.M.S. Industrial Controls Inc. (1977), 35 C.P.R. (2d) 114 (B.C.S.C.)] at p. 124 of his judgment:

Notwithstanding the force of the argument that the defendant might lose a competitive advantage if the reports and drawings are shown to the plaintiff or its experts, I am of the view that this contention is second to the necessity for complete and open disclosure when it comes to litigation.  Otherwise a legitimate claim could be completely frustrated.

Grounds upon which the opposing party is not entitled to electronic evidence -- Where requested material is not relevant and beyond the scope of what needs to be disclosed
There are some cases in which it was held that information relating to computer systems or computerized information need not be produced.  One such case is Morgan Guaranty
, which was an action brought by a bank to recover money allegedly credited to the defendant’s account by mistake.  The defendant claimed that any duplicate credit resulted from the plaintiff’s negligence, and based the negligence claim in part on the alleged failure of the plaintiff to maintain its records.  The plaintiff agreed to produce all relevant documentation, including printouts of computer records.  The defendant contended that erroneous entries could have been 

corrected without leaving a record of the correction on the plaintiff’s computer system, and demanded production of general documents dealing with such matters as procedures for correcting errors as well as access to the program module source code.  While acknowledging that the plaintiff's record-keeping system is done by computer and that the plaintiff had, in its affidavit of documents, provided certain computer printouts to the defendant, the court refused to order the further production having determined that there was no evidence that "there is an entry which has been deleted" and on the basis that the request was for more general documents which were not relevant to the issues as pleaded.  

FCMI Financial Corp. v. Curtis International Ltd.,
 was an action for an oppression remedy in which the plaintiffs alleged that a going-private amalgamation in which they were forced to sell their shares was oppressive and unfairly prejudicial to their interests as shareholders.  The remedy requested by the plaintiffs was payment of the difference in the fair value of their shares at the date of the transaction in question or the date of the trial, and the amount that they actually received for their shares.  The plaintiffs sought an order for production of documents, including “the complete MIS accounting system on disk” for a certain period “with the software necessary to access the system and systems manuals and other documentation explaining how to use the system”.
  The court refused this part of the plaintiffs’ motion, holding that the decision in Cholakis was distinguishable.  The court reasoned that the Cholakis
 case concerned the improper management of a company over a period of time and the plaintiff had argued that the computer disk would permit the performance of certain accounting functions in a more speedy and inexpensive manner, whereas in the case at hand, the documents were being requested for the purpose of valuation of shares; as such, the full accounting system was not relevant to the inquiries of the plaintiffs’ expert.  While it may be difficult to follow the court's reasoning in this case, it is important to note that the decisions in Morgan Guaranty and FCMI Financial illustrate that determinations regarding relevancy will depend upon the facts of each case.  

Production of a computer software was refused in the criminal case of R. v. Cox, 
 in which the accused was charged with making and possessing child pornography.  The charges were supported by photographs and videos found in the hard drives and CD-ROMs contained in computers seized by the RCMP.  The Crown had already provided the accused with the images, the hard drives, a report indicating the location of the image on the hard drive and the date on which the files were last accessed.  The accused sought production from the Crown of a computer program (called Encase) used by an officer in producing the images, arguing that he could not be expected to make full answer and defence unless he had the software, with which an expert could “check” the work of the officer and the steps taken to image and sort files.
  The court dismissed the accused’s application, stating that:

The evidence before me from Constable Singular in this case was that Encase indicates only the last time the file was accessed, it does not give a history, or deal with modification of images.  Further, he testified that another expert using Encase would get the same results, unless the expert had the password to encrypted files [which the officer had not been able to open], or asked it to perform a more sophisticated search function, but in the basic way Constable Singular used it, it merely images and sorts files.  Constable Singular was also clear that with the hard drives provided to the accused, any number of different software programs could be used to image the files, or sort them, or do searches for documents or items. Encase is not the only software program available.

After considering the applicable legal principle, namely, that all relevant information must be disclosed to the accused subject to the reviewable discretion of the Crown, the court concluded that “the Encase software was used as a Crown investigative tool, it is not in itself information” as it was not used to do anything other than image and sort material.
 

These cases stand for the proposition that courts will not always compel the production of electronic records in an electronic medium where the electronic evidence is not viewed to be relevant to the proceeding and possibly where the metadata is not viewed to be relevant.  However, as the judiciary's understanding of electronic evidence and record-keeping practices develops and as we move toward a world of increased digitization, it appears more likely that relevant electronic documents will always be the proper subject of production in an electronic format.  

Case Law in the United States

The law in this area in the United States appears to be similar to that in Canada.  Under the United States Federal Rules of Civil Procedure, as in Ontario and other jurisdictions in Canada, what a party must produce is driven by what constitutes a “document”.
   Further, it is well-established that any relevant computerized data is discoverable.
  

Numerous cases have held that a party is entitled to both a paper and electronic version of the same document.
  In many of these cases, the basis of the order for production of electronic documents was that it was much easier for the discovering party to review and organize the information in an electronic form than in paper form.
   In other cases, electronic discovery was ordered because electronic documents were seen to be containing information unavailable from paper form.
 In some cases, the producing party was even ordered to produce electronic documents that did not yet exist, i.e., ordered to create a computerized form of the information already produced in paper form.
 

The general advantages of obtaining electronic documents are discussed by Arkfeld
, as follows:

Obtaining information in an electronic format will allow you to discover metadata, as well as the capability to manage and perform analysis of case information.  Metadata provides additional information that is not contained in the paper or printed format. … Word processing electronic data can show when the document was last revised and previous revisions, a file’s location, the creator’s name, the date created and the date last accessed.  Such metadata may prove invaluable depending upon the factual allegations in your claims or defences.  Also, analysis of relational databases and spreadsheets, meaningless in a paper form, can be conducted after the data has been imported into the computer using the appropriate software.  Paper copies are not an acceptable substitute under these circumstances.

As in Canada, the courts in the United States have held that data produced should be accessible to the discovering party.
  

Where production of electronic information would create a risk to the producing party associated with the confidential nature of the information, a court will likely balance the interests of the parties.  This principle was followed in the American Brass
 case. There, the plaintiffs sought access to computer tapes containing information that had already been produced, arguing that the printout information was too complicated and voluminous to be usable for their case.  The defendants argued against granting access to the tapes in part on the ground that releasing the tapes would risk unauthorized disclosure of proprietary information such as customer names, financial data, and details of sales transactions involving the defendants.  The court stated that, in exercising its discretion to order disclosure of such information, the court must balance the competing interests of the parties, i.e., whether the need of the party requesting access to the information outweighs the need of the party submitting the information for continued confidential treatment.
 Stating that each case must be considered in light of its own particular facts and circumstances, the court noted that the plaintiffs claimed that they required the tapes to identify factual errors and to review the accuracy of certain calculations performed by the opposing party, which might assist the court.  The court concluded that a protective order (i.e., non-disclosure order) accompanying a production order would adequately achieve the necessary level of protection.  In so doing, the court discussed, among other factors, the fact that the tapes would not be in the hands of the plaintiffs but in the sole custody of the plaintiffs’ outside counsel, and that this factor lessened the risk of disclosure.
 

In Peat, Marwick, Mitchell & Co. v. Creditor’s Committee of Northeast Dairy Cooperative Federation, Inc.,
 the court held that audit programs and particular accounting procedures such as an accounting disclosure checklist employed by Peat, Marwick constituted trade secrets deserving of a protective order.
  

While the courts in the United States have had much more experience than their Canadian counterparts in dealing with issues arising out of electronic discovery, it appears that the Canadian courts are following the general principles set out in the U.S. case law, and are attempting to balance the competing interests of the parties by determining whether the need of the party requesting access to the information outweighs the need of the party submitting the information for confidential treatment.  The courts have also recognized that each case must be considered in light of its own particular facts and circumstances.  Where, however, the electronic records are determined to be relevant and where, for reasons of efficiency or relevance, the production of the electronic records in electronic form is supported by the facts of the case, parties are being compelled to produce their electronic records in electronic form. 

It is interesting to note that in cases where organizations maintain extensive electronic records, confidentiality and proprietary issues (as opposed to issues concerning the authenticity of the evidence) are frequently the basis upon which objection is made to providing access to electronic storage media.  The desire to protect one's confidential information reflects the recognition that information in the 21st century is the "golden egg".  As such, executives' care and control of the corporation focuses more and more on corporate data as the repository of corporate net worth. 
   However, the networks through which organizations operate on a daily basis frequently provide an open gateway to outsiders to access and exploit this significant and vital asset.

Privacy Issues

Another issue that frequently arises is where the identity of an anonymous Internet user is sought for the purpose of bringing criminal or civil proceedings in an effort to put a stop to the unlawful conduct.  Despite claims made of the near-absolute right to anonymous speech on the Internet or that e-mail carries an expectation of privacy much like the level of privacy accorded to first class mail or a telephone call, courts have ordered the disclosure of Internet users who are found to have engaged in unlawful conduct whether it be by posting libelous remarks on an Internet chat-room or by downloading pornography.

A recent decision of the Federal Court of Canada
 considered a motion brought by members of Canada's recording industry seeking disclosure from five Canadian Internet Service Providers (ISP(s)) of the identity of certain customers alleged to have infringed copyright laws by illegally trading in music downloaded from the Internet.  It was conceded by all parties involved in the proceeding that ISP account holders have an expectation that their identity will be kept private and confidential and that this expectation of privacy is based both on terms of their account agreements with the ISPs and sections 3 and 4 of the Personal Information Protection and Electronic Documents Act (PIPEDA).  The court further noted that the exceptions contained in PIPEDA apply and that an ISP by virtue of section 7(3)(c) of PIPEDA may disclose personal information without consent pursuant to a court order.  The court further noted that while the law protects an individual's right to privacy, privacy cannot be used to protect a person from the application of either civil or criminal liability.

The court, recognizing that in the past, third parties have been compelled to disclose documents identifying the name and address of a defendant previously identified solely by an Internet Protocol address
, set out the criteria for disclosure as follows:

(a) The applicant must establish a prima facie case against the unknown alleged wrongdoer;

(b) The person from whom discovery is sought must be in some way involved in the matter under dispute, he must be more than an innocent bystander;

(c) The person from whom discovery is sought must be the only practical source of information available to the applicants;

(d) The person from whom discovery is sought must be reasonably compensated for his expenses arising out of compliance with the discovery order in addition to his legal costs;

(e) The public interests in favour of disclosure must outweigh the legitimate privacy concerns.

Mr. Justice Konrad von Finckenstein ruled that the Canadian Recording Industry Association (CRIA) failed in all respects to make a case for requiring Internet companies to turn over the identities of big music downloaders. CRIA, he said, did not prove it could identify who had shared the music files, nor whether the specific music files at issue in the current lawsuit infringed copyright rules, nor whether there was any other way the music companies could have found the identities of the Internet users.  The basis for the court's refusal was its determination that:

(a)
there is no evidence before the court as to whether or not the files offered for uploading are infringed files of the plaintiffs;

(b)
there is no evidence of connection between the pseudonyms and the IP addresses;

(c)
there is no evidence of infringement of copyright.

In the case of Irwin Toy Limited et al v. John Doe
 an anonymous individual had sent an e-mail to approximately 75 individuals using an Internet alias:  george.jodie@spinfinder.com.  The e-mail contained false information about Irwin Toy's management team and George Irwin's reputation.  It also attached two private and confidential electronic files.  The plaintiffs did not recognize the name George Jodie and sought an order compelling an Internet Service Provider (ISP) to disclose the true identity of George Jodie by way of a written interrogatory.  In granting the request, the Ontario court noted that:

…it is anticipated that the courts will be seeing motions of this nature on a more frequent basis, as members of the public become curious to determine the true identity of the originator of message, and/or information passed through the Internet, or posted on "notice boards" or disclosed in "chat rooms" therein.

The court also noted that it is not enough to simply issue a statement of claim against John Doe, otherwise, "the fact of the anonymity of the Internet could be shattered for the price of issuance 

of a spurious statement of claim and the benefits obtained by the anonymity lost in inappropriate circumstances".
  To satisfy the Ontario Rules of Civil Procedure (rules 30.10 and 31.10), a plaintiff must file a supporting affidavit (preferably of a computer forensics expert) outlining why only the ISP can link the IP address to John Doe's true identity.  The affidavit must also demonstrate that the plaintiff has, what Justice Wilkins in Irwin Toy referred to as, a "prima facie case as against John Doe in respect to the allegations made in the statement of claim".  That, in his view, was the "appropriate test for the court to apply in determining whether or not to order a non-party [ISP] to disclose the identity of an [IP] address".

In re Subpoena Duces Tecum to America On-Line Inc.,
 the court evaluated a motion to quash a subpoena issued in an action brought in Indiana State Court against anonymous posters whose statements were alleged by a corporate plaintiff not only to be defamatory, but to have included confidential corporate information.  The court commented that "the right to communicate anonymously must be balanced against the need to assume that those persons who choose to abuse the opportunities presented by this medium can be made to answer for such transgressions".  The court held that the Virginia Courts considering requests to enforce subpoenas in actions brought in other states must examine the pleadings or evidence presented by the plaintiff to determine whether the plaintiff has a "legitimate, good faith basis" for its contention that it may "be the victim of conduct actionable in the jurisdiction where suit was filed" and determine further whether the information sought "is centrally needed" to prosecute the plaintiff's claims.

In a case brought against an employee for violating the company's electronic policies by repeatedly accessing pornographic sites on the Internet while he was at work, the employee claimed that the pornographic Web sites were not accessed intentionally but simply "popped up" on his computer (like those other pesky pop-up ads).  The employee sued the company claiming that his employment had been wrongfully terminated "as a pretext to prevent his substantial stock holdings from vesting".  The company sought production of the employee's home computer (owned by the company), as his hard drive may confirm that the employee accessed the same or similar sexually explicit web-sites at home, thereby undermining his story that, at work, such sites "popped up" involuntarily.  (Of course if such sites also appeared in his favorites folder, this claim would also be undermined.)  The company asked the employee to return the home computer and cautioned the employee not to delete any information stored on the computer's hard drive.  The employee acknowledged that the computer belonged to the company but advised that before returning it, he would delete some of the information on the computer's hard drive since it contained personal information that was subject to the right to "privacy".  (It should be noted that Article 1, Section 1 of California's state constitution provides an express right to privacy.)

In considering the employee's claims to a right to privacy, the Court of Appeal of the State of California noted that:

We are concerned in this case with the "community norm" within 21st Century computer-dependent business.  In 2001, the 700,000 member American Management Association (AMA) reported that more than three-quarters of this country's major firms monitor, record, and review employee communications and activities on the job, including their telephone calls, e-mails, Internet connections, and computer files.  Companies that engage in these practices do so for several reasons, including legal compliance (in regulated industries, such as telemarketing, to show compliance, and in other industries to satisfy "due diligence" requirements), legal liability (because employees unwittingly exposed to offensive material on a colleague's computer may sue the employer for allowing a hostile workplace environment), performance review, productivity measures, and security concerns (protection of trade secrets and other confidential information).
  

In ordering the production of the home computer and the non-deletion of the material on it, the court noted that the employee had signed the company's policy statement, thereby acknowledging his understanding that the home computer was "the property of the Company" and, as such, "to be used for business purposes only and not for the personal benefit or non-

Company purposes".  He agreed that the computer would not be "used for improper, derogatory, defamatory, obscene or other inappropriate purposes", acknowledged his understanding that "communications transmitted by Company systems [were] not considered private", and consented to the Company's designation of "authorized personnel to enter such systems and monitor messages and files on an "as needed" basis.  He was notified that his monitoring would "include the review, copying or deletion of messages, or the disclosure of such messages or files to other authorized persons".

In another case, during the course of routine repair of the appellant's electronic mailbox, conducted at his request, the ISP discovered attachments to an e-mail message (the "message") that appeared to contain child pornography.  The ISP opened the attachments and formed the opinion that they did contain child pornography.  It informed the police of its findings and, upon request, forwarded a copy of the message to the police.  The ISP also provided the police with the appellant's billing address.  The police conducted a search of the motor vehicle registration database and found that there was a vehicle registered to the appellant at the same address as the billing address.  The police concluded that the billing address was the appellant's residence and seized the central processing unit (CPU) of his computer and some diskettes.  Data on his computer was subsequently extracted and found to contain child pornography.  This data included the attachments from the original message brought to the attention of the police by the ISP.  The appellant argued that the ISP was acting as an agent of the state, and that the opening of the message and the forwarding of the message to the police were both warrantless searches.  At the trial level, the court noted that although e-mail carried a reasonable expectation of privacy, its technological nature left it vulnerable to exposure in repair situations.
  The trial court in discussing whether e-mail privacy interests can be protected noted that:

The nature of any e-mail transmission is that it goes from the sender's computer to the sender's ISP.  At that ISP various searches are done by the computer to conduct an electronic route in order to ensure that the sender's message gets to the recipient.  That route may include a number of Internet nodes before the recipient's ISP is reached.  The messages are not viewed by ISPs simply because they are far too numerous to be bothered with and only troublesome messages attract attention.  The bottom line, however, is that e-mail messages are easy to invade, and a normal user would be none the wiser if invasion occurred.

After considering the question of the expectation of privacy regarding the use of e-mail messages, the trial court concluded that e-mail with an ISP carries a reasonable expectation of privacy and that judicial preauthorization, such as a search warrant, will usually be required to search and seize it.
  

The courts who have considered defamation cases and other unlawful activities involving anonymous Internet use have rejected the position that there is an absolute or near-absolute right to anonymous use on the Internet.  Essentially, once a prima facie case of libel or other unlawful activity has been established, the aggrieved party has the right to compel the identity of the anonymous defendant.

The Technicalities and Potential Costs of Production

Without a doubt, our addiction to the ease of electronic discourse through e-mail and the exponential increase in computer data storage capacity has inflated the universe of discoverable information. The costs of modern litigation, and in particular, the costs associated with electronic discovery can be astounding due to the volume of electronic information available.  For unprepared litigants, the cost to preserve, search and quickly produce electronic evidence can be prohibitive.  Larger organizations bear proportionate risks and burdens in having to comply with requests for electronic discovery.  The simple threat of forcing a corporation to review thousands of files or back-up tapes can, without a doubt, leverage settlement.   In recognition of this fact, courts have taken steps to impose additional cost burdens on those parties whose requests for 

electronic data are determined to be overreaching, spurious or designed simply to force a settlement.  On the other hand, where the costs associated with retrieving relevant electronic information are high due to the manner in which the electronic information is stored or the lack of a proper records management policy, the document "owner" or producing party is often required to bear the costs of doing so.

Overly broad requests for production of electronic data may encourage the other side to either bring a motion objecting to the request on the grounds of relevance and inordinate expense or to drown the opponent in mountains of irrelevant information, which even an expert may have difficulty sorting through. Extensive production requests may also lead to equally extensive requests for production by opposing counsel.  

The court has a discretion to manage and monitor the costs resulting from discovery requests, and to give interim orders concerning costs.  Nevertheless, courts seldom exercise this discretion in a manner which precludes discovery and in exercising the discretion the court does not discount the probity of the allegations.

The burden of producing e-mail was raised in the case of Canada v. Air Canada.
  In this case, Air Canada argued that a section 11 Order under the Competition Act
  would require it to search four years' worth of the 6,000-12,000 e-mails received by each of its employees annually and to spend two to three weeks recreating the file for e-mail received more than six months prior to the order.  While the Federal Court found that the production request made by the Commissioner of Competition was not irrelevant to its inquiry, the court ultimately did not rule on the issue, since the parties agreed to negotiate with respect to the scope of the request.

In one recent Ontario case,
 the court held that a broad request that the corporate defendant search its entire computer system for e-mail relating to matters in issue in the litigation was properly refused on the grounds that such an undertaking would, "having regard to the extent of the defendant's business operations, be such a massive undertaking as to be oppressive". 

In Bank of Montreal v. 3D Properties,
 the court ordered the defendant who sought production of computer records, disks and tapes to bear the costs.  These costs, however, were limited to the plaintiff’s reasonable costs for searching, locating, editing and producing their records.  The plaintiff was required to provide a costs estimate to the defendant, with any issue arising as a result of the estimate provided to be determined by way of application.  In general, a party bears its own cost of reviewing and editing its own documents, whereas the requesting party bears the cost of copying the information.  However case law and cost allocations specific to electronic documentary discovery occasionally deviate from these general rules.  Given the recognized practice of the producing party bearing the usual costs associated with production of relevant documents, this decision is questionable, as  there is nothing to suggest that the request was unduly broad or burdensome.

In B.C. Building Corp. v. BT & NPLC
 the court had to decide between two methods of production which differed significantly in terms of costs.  The court resorted to the equivalent of Rule 1.03(1) which provides that the Rules of Civil Procedure are to be construed to secure the just, most expeditious and least expensive determination of every civil proceeding on its merits.  The court chose to order production by way of microfilm at a cost of around $12,000 as compared to production of paper copies at a cost of $250,000.

Until recently, the touchstone case in the United States discussing the principals applicable to cost-sharing between parties during discovery was the eight factor test laid out in Rowe Entertainment v. the William Morris Agency.
  In Rowe, estimated costs included US $395,000 to restore eight selected backup tapes, plus US $43,000-$84,000 to retrieve 200,000 e-mail messages and US $247,000 to review the e-mail messages.  Other costs included US $403,000 to restore 47 back-up tapes retrieved from 126 desktop computers.  The costs did not include the costs incurred as a result of having lawyers review the retrieved material prior to production.  The eight factor test set out in Rowe is as follows:

1.
The specificity of the discovery requests (no more “any and all”);

5. The likelihood of discovering critical information (know what you want);

6. The availability of the information from other sources (know where to look);

7. The purpose for which the responding party maintains the data (establish routine document maintenance procedures);

8. The relevant benefits to the parties of obtaining the data (no more fishing expeditions – they are too expensive and time consuming in electronic media.);

9. The total cost associated with the production (costs can be much higher than in the paper world, if experts are involved and legacy and backup systems must be accessed);

10. The relative ability of each party to control costs and its incentive to do so(known your computer system);  and

11. The resources available to each party (if your client is wealthy, chances are your client will pay the overwhelming cost of a broad discovery request).

In a more recent decision, Judge Scheindlin, of the U.S. District Court of New York’s Southern District, viewed as an electronic discovery expert, somewhat modified the Rowe factors in the decision of Zubulake v. UBS Warburg LLC 
, in considering a request for an order compelling UBS to produce at its own expense various e-mails now existing only on back-up tapes and other archived media.  (Despite the fact that UBS had already produced approximately 100 pages of e-mails, Zubulkae believed it had more based on the fact that she herself had produced approximately 450 pages of e-mails.)  According to UBS, restoring such e-mails would cost approximately US $175,000 exclusive of attorney time to review the retrieved data.  The Zubulake case, involved an action for gender discrimination and illegal retaliation.  The court determined that the mere fact that electronic discovery is at issue should not change the rule that the producing party presumptively pays for the production.  Zubulake stands for the proposition that cost shifting may be considered only when electronic discovery imposes an undue burden or expense on the producing party.  This question, the court explains, usually turns on whether the 

electronic information is kept in an accessible or inaccessible format, which in turn depends on the type of media used to store the information.  Data stored online or near line, on optical disks, or on magnetic tape media are usually accessible, backup tapes and fragmented data are usually not.  Judge Scheindlin ruled that it is not appropriate to consider cost shifting for discovery of active files or date stored on optical disks than can be reach via easily acquired hardware and software.  Judge Schiendlin re-wrote and re-ordered the priorities of the Rowe costs shifting factors as follows:

1.
The extent to which the request is specifically tailored to discover relevant information;

12. The availability of such information from other sources;

13. The total cost of production, compared to the amount in controversy;

14. The total cost of production, compared to the resources available to each party;

15. The relative ability of each party to control costs and its incentive to do so;

16. The importance of the issues at stake in the litigation (which will rarely play a part in the analysis, but if it does it is the most important factor);

17. The relative benefits to the parties of obtaining the information (the least important).

Judge Scheindlin then determined that prior to any order being made regarding costs, UBS should provide tangible evidence of what the backup tapes might have to offer in the form of a sample.  UBS was ordered to produce, at its expense, responsive e-mails from any five back-up tapes selected by the plaintiff.  UBS was also required to prepare an affidavit detailing the results of its search, as well as the time and money spent.  Following the production of e-mails taken from the sample back-up tapes, Judge Scheindlin ordered that the costs of restoring any backup tapes be allocated between UBS and Zubulake, 75 percent and 25 percent respectively.  The Judge set the plaintiff’s share at 25 percent on the basis that her share should not be too costly but should recognize that the success of the search being conducted was somewhat speculative.

While electronic means of communicating and recording transactions has lead to various efficiencies and lowered costs in some industries, it has given rise to a whole new set of costs, including the administrative costs associated with developing a proper records management and retention program designed to assist in the retrieval of documentation required for day to day business, as well as those documents that may be subject to production in court proceedings.  In the United States, for example, in the case of U.S. public companies and all non-U.S. companies having securities listed on a U.S. exchange or traded on Nasdaq, compliance with the Sarbanes-Oxley Act of 2002 mandates the implementation of effective records retention and management procedures and policies which can only help to further "authenticate" electronic records and evidence.  Sarbanes-Oxley requires companies to create a "credible body of evidence" that attests to what they say they are doing.  That evidence includes statements and documentation demonstrating that they are in compliance with identified controls.  For example, if a company processes credit card information and the policy states that credit card data is stored in an encrypted field in an Oracle database, showing the auditor a copy of that policy will not be enough.  According to the view of one practitioner, to demonstrate compliance, the company might need to run a script on the Oracle database that prints out the database fields with associated security controls.  If the script is run on a daily or weekly basis and shows that the database administrator is regularly reviewing reports, the control should be accepted.
  Without a doubt, in a large company that does most of its business by e-commerce, the number, cost and complexity of needed controls is and will be overwhelming.

Specific Types of Electronic Evidence -- E-Mails

Arguably, the most interesting and relied upon form of electronic evidence is e-mail.  Another subject of some debate is the admissibility of electronic evidence taken from the World Wide Web.  A brief analysis of these forms of electronic evidence follows.

E-mail is currently the most commonly used service on internal networks and on the Internet and the most sought after form of electronic evidence in most cases.  E-mail messages are not usually reviewed by the organization and typically reflect the personal opinions of the parties of the communication.  Nevertheless, courts and regulatory authorities may construe these "off the cuff" comments to reflect the views of both the organization and the sender. 

As stated by one legal commentator, "E-Mail is a truth serum".
  E-mail messages have played a prominent role in several recent high profile cases and, as set out previously, are useful as they generally provide access to informal comments that would not otherwise be committed to writing.  

Commentators have noted that e-mail undermined the credibility of Microsoft's witnesses and provided the basis for the anti-trust ruling.  As set out in Michael R. Arkfeld's treatise on "Electronic Discovery and Evidence", citing from Ken Aruletta's publication entitled "World War 3.0: Microsoft and Its Enemies":

Though Microsoft argued that the government's case "relie[d] heavily on snippets of Microsoft e-mail messages that are taken out of context," id. at 67, these e-mails provided support for the District Court's liability findings, upheld on appeal, because "[e]ven in context, to read many of Microsoft's internal e-mails is to be struck by their arrogance." Id. at 73.  These e-mails became important ingredients in spicing up the government's proofs of anticompetitive behaviour, intent, and lack of credibility of Microsoft's witnesses.

Canadian brokerages also learned that long forgotten records buried deep in their computer system hold the potential to devastate them.  Through off-the-cuff e-mail messages we learned that Merrill Lynch Internet analyst Henry Blodget considered AtHome Corp. "crap" even while he was publicly advising clients to buy the shares.  We also learned that Credit Suisse First Boston investment banker Frank Quattrone told his staff to destroy documents that were being sought by investigators.  Mr. Quattrone claimed he was unaware of the investigation when he made the order, and another e-mail later showed that this was not true.
  

Because of the ease with which electronic data can be altered, parties wishing to use e-mails at trial must also take care to authenticate the integrity of the information.  This process may include testimony verifying the circumstances surrounding e-mail, electronic characteristics or internal logs supporting the integrity of the file, or a demonstration of the process used to produce the message.  

Another challenge posed by e-mail is overcoming the rule against hearsay.  Courts have been split as to whether the business record exception to the hearsay rule applies to e-mail, and to the extent that an e-mail is used to prove the truth of an issue, it may be excluded as hearsay.  However, this limitation offers little comfort for businesses on the receiving end of discovery requests.  E-mails are most often used to impeach the credibility of witnesses by confronting them with their own words -- and hearsay offers no exclusion for this approach.
  

Corporations are clamping down on e-mail that are in violation of their policies.  To uncover the violations, specific software programs scan e-mail messages for specific words or phrases.  Once inappropriate e-mail messages are located, e-mail are deleted and employees counseled.  For example, the Times fired more than 20 employees for sending inappropriate and offensive e-mails.
 Again, the electronic trail led to the dismissal of employees for putting their inappropriate remarks in writing.  For the lawyer representing the employee in any ensuing wrongful dismissal lawsuit, the power of the written word set out in the offensive e-mail is difficult, if not impossible to overcome.  

Internet or Web Postings

Web pages are used for a variety of business, governmental and personal purposes.  These include e-commerce, personal Web pages, want ads, business data depositories, legislation, statutes, etc.  A general description of the World Wide Web  (the "Web") and its many components is set forth in the case of United States v. Microsoft Corp.:
 

12.
The World Wide Web (the "Web") is a massive collection of digital information resources stored on servers throughout the Internet.  These resources are typically provided in the form of 

hypertext documents, commonly referred to as "Web pages", that may incorporate any combination of text, graphics, audio and video content, software programs and other data.  A user of a computer connected to the Internet can publish a page on the Web simply by copying it into a specially designated, publicly accessible directory on a Web server.  Some Web resources are in the form of applications that provide functionality through a user's PC system but actually execute on  a server.

13.
Internet content providers ("ICPs") are the individuals and organizations that have established a presence, or "site", on the Web by publishing a collection of Web pages.  Most Web pages are in the form of "hypertext"; that is, they contain annotated references or "hyperlinks" to other Web pages.  Hyperlinks can be used as cross-references within a single document, between documents on the same site, or between documents on different sites.

14.
Typically, one page on each Web site is the "home page", or the first access point to the site. The home page is usually a hypertext document that presents an overview of the site and hyperlinks to the other pages comprising the site.

15.
PCs typically connect to the Internet through the services of an Internet access providers ("IAPs"), which generally charge subscription fees to their customers in the United States.  There are two types of IAPs.  Online services ("OLSs") such as America Online ("AOL"), Prodigy, and the Microsoft Network ("MSN") offer, in addition to Internet access, various services and an array of proprietary content. Internet Service Providers ("ISPs") such as MindSpring and Netcom, on the other hand, offer few services apart from Internet access and relatively little of their own content.

16.
A "Web client" is software that, when running on a computer connected to the Internet, sends information to and receives information from Web servers throughout the Internet.  Web clients and servers transfer data using a standard known as the Hypertext Transfer Protocol ("HTTP").  A "Web Browser" is a type of Web client that enables a user to select, retrieve, and perceive resources on the Web.  In particular, Web browsers provide a way for a user to view hypertext documents and follow the hyperlinks that connect them, typically by moving the cursor over a link and depressing the mouse button.

Web pages are generally text that originate from files on a directory from a Web page generator.  In addition to text, Web sites may include photographs, illustrations, video, music, animations or 

computer programs. They often contain hypertext links to other sites in the form of highlighted or coloured text that the user can move their cursor over and click on with their mouse, instructing their computer to jump to a new Web page.

A Web site's content is generally contained in a computer directory containing data files on a hard disk or other storage media.  The hard disk or other storage media can be located on the user's machine or part of a hard disk managed by a third party such as an Internet service provider (ISP).  Under the directory is a collection of Web text files in a HTML (Hyper-Text Markup Language) format or a Web page generator.  If it is a collection of HTML files, each Web page is a separate file.  These pages may contain links to graphics, sound, video or other computer files in the same or different directories or subdirectories.  If it is a Web page generator, then a software application takes raw data from a database or other informational source file and produces a HTML file.
  

Several questions arise with respect to information contained on the Internet or Web postings.  How reliable is the information set out on Internet postings? Is that really the document that Company X published on the web?  Has any hacker tampered with the document since it was posted?  To what extent can Internet or Web postings constitute authentic business records?  

As with all other forms of electronic documentation, the issue of admissibility of a web site posting as evidence of a Web site owner's representation is tied to whether or not the Internet posting is legitimate or authentic. 

Several U.S. cases have canvassed the reliability of web postings on the Internet.  The principles taken from the cases are that only where the Web postings can be shown to be authentic and reliable, can they be admitted as business records of the Web site owner. 
  On the other hand, web postings have also been viewed as being unfairly prejudicial, irrelevant, and containing hearsay. 
    

Recently access to the Internet was sought by ITV Technologies Inc., ("ITV") in a case brought by ITV against WIC Television Ltd. ("WIC")
 with respect to the use of the letters ITV in ITV's corporate name, business name and in the domain name for its web site, despite the objections of the defendant WIC, which had several trade-marks registered incorporating the initials, ITV.  In this case, access to the Internet was sought by ITV for the purpose of performing demonstrations at trial, for cross-examining witnesses, and for retrieving electronic versions of documents for use at trial.  This was objected to by WIC which argued that the documents on the Internet constituted hearsay and were inadmissible for the truth of their contents.  Comments made by the court in response to the objections of WIC to the use of the Web follow:

In my view, when considering the contents of a web site, the original is found on the Internet and provides better evidence than a print copy.  The court was able to see the documents as they existed on the Internet, and could witness such features as hyperlinking and interactive streaming that could not have been realistically reproduced on paper.

There was the initial concern that the documents being retrieved on the Internet at trial would not be an accurate representation of how they appeared at the relevant time period.  Given that web sites are continually changing and evolving, a web site which appears on the Internet today would not necessarily look the same as it did for example, in 1997.  In order to look into the past, both parties relied 

on the web site www.archive.org, which contains a digital library of Internet web sites.  By using the Way Back Machine, the parties were able to access the web sites as they had existed at the relevant time period.  I am satisfied that the web site is reliable, and that the court could rely on its digital library for an accurate representation of the web sites at the relevant time period. …

With regard to the reliability of the Internet, I accept that in general, official web sites, which are developed and maintained by the organization itself, will provide more reliable information than unofficial web sites, which contain information about the organization but which are maintained by private persons or businesses.

In another context, the court of the 7th Circuit in the United States imposed a duty to browse the Internet on litigants for specific financial information, thereby attributing some credibility to the information that is available in the public domain of the World Wide Web.  The court noted that once the significant discrepancies between the projections and actual results placed Whirlpool on notice regarding the possibility of fraud, the information Whirlpool says it needed to uncover the alleged fraud was in the public domain:

In today’s society, with the advent of the information superhighway, federal and state legislation and regulations, as well as information regarding industry trends, are easily accessed.  A reasonable investor is presumed to have information available in the public domain, and therefore Whirlpool is imputed with constructive knowledge of this information.

In the decision of Kanitz v. Rogers Cable Inc.
, the court determined that an onus was placed on customers to check relevant portions of the Roger's website from time-to-time to determine if contractual amendments had been made based on the amendment provisions set out in the original agreements between Rogers and its customers.  Of particular note was the court's reasoning that since the agreement related to Internet access services, it was not unreasonable to communicate the agreement through an electronic format.  In essence, the court determined that 

the information set out on Roger's Website was reliable and authentic and relied upon the information set out on the Website in upholding the arbitration provisions set out in an amendment to its terms of use agreement.

While information available on Web sites may not have the same degree of trustworthiness, as more typical electronic business records, the use by many organizations of the World Wide Web to communicate their message, cannot be overlooked in the search for electronic evidence.  Whether or not that evidence will be admitted by a court, will be question that can only be answered on the facts of each individual case.  

Examples of Internet Fraud

There are plenty of examples of creative theft and other unlawful activities in cyberspace.  However, in all of the cases cited below, the crime was uncovered and the perpetrators were found.  Again, despite the opportunities made available through the exchange of communications through the open gateway known as the Internet, and the ability to hide one's identity in cyberspace, these cyber-opportunists were caught nonetheless, through the pursuit of those "electronic crumbs".  

At a sentencing hearing following the conviction of a 23 year old charged with over 50 counts of computer hacking and computer fraud who had targeted certain strategic computer main frames in the United States, the court noted that:

Much has been made in the film media about computer hacking to the point where it is almost glorified.  The little computer operator pitted against the best minds available in this computer security community.  However, this should be viewed more seriously than simple fraud and mischief because of the possible consequences.  The disruption that can be cause to commerce and the possible security of  a nation dictates that these crimes must be dealt with swiftly and sternly so that others will be deterred from similar conduct.

This young man from Ontario received a 6-month jail term after pleading guilty to 12 of 51 charges for committing mischief to data stored on a NASA computer system, fraudulent use of a 

NASA computer system, fraudulent use of a National Oceanic Atmospheric Administration Computer System and breach of probation.  The individual had successfully accessed his way into dozens of computer systems, continuing to pick up passwords and other information through the use of devices such as “crackers” (programs which crack password codes) and “sniffer logs” (logs which keep track of who is using their computer system and the password they use to enter).  The thief even got to the “route” privilege level of several systems, setting up “Trojanized” programs to help hide his activities.

On February 3rd, 2004, The United States Attorney's Office for the Northern District of California announced that Alec Scott Papierniak, 20, of Mankato, Minnesota, pleaded guilty in Federal Court in San Jose, to one count of wire fraud in violation of 18 U.S.C. § 1343. Papierniak was able to siphon money from online accounts after he tricked users into handing over their user names and passwords via bogus security alerts. These bogus alerts directed users to a deceptive Web site run by Papierniak, instead of the genuine PayPal site. Papierniak engaged in his fraudulent conduct for two years until he was apprehended in September of 2003. He confessed to stealing in excess of $30,000.

Another successful conclusion to a long-standing investigation was touted in a case involving a $58 million Ponzi scheme that was run out of a bogus investment club which used a Web site known as the "Tri-West Investment Club" operated by a 26-year old Canadian.  The Canadian plead guilty to charges of mail fraud and conspiracy to launder money in what was billed as one of the largest ever cases of online investment fraud.

Tools of the Intruders Trade and other Insights into the Vulnerabilities of the Open Network

Electronic criminals use a wide variety of easily accessible tools that are often available free on the Internet.  Such tools include:

· Anonymous re-mailers: machines on the Internet configured to receive and re-send traffic by replacing the original source address of the sender with the address of the anonymous re-mailer machine.  (Used by intruders to mask their identities.)

· Internet packet filters or “sniffers”: software that allows intruders to intercept network traffic. 

· Nukers: software tools used by intruders to destroy system log trails. 

· Password crackers: software that allows intruders to “break” encrypted password files stolen from a victim’s network servers. 

· Scanners: automated software that helps intruders identify services running on network machines that might be exploited.

· Spoofers: software tools that allow intruders to masquerade as other users. 

· Steganography:  a method of encrypting and hiding the data in graphics or audio files.  Used by intruders to spy, steal or traffic in information via electronic dead drops for example in web pages.

· Trojan Programs:  illegitimate programs altered by the injection of unauthorized code into the program causing it to perform unknown (and hidden) functions to the legitimate user/system owner.  Intruders use them to create undocumented “back doors” into network systems.

The easiest access point for any cyber snoop or criminal is through careless use of passwords.
  Other access points are created by software flaws - Microsoft has had its share of press regarding security flaws and passwords.  Microsoft Outlook has been the transport tool of choice, delivering malicious code through e-mail and replicating through the Outlook address book.  In addition, open source programs such as Linux have had problems as well.  Hardware (such as thumb drives -- one of the latest and smallest storage devices)
 are another means by which cyber criminals can enter into a computer system, leaving their trail difficult to find.  The various ways cyber opportunists can use the Internet as a means to engage in criminal and other unlawful activity are discussed in more detail below.

Computer Viruses and Key Loggers

Bank customers who use their home computers to access their accounts are vulnerable to rogues that obtain their bank account number and password by way of  “key loggers” capable of reading their keystrokes.  Customers at the Royal Bank, the Bank of Nova Scotia, the Canadian Imperial Bank of Commerce and the Toronto-Dominion Bank have all been hit by a computer virus known as bugbear.  The Bank’s position is clear:  Customers are responsible for protecting themselves from identity theft by installing appropriate firewalls and/or virus detection software on their own computers and for promptly advising the Banks of any breaches to their computer environment.
  

Steganography

Steganography is also a method that fraudsters can or may be using to share information, such as the location of off-shore assets, with their partners in crime.
  A modern version of steganography allows messages to be obscured in digital photographs or music files without leaving any evidence that the images or files have been altered.  This is done by altering the original so slightly that the encoded message cannot be detected unless the recipient knows it exists and has the information -- usually a computer program that can notice slight statistical deviations from the expected patterns required to reveal it.   An apparent favourite place to post steganographic images appears to be on auction sites, such as eBay.  U.S. officials believe that a 

modern form of staganography -- a Greek word meaning covered or hidden writing -- is "the latest method of communication being used by Osama bin Laden and his associates to outfox law enforcement".
    

Spyware

Consumers have slowly become aware of snooping opportunities made possible with cookies
 in the form of adware or spyware.  E-mail messages are now being used to deliver the same types of code.   Sypware programs such as Cydoor, Gator, Lop.com and Zupiter install without the user's knowledge by piggybacking onto peer-to-peer file-sharing programs, cute executable images or a long list of freeware.  Primarily used for target advertising purposes, spyware tracks a user's Web habits.  Some programs log keystrokes and even capture and transmit screen images.  Spyware can be used for password harvesting, credit card number theft and other forms of identity theft.  As reported in a Reuters news article, peer-to-peer users who do not set up the software properly can easily open up their entire hard drives to the Internet, enabling others to sift through their e-mail inboxes and dig up password lists, legal documents and other sensitive information.
  Mark Mairfret, chief hacking officer for eEye Digital Security was reported as predicting more sinister uses for spyware, such as capturing and transmitting Microsoft Word and Excel documents to steal corporate secrets.
  

Web Spoofing

Web spoofing is the act of secretly tricking your Web browser into talking to a different Web server than you intend.  By attacking the domain name system that maps the www.site.com in a URL to a network address, or by modifying a Web page to have a bad URL, or by tricking your browser as it interprets CGI data, JavaScript, etc.   After your browser has been fooled, the spoofed Web server can send you fake Web pages or prompt you to provide personal information such as your login ID, password, or even credit card or bank account numbers.  If done carefully, you probably will not even notice that you have been duped.
    

E-mail and Spoofing
Falsification of e-mail has been and will continue to be a problem.  The ability to log onto another person’s computer system, the lack of an authenticated signature on messages and spoofing has made e-mail susceptible to fraud.  E-mail spoofing can take many forms.  Just as people can try to pretend to be someone they are not, so can computers.  One form of spoofing is the spoofer using the recipient’s address and configures his machine to emulate the recipient’s machine.  When data comes along the network, which is intended for the actual recipient, the spoofer receives it instead and automatically sends a packet to the sender, which makes the sender believe that the message was properly received.  In fact, the spoofer can read the e-mail, concoct a reply, and send it back to the unsuspecting person who is unaware that he is communicating with an impostor.  More subtly, the spoofer can alter the original e-mail and then relay it to the intended recipient.
  

Another form of spoofing is “IP Spoofing” when one falsifies IP information.  The IP address in the header information is fabricated and the e-mail is sent to the recipient.  The message appears in all respects to be authentic, but has not been sent from the purported sender.  A different form of spoofing occurs when the sender inserts a factitious sender name in the header information.  As one commentator noted, “It is fairly easy for knowledgeable computer users to create e-mail message that falsify this [source] information.”

To combat spam, Microsoft is touting a technical solution which includes additional technical specifications for establishing Caller-ID-like functionality for e-mail.  The technology would enable a recipient to ensure that a message came from an identified domain.
  Despite the well-known vulnerabilities of e-mail, claims of "spoofing" were rejected in a recent case involving defamatory messages being posted on a website chat room where people were invited to post messages about particular stocks.  In this case,
 the individual accused of posting defamatory messages on an Internet chat room claimed that someone could have "spoofed" his IP address.  This claim was rejected by the court, who concluded that he had sent the e-mails.  The court made note of the fact that the defamatory e-mails stopped on the day that he was served with the statement of claim.

Steps Taken in Response to Thwart Cyber-crime 

Organizations are cognizant of the actual and potential legal liabilities associated with the digital marketplace and have taken steps to publicly announce security breaches and scams perpetrated on customers and users of on-line services.  There is no question that unauthorized access events can be the basis for legal liability attributed both to the intruder and to the operator of the compromised system.  A major aspect of security in the digital marketplace is the prevention of unauthorized access to computer and telecommunications systems.  Such security measures also help to "authenticate" electronic documents required by many organizations to carry on their affairs on a day-to-day basis and to enable organizations to be able to rely on those documents when the time comes to introduce them as evidence in litigious proceedings.

Examples of steps taken to protect their clientele, include e-mails sent by AT&T to its customers advising them of a phishing
 scam, following the discovery by the company that some of its customers had received fraudulent e-mail purporting to be from AT&T Worldnet Service.  The company spokesman indicated that the e-mails, which contained the subject line “billing update requested (urgent)” directed customers to a spoofed, or fake, website and asked them to supply their credit card information.  The e-mail sent by AT&T advising its customers indicated that AT&T would never ask for customer’s personal data by asking them to click onto a link in an e-mail.  Rather, the company would direct customers to AT&T’s worldnet secure member website, where they would log in with their user IDs and passwords.
  

In another recent article, an investigation by Microsoft of a reported flaw on its Internet Explorer’s software was announced that could allow “phishers” to trick their users even more convincingly to forged and potentially malicious sites.  The flaw, which appeared to affect all versions of Internet Explorer and possibly other web browsers, allows attackers to craft URLs that make it appear as if a web page is being hosted on a domain different from its actual location, according to a description of the flaw.  The most common concern is that because the bug allows an attacker to forge the information in the address bar, “attackers are going to use it to convince unsuspecting consumers to go to forged bank sites or other such sites the user trusts”.
 

Phishers have gone after customers of eBay Inc., PayPal Inc. and other e-commerce companies including Citibank Inc. and London-based Barclays Bank.  Robert Garigue, the Toronto-based chief information security officer at Bank of Montreal, said that when the Bank’s customers were targeted by a recent phishing scam, it worked with the Royal Canadian Mounted Police and the FBI to quickly shut down a bogus website hosted by a service provider in the U.S.  He said co-operation and information sharing are crucial to stemming the phishing problem.  Robert Garigue thinks phishing is on the rise because increased security measures are making it harder for attackers to directly breach enterprise networks.  “The consumer has become the weakest link in the trust chain”, he said.

Organizations must stay on top of various technologies to ensure that they are using the best technology to protect their systems from undue threats from the outside.  Such steps are a necessary part of a proper document retention and management program that can only lend credibility to an organizations electronic documents and help to authenticate those communications that must be relied upon in the course of everyday activities.  Not surprisingly, Banks, desperate to protect their reputations and preserve a fast-growing segment of their business, consider online fraud schemes a top security issue.  The industry has been scrambling to find a fix of its own.  One suggestion is the creation of a "dot-bank" Web domain that would be distributed solely to financial services companies.  The main problem with this proposed solution, according to law enforcement officials, is that fraudsters can easily acquire a site that appears to be affiliated with the bank.  In this regard, they claim that a dot-bank domain would not help to solve the problem, but it would certainly narrow down the spoofing opportunity.
  In addition to the introduction of more "code" to solve these vulnerabilities, users are looking to regulators and government authorities to step into the fray.

Not surprisingly, legislators have also responded to this growing problem by seeking to introduce new laws to combat these and other practices which exploit the infrastructure and code common to the exchange of information over the Internet.  The United States has led the charge in this regard.  As recently as February 26, 2004, U.S. Senators Conrad Burns (Repulican-Montana), Ron Wyden (Democrat-Oregon), and Barbara Boxer (Democrat California), introduced legislation (Bill S.2131) to prohibit spyware, adware, and other invasive software from being secretly installed on Americans’ computers. For the first time, the SPYBLOCK (Software Principles Yielding Better Levels of Consumer Knowledge) Act would prohibit installing software on somebody else's computer without notice and consent, and would require reasonable "uninstall" procedures for all downloadable software. Spyware, adware and other hidden programs often secretly piggyback on downloaded Internet software without the user’s knowledge, transmitting information about computer usage and generating pop-up advertisements.  Frequently such software is designed to be virtually impossible to uninstall. 
  

Unfortunately, these new laws do not  prevent these activities from continuing, but provide victims with additional means by which offenders can be prosecuted. Nevertheless, in order to prosecute these new cyber-opportunists, electronic evidence must be produced and authenticated in order for these offences to be “proven”.

The Vulnerabilities of Electronic Data -- Case Examples
As a consequence of the technical vulnerabilities of the Internet and software used by most Internet users, the authentication of e-mail and other electronic data has become a major issue.   Expert witnesses can present all the reasons that support the validity of e-mail or all the reasons why it might be invalid.   More and more, the authentication of e-docs will become a battle between experts, with the side having the better expert having a distinct advantage. 

In one case decided in the State of Virginia in the United States, a judge determined custody, in part, based on a finding that the father was regularly surfing on child pornography sites. The father was steadfast in his protest that he had never been to such sites and the solicitor for the father advised that she believed the father had been framed by his wife, a computer expert.
  

It is apparently not hard to create a surfing history and even to partially cover your tracks.  If you want to establish a history of visiting child pornography sites and you have access to the computer of the person you want to frame, you can simply visit the sites yourself and the machine will dutifully take note of each site visited and include it in the history. The machine’s process is robotic – it does not know WHO initiated the visits, only that the visits themselves took place.  If there are multiple people who have access to a computer, it may therefore not be 

possible to prove who was doing the surfing. One factor that should always be considered is the time of the visits. In this regard, it may be established that the accused was out of town or at work when some of the visits took place.  It should be noted that even the computer's clock might not be telling the truth.  (A computer's clock can be set back. In these circumstances, the machine will, once again, dutifully record the visits and note the time according to its own clock.)  There is a mechanism that can reveal the evidence to be fraudulent in certain circumstances, such as where the connection to the Internet was made by a dial-up connection.  By subpoenaing the records of the ISP, the records may establish that no one was connected during some or all of the time in which the child porn sites were supposedly accessed, despite what the computer's internal clock has recorded as the time of the visits.  If, however, the connection was not made in this manner, it may be more difficult to prove that the computer's own clock has been tampered with.  

In another case, a defendant sought to improve on the text of an e-mail received from a manufacturing partner, adding confirmatory language to the senders text so that there would be no Statute of Frauds issue.  The defendant pasted text taken from an e-mail into a Word document, altered the text to his advantage, and then printed the altered text so that it looked like an original e-mail.  The sender, however, had the original e-mail on a backup tape, and the manipulation of the e-mail left electronic traces on the forger’s computer.   Aside from the original e-mail which was discovered because, as previously discussed, there is never only one copy of an electronic file or document, there are other basic clues that are left in the wake of electronic document tampering.  For example, when an electronic document or e-mail is viewed or edited on a computer, the viewed file is often cached, or copied, to a portion of the hard drive called unallocated free space,  Forensic tools are capable of finding fragments of this cached material in that space.  In the Statute of Frauds example, many versions of the document were allegedly found.

In addition, the authenticity of a document’s date can be tested by examining where it is physically stored on the hard drive.  Data is stored in concentric tracks on a hard drive, and  the tracks are separated into sectors numbered consecutively.  Generally, data is written first on low-numbered sectors and then higher-numbered sectors.  Under normal circumstances, data saved to a hard drive at similar times will be located in the same general physical area of the drive.  An authentic 1999 document should therefore be located in the same disk space with other 1999 documents;  however, if it rests with a 2003 document, it could be an indication that the user has reset the clock and created a backdated document.

Given that electronic evidence is more susceptible than paper records to corruption, tampering and unauthorized interception, it is increasingly important for organizations and all computer users to ensure that security procedures are put in place to help protect the integrity of electronic data and evidence.   Where that integrity has been breached, experts should be retained to both preserve and conduct a forensic analysis of the electronic trail left behind.  Nonetheless, the cited examples demonstrate that electronic crumbs can be traced and their creators caught.

Internet Security -- Is there such a thing?

An illustrative example of the Internet's shortcomings is seen in the Pentagon's decision announced on February 5, 2004 that it was scrapping the Secure Electronic Registration and Voting Experiment (SERVE) until the current system can guarantee the security of the voting process or a new system is designed. The system had been intended to let Americans who are overseas vote in the upcoming elections. The decision comes on the heels of a January report by four experts who gave failing grades to Internet voting. The report argues that creating an e-voting system that guarantees each person votes once and protects the voter's identity is impossible with the current state of the Internet.
  As set out in the January report, the security vulnerabilities are fundamental to the architecture of the Internet and of the PC hardware and software this is ubiquitous today.  The report went on to suggest that e-commerce grade security was not good enough for public elections.
  

The rejection of the Internet and its associated technologies as a means of voting in Presidential elections illustrates the Internet's known vulnerabilities and weaknesses.  Despite these known weaknesses, both individuals and organizations are becoming increasingly dependent on electronic means to communicate and conduct business and have not rejected the Internet as an efficient means of engaging in commerce.  We are also growing increasingly dependent upon computer experts in our quest to find the truth behind the digital trail of evidence.  New technologies are being introduced daily in an effort to increase the Internet's security and reduce its vulnerabilities.  The introduction of new "code" and other Internet protocols can only help to authenticate electronic data.  

Conclusion
Arguably, the electronic records and data generated by our activities in Cyberspace provide more, not less, evidence of our activities and enable law enforcement agencies to track down the perpetrators through the use of electronic crumbs by forensic investigators and the global law enforcement community who are taking steps every year to exchange information and work together to help improve the world of Cyberspace by catching and prosecuting cyber-thieves.  Despite the vulnerabilities of electronic data and the lure of communicating anonymously over the Internet, the cases examined demonstrate that electronic evidence can be authenticated and used to identify, locate and prosecute wrong-doers.  The examined cases also show how various organizations have come to rely on electronic means of communicating and carrying on business and in doing so have created a virtual trail of evidence that can both support their cause in litigation and provide their opponent with powerful weapons to use against them -- their own words and deeds set out in virtual “black and white".  Businesses not only depend on computers to record their business activities but are now required to produce those records (to the extent they are relevant) in electronic form.  Parties seeking to avoid the sting of their electronic words or deeds often seek to discredit the electronic evidence being relied upon by their opponents principally by attacking the authenticity of the evidence.  Good record keeping practices coupled with the help of computer forensic experts can help to refute these objections to the use of electronic evidence.

Technical progress will also assist the law by devising even more reliable means of exchanging bits and bytes that can be authenticated with greater certainty.  With the rapid pace of technological change, the cyber-criminals always seem to be one step ahead of law enforcement in finding new ways to exploit the Internet and its inherent vulnerabilities.  We can only hope that technology will be introduced to swiftly respond to these new threats.  As stated by Professor Lessig:

"Code can, and increasingly, will, displace law as the primary defence of  ..cyberspace."
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