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PREFACE 

Welcome to the final, November 2015, version of The Se-

dona Conference Commentary on Privacy and Information Secu-

rity: Principles and Guidelines for Lawyers, Law Firms, and Other 

Legal Service Providers, a project of The Sedona Conference 

Working Group on Electronic Document Retention and Produc-

tion (WG1). The Sedona Conference is a 501(c)(3) research and 

educational institute that exists to allow leading jurists, lawyers, 

experts, academics, and others, at the cutting edge of issues in the 

areas of antitrust law, complex litigation, and intellectual prop-

erty rights, to come together in conferences and mini-think tanks 

called Working Groups to engage in true dialogue, not debate, in 

an effort to move the law forward in a reasoned and just way. 

The public comment version of The Sedona Conference 

Commentary on Privacy and Information Security: Principles and 

Guidelines for Lawyers, Law Firms, and Other Legal Service Provid-

ers was published in July of this year after more than two years 

of dialogue, review, and revision, including discussion at sev-

eral working group meetings. After a sixty day public comment 

period, during which The Sedona Conference sponsored a pub-

lic webinar on the Commentary, the editors reviewed the com-

ments received as well as the law and made minor revisions in 

the wording of Principles 1, 2, 4, and 7 to clarify their meaning. 

Additionally, minor revisions were made to the comments to 

the Principles, including some paragraph reorganization. I 

thank all of the drafting team members for their dedication and 

contribution to this project. Team members that participated 

and deserve recognition for their work are: John E. Davis, Tara 

S. Emory, Jenny-Rebecca Lewis, Jeffrey W. McKenna, Kim Bald-

win-Stried Reich, James A. Sherer, and Joel Wuesthoff. Finally,

The Sedona Conference thanks Gina M. Trimarco for serving as

the Team Leader and David C. Shonka for serving as the Editor-

in-Chief.



2016] COMMENTARY ON PRIVACY AND INFORMATION SECURITY 3 

We hope our efforts will be of immediate and practical 

assistance to judges, parties in litigation and their lawyers, and 

database management professionals. We continue to welcome 

comments for consideration in future updates. If you wish to 

submit feedback, please email us at comments@sedonaconfer-

ence.org. The Sedona Conference hopes and anticipates that the 

output of its Working Groups will evolve into authoritative 

statements of law, both as it is and as it should be. 

Craig Weinlein 

Executive Director 

The Sedona Conference 

November 2015 
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EXECUTIVE SUMMARY 

The Sedona Conference Working Group 1, through its 

drafting team on Privacy and Information Security, has devel-

oped Principles and Guidelines for lawyers, law firms, and 

other legal service providers. Advances in technology, commu-

nications, data storage, and transmission have produced im-

measurable societal benefits. However, they have also created 

unforeseen risks to individual privacy and the security of infor-

mation that lawyers gather and hold while representing their 

clients, whether in litigation, in business transactions, or 

through personal counseling. Personal identities, privacy, con-

fidential client information, work product, and even attorney-

client communications have never been more vulnerable to un-

authorized disclosures, breaches, loss, or theft than they are to-

day. Yet, the responsibility of all legal service providers to 

protect such information has not changed. The applicable stand-

ards of conduct do not depend on the size or resources of the 

professional who holds such information. 

We recognize, however, that effective privacy and infor-

mation security does not allow for a one-size-fits-all solution. 

The nature of the information, the needs of the client, the cir-

cumstances in which the information is held, and other factors 

affect the methods that a reasonably prudent legal service pro-

vider should adopt to protect confidential and private infor-

mation entrusted to its care. In the end, perfect security practices 

are not required. What is required are well thought-out policies 

and practices that are both reasonable and appropriate to the 

circumstances. This Commentary is intended to help all legal 

service providers—solo practitioners, large law firms, and legal 

support entities—determine which policies and practices are 

best suited for each unique situation. 
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We have divided this Commentary into several discrete 

sections. Following a brief Introduction and statement of Prin-

ciples in Section I, Section II identifies some of the major sources 

of a provider’s duty to protect private and confidential infor-

mation. Section III then describes a process by which legal ser-

vice providers may conduct thorough security risk assessments, 

taking into account the information they possess, the vulnera-

bility of that information to unauthorized disclosures, breaches, 

loss, or theft, and the way in which each provider may mitigate 

those threats by adopting a structured or layered approach to 

protect private and confidential information. Finally, Section IV 

delves into various policies and practices that can address pri-

vacy and information security, setting forth processes that can 

be scaled to the needs and circumstances of an individual legal 

service provider. 

We think the Principles set out in this Commentary pro-

vide guidance in protecting private and confidential infor-

mation. Nonetheless, we recognize that as technology continues 

to evolve, people will develop new and presently unimagined 

methods of creating, storing, transmitting, protecting, and even 

stealing private and confidential information. This of course 

means that we must all keep Principle 7 below firmly in mind: 

Legal service providers should periodically reassess risks and 

update their privacy and information security policies and prac-

tices to address changing circumstances. 

The principles that inform this Commentary are: 

Principle 1: Legal service providers should develop and 

maintain appropriate knowledge of applicable 

legal authority including statutes, regulations, 

rules, and contractual obligations in order to 

identify, protect, and secure private and confi-

dential information. 
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Principle 2: Legal service providers should periodically 

conduct a risk assessment of information within 

their possession, custody, or control that consid-

ers its sensitivity, vulnerability, and the harm 

that would result from its loss or disclosure. 

Principle 3: After completing a risk assessment, legal service 

providers should develop and implement rea-

sonable and appropriate policies and practices 

to mitigate the risks identified in the risk assess-

ment. 

Principle 4: Legal service providers’ policies and practices 

should address privacy and security in reason-

ably foreseeable circumstances, and reasonably 

anticipate the possibility of an unauthorized 

disclosure, breach, loss, or theft of private or 

confidential information. 

Principle 5: Legal service providers’ privacy and infor-

mation security policies and practices should 

apply to, and include, regular training for their 

officers, managers, employees, and relevant 

contractors. 

Principle 6: Legal service providers should monitor their 

practices for compliance with privacy and secu-

rity policies. 

Principle 7: Legal service providers should periodically re-

assess risks and update their privacy and infor-

mation security policies and practices to 

address changing circumstances. 
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I. INTRODUCTION AND INFORMATION SECURITY PRINCIPLES 

Legal service providers (“LSPs”) as well as other profes-

sionals1 rely on communications technology and the rapid, se-

cure sharing of information to conduct business in modern 

form. The creation and use of electronic information has not 

only modified business generally, but has also dramatically 

changed the legal services industry. From the development of 

international information networks to remote data access and 

electronic court submissions, technology and law are now inte-

grated, with both positive and negative consequences. 

As with all technology, the benefits of an integrated legal 

practice do not come without new obligations. The new technol-

ogies that have transformed the legal industry also threaten pri-

vacy, information security, and even the confidentiality of 

attorney-client communications in ways that were unimagina-

ble a few years ago. This Commentary responds to these chal-

lenges with a framework for addressing information privacy 

and security concerns in the legal industry, and recommends 

basic steps that all LSPs and Third-Party Service Providers 
 

 1. As used herein, the term “Legal Service Provider” (“LSP” or “pro-

vider”) includes lawyers, law firms, and any other person or entity directly 

engaged in providing legal advice and counsel, and the term “Third-Party 

Service Provider” (“TPSP”) includes the other professionals and organiza-

tions who play an integral part in the provision of legal services, such as au-

ditors, outside experts, consultants, and eDiscovery service providers. The 

term “Legal Services Industry” (“LSI”) refers to both LSPs and TPSPs. 

Also, as used herein, the term “private information” should be understood 

broadly to include not just personally identifiable information (“PII”), such 

as names, addresses, account numbers, and so forth, but also any infor-

mation about a person that can individually identify them. The term “confi-

dential information” should similarly be understood broadly to include any 

non-public information about a company or a financial interest whether per-

sonally identifiable or not. Questions about the relative sensitivity of various 

types of private and confidential information are not considered in this Com-

mentary. 
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(“TPSPs”) should consider to safeguard the private and confi-

dential information they maintain on behalf of their clients, 

third parties, and their own organization. 

Although societal concerns about privacy and infor-

mation security have been with us since the days of paper, re-

cent developments in information technology have resulted in 

new government regulations and oversight, particularly in the 

health care and financial services industries. The legal profes-

sion interacts directly with these industries and, accordingly, this 

Commentary includes Appendices that highlight the regula-

tions to which both the health care and financial services indus-

tries are now subject. Ethical rules, statutes, regulations, and the 

common law all impose duties on lawyers, and less directly, on 

much of the legal services industry, to safeguard private and 

confidential information belonging to clients and third parties. 

Contracts or retainer agreements may also contain requirements 

about the safekeeping and handling of confidential information. 

This Commentary provides some additional steps for both pro-

spective and remedial measures that LSPs should consider.2 

The discussion in this Commentary is informed by the 

following guiding principles: 

  

 

 2. This Commentary does not address the treatment of confidential 

information that becomes part of the court record during litigation. That sub-

ject was thoroughly treated in The Sedona Guidelines: Best Practices Addressing 

Protective Orders, Confidentiality & Public Access in Civil Cases, THE SEDONA 

CONFERENCE (2007), available at https://thesedonaconference.org/download-

pub/478. Although that publication is not recent, its observations about the 

use of protective orders and sealing orders to shield confidential information 

are still valid, including the balancing tests employed in each situation. How-

ever, one may argue that the weight given the potential impact of disclosure 

of sensitive personal information should be updated in light of the public’s 

greater awareness today about the harm that may result from such disclo-

sure. 

https://thesedonaconference.org/download-pub/478
https://thesedonaconference.org/download-pub/478
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Principle 1: Legal service providers should develop and 

maintain appropriate knowledge of applicable 

legal authority including statutes, regulations, 

rules, and contractual obligations in order to 

identify, protect, and secure private and confi-

dential information. 

Comment 1a: Clients and, sometimes, third parties entrust 

LSPs with private and confidential information, often in elec-

tronic form. Electronically stored information is often at risk of 

loss or unauthorized access because it is mobile, may be ac-

cessed remotely, is easily copied (and corrupted), and can in-

volve large volumes of data. LSPs should reasonably protect 

such private and confidential information while it is in their 

possession, custody, or control through measures that reasona-

bly guard all the channels through which that data may be ac-

cessed. In some circumstances, failure to take reasonable and 

appropriate steps to protect private and confidential infor-

mation may expose an LSP to claims for breach of an attorney’s 

professional/ethical obligations to maintain confidentiality of 

information related to the representation or for violation of var-

ious statutory, regulatory, contractual, or common law obliga-

tions imposed on the LSP or its client. 

Comment 1b: Perfect protection of client data is not possible, 

practical, or required. LSPs must take reasonable and appropri-

ate measures to protect data, considering factors such as the na-

ture of the data, the risk of unauthorized access, requirements 

imposed by the client, applicable legal rules, and the costs asso-

ciated with protecting the data. 

Comment 1c: LSPs can take reasonable and appropriate steps 

to protect and secure private and confidential information by 

understanding applicable requirements for such information. 

These requirements arise from many sources, including ethical 

rules, federal and state statutes and regulations, state common 
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law, foreign laws, court rules, and contractual requirements. 

Different levels of protection may be required for information 

based on many factors, such as the sensitivity of the infor-

mation, where and how it is stored, and the purpose for which 

data is entrusted to another party. 

Principle 2: Legal service providers should periodically 

conduct a risk assessment of information within 

their possession, custody, or control that consid-

ers its sensitivity, vulnerability, and the harm 

that would result from its loss or disclosure. 

Comment 2a: The policies and practices employed by an LSP 

to protect client and third-party private and confidential infor-

mation will reasonably vary based on the technology at issue 

and the information to be protected. Each LSP should consider 

developing a security plan tailored to meet the individual needs 

of the LSP’s information practices, including storage locations, 

employees, work practices, IT infrastructure, and client security 

policies, to name a few. 

Comment 2b: The following steps can help LSPs create a rea-

sonable and adequate security plan: 

 Identify and evaluate the sensitivity of the vari-

ous types of information within the LSP’s pos-

session, custody, or control, and the potential 

harm that would result from unauthorized dis-

closure, breach, loss, or theft of that information. 

 Identify specific threats and vulnerabilities that 

could result in unauthorized disclosure, breach, 

loss, theft, alteration, or unavailability. 

 Assess the risk of harm posed by each threat or 

vulnerability. 

The LSP should also consider the integrity, level of sen-

sitivity, and accessibility of private and confidential infor-

mation. The goal is to keep private and confidential information 
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free from corruption, accessible only to those who need to use 

it, and readily accessible when needed. 

Principle 3: After completing a risk assessment, legal service 

providers should develop and implement rea-

sonable and appropriate policies and practices 

to mitigate the risks identified in the risk assess-

ment. 

Comment 3a: After completing a risk assessment of the infor-

mation in its possession, custody, or control, each LSP should 

develop and implement a scaled and prioritized plan to protect 

private and confidential information. This plan should factor in 

and respond to the sensitivity of different types of information. 

The plan should also respond to the threats and vulnerabilities 

identified in the risk assessment and minimize the risks that 

would result in unauthorized disclosures, breaches, loss, or 

theft. The policies and practices should also reasonably respond 

to client-created data privacy and security requirements while 

enabling the LSP to meet its day-to-day business needs. 

In this regard, larger LSPs should consider hiring an in-

formation security director or officer and put together a com-

mittee with representatives from all interested groups to 

develop the LSP’s policies and practices for accessing infor-

mation security. Larger LSPs may also consider hiring a sepa-

rate privacy officer to address specific privacy concerns. Smaller 

LSPs may wish to hire a consultant to address both information 

security and privacy and assist in creating the LSP’s policies and 

practices in this area. In the end, what may be most important 

is that there be a senior level person who has oversight over all 

parts of the entity, has sufficient expertise to know what needs 

to be done, has the authority to implement and enforce the plan 

the LSP develops, and who is held accountable for the success 

or failure of information security. 
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Comment 3b: Effective information security practices are an 

entity-wide concern. The policies should be implemented and 

enforced systematically from the top to the bottom within the 

organization, across all departments and units, and among all 

employees and contractors. An otherwise solid policy can be 

rendered useless if sound practices in one part of an organiza-

tion are accompanied by lax practices in another part. 

Principle 4: Legal service providers’ policies and practices 

should address privacy and security in reason-

ably foreseeable circumstances, and reasonably 

anticipate the possibility of an unauthorized 

disclosure, breach, loss, or theft of private or 

confidential information. 

Comment 4a: Information technology is complex. Reasonable 

policies and practices should address the privacy and security 

of information inside and outside the office environment, while 

stored, in transit, or accessed remotely. Policies should also ad-

dress how and when information is shared with third parties, 

such as outside experts, consultants, TPSPs, co-counsel, adver-

saries, and courts. LSPs may store confidential information on 

numerous IT platforms, devices, and media in different loca-

tions, some of which may be operated by, or accessible to, third 

parties such as cloud service providers and their personnel. 

Confidential information is also routinely transmitted between 

these platforms and devices. The methods for protecting confi-

dential information while in transit and in storage are as diverse 

as the threats to the security of such information. 

Comment 4b: Accordingly, LSPs should design reasonable 

policies and practices to address privacy and security in rele-

vant contexts. At a minimum, good policies and practices will: 

(1) limit access to confidential information to those with a bona 

fide role-based need for access; (2) provide for physical security; 

(3) implement information access controls (e.g., multiple factor 
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authentication,  attribute-based access control); (4) consider in-

trusion detection and prevention technologies; (5) employ ap-

propriate use of encryption technologies; (6) provide for secure 

back-up/disaster recovery; and (7) ensure the prompt disposi-

tion of information that is no longer needed (and hence at risk 

of theft with no offsetting potential benefit). Most important, 

LSPs should implement good policies and practices regarding 

the handling of client and third-party private and confidential 

information. 

Comment 4c: The plan should include a clear incident re-

sponse procedure to address the unauthorized disclosure, 

breach, loss, or theft of private and confidential information. 

The incident response program should include procedures for: 

(1) reporting each incident to a designated person responsible 

for implementing the LSP’s response plan; (2) identifying the 

source of the breach; (3) undertaking steps to stop the breach; 

(4) investigating the extent of any loss or compromise of private 

or confidential information; (5) providing appropriate notice to 

the client, relevant law enforcement authorities, and insurers, as 

necessary; and (6) abiding by applicable data breach notification 

requirements. 

Principle 5: Legal service providers’ privacy and infor-

mation security policies and practices should 

apply to, and include, regular training for their 

officers, managers, employees, and relevant 

contractors. 

Comment 5a: Human beings are the weakest link in any infor-

mation, privacy, or security program. Therefore, a well-de-

signed program to protect private and confidential information 

will contain robust provisions for training in protecting infor-

mation. Training that is relevant to recipients should focus on 

the types of information, legal requirements, and threats that 

apply to the information the recipient handles, including the 
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common techniques that data thieves use to gain access to infor-

mation through deception. Experience has shown that the best 

and most effective training sessions are interactive and involve 

testing to confirm that the recipient understands the material. 

Accordingly, LSPs should seek to conduct or sponsor formal 

training at regular intervals (ideally annually) for all personnel. 

Comment 5b: In addition to formal training, LSPs should insti-

tute regular reminders, warnings, tips, and updates to person-

nel, in order to ensure timely dissemination of information 

about new rules or threats applicable to the information held by 

the LSP. The best security practices appear to be those in which 

LSPs foster a culture and environment in which everyone is vig-

ilant and aware of what is required in order to maintain secu-

rity, both individually and across the organization. 

Principle 6: Legal service providers should monitor their 

practices for compliance with privacy and secu-

rity policies. 

Comment 6a: Security breaches can come from many sources, 

internal or external. The cause may be intentional, negligent, or 

even “benign” (e.g., a hardware malfunction). And they may oc-

cur at any time. Also, once they occur, the damage they cause 

may spread and multiply with incredible speed. Accordingly, 

to minimize the likelihood of any breach and to mitigate its con-

sequences, LSPs need to be vigilant. Careful real-time monitor-

ing of employee practices can help ensure compliance with the 

LSP’s privacy and security policies and better safeguard infor-

mation both within an organization and in the hands of any con-

tractor or other third party. 

Comment 6b: Organizations differ, often substantially, in size, 

scope, the nature of the data retained or transferred, and at-

tendant threats, both internal and external. Accordingly, each 

LSP should establish a mechanism for assessing the various 

components of its information security environment, program, 
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and policies, including those relating to physical security, infor-

mation access controls, intrusion prevention and detection sys-

tems, encryption technologies, and the maintenance, transfer, 

and disposition of information. For some providers, such mon-

itoring may be relatively simple and straightforward. Others 

may need to employ, depending on their industry or situation 

specific requirements, standard auditing frameworks, such as 

SSAE 16 (formerly SAS), the ISO 27000 series standards, or a 

framework capable of being measured, assessed, and improved 

with demonstrable and documented criteria and according to a 

fixed schedule. Of course, as technology changes, so will these 

lists. 

Comment 6c: Ultimately, an organization is responsible for 

the confidentiality, integrity, and availability of information un-

der its possession, custody, or control. Implementing a reason-

able auditing regime that evaluates policies and procedures 

governing its information assets and properties demonstrates a 

reasonable and prudent management philosophy to address a 

complex and evolving field. 

Principle 7: Legal service providers should periodically re-

assess risks and update their privacy and infor-

mation security policies and practices to 

address changing circumstances. 

Comment 7a: Threats to security and privacy change con-

stantly. The compliance landscape, arising from industry-spe-

cific, state, and federal requirements, or obligations that affect 

the creation, management, transfer, or disposition of infor-

mation in non-U.S. jurisdictions, challenges organizations at 

every level. These factors, coupled with constantly evolving 

technologies, require ongoing vigilance to ensure that the LSP’s 

privacy and security policies and practices remain responsive to 

changing circumstances. 
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Comment 7b: To be “reasonable and appropriate,” security 

policies and practices should be current; and the best way to 

keep them current is to stay abreast of developments, reassess 

risks, and update the policies and practices as needed. This sug-

gests a need to perform two tasks in tandem: (1) conduct ad hoc 

assessments based on active monitoring of the LSP’s actual real-

time or near real-time practices; and (2) undertake regularly 

scheduled (ideally annually) reviews of technological develop-

ments that may concern the LSP’s current internal practices or 

supported programs. Ad hoc assessments are proactive 

measures undertaken by, or under the direction of, the person 

who is responsible for implementing and enforcing the LSP’s 

security policies and practices. 

Comment 7c: The person responsible for ad hoc assessments 

must be qualified to do the job directly, or have the authority 

and budget to engage expert consultants to perform the assess-

ment. Additionally, that person should have the authority to ef-

fect change directly to reasonably address any identified defects 

in the policies or practices. To minimize the possibility of miss-

ing important developments, LSPs need to follow-up its assess-

ments with regularly scheduled reviews of the entire security 

program and, where necessary, update the policies and prac-

tices as risks and best practices evolve.  
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II. SOURCES OF THE DUTY TO PROTECT PRIVATE AND 

CONFIDENTIAL INFORMATION3 

The duty to protect privacy applies to all participants in 

the legal services industry. The principal sources of the duty are 

found in: (1) ethical rules applicable to attorneys; (2) federal and 

state statutes and regulations; (3) foreign laws, where applica-

ble; (4) common law; and (5) client choices, including contrac-

tual obligations imposed by the client.4 

A. Ethical Rules Applicable to Attorneys 

1. Model Rules 1.1, 1.6, and 1.18 

ABA Model Rules of Professional Conduct 1.1 and 1.6 re-

quire attorneys using technology to take competent and reason-

able measures to safeguard client information. This duty 

extends to the use of all technology, including computers, mo-

bile devices, networks, technology outsourcing, and cloud com-

puting. 

Rule 1.1 requires “[a] lawyer [to] provide competent rep-

resentation to a client.” This “requires the legal knowledge, skill, 

thoroughness and preparation reasonably necessary for the rep-

resentation.” It includes competence in selecting and using tech-

nology. In August 2012, the ABA House of Delegates added a 

 

 3. Unless otherwise expressly stated in this Commentary, the term 

“information” includes both electronically stored information (“ESI”), as 

well as information in paper or hard-copy form. 

 4. This Commentary is not intended to establish a “duty of care” im-

posed upon LSPs. Rather, it is designed to identify issues relating to the pro-

tection of client and third-party private and confidential data and, most 

important, articulate practices that should be considered in protecting such 

data. To that end the technology and threats in this area are constantly chang-

ing. LSPs should adapt their practices to safeguard private and confidential 

information of their clients and third parties taking into account the evolving 

technologies and threats.  
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comment to Rule 1.1 that imposes an additional professional 

competency responsibility to keep “abreast of changes in the 

benefits and risks associated with relevant technology” as the 

changes relate to the law and to legal practice. 

Attorneys’ use of technology presents special ethical 

challenges in these areas of competence and confidentiality. The 

duty of competence requires attorneys to know what technol-

ogy they need and how to use it. If an attorney lacks the neces-

sary technical competence for security, he or she must consult 

with someone who has the requisite expertise. 

ABA Model Rule 1.6 regarding client confidential infor-

mation is one of the most challenging ethical responsibilities 

when it comes to technology. All fifty states and the District of 

Columbia have an ethical rule prohibiting (subject to certain ex-

ceptions) a lawyer from revealing information related to the rep-

resentation of a client unless the client provides informed 

consent. The ABA’s Comments to Rule 1.6 specifically address 

a lawyer’s obligation to preserve confidentiality, requiring law-

yers to act competently to safeguard information relating to the 

representation of a client. Lawyers have the same duty to safe-

guard the confidential information of prospective clients, per 

Rule 1.18. 

Twenty-nine states and the District of Columbia have is-

sued comments to Rule 1.6 requiring that attorneys take “rea-

sonable precautions” to prevent unauthorized access to client 

communications. The comments provide that attorneys gener-

ally do not need to take “special security measures if the com-

munication affords a reasonable expectation of privacy,” but 

note that special circumstances may warrant special precau-

tions. Relevant factors include the sensitivity of the information 

and the extent to which the privacy of the communication is pro-

tected by law or a confidentiality agreement. However, many 

states have issued separate ethics opinions based either upon 
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Rule 1.1 or state versions of that Rule, in addition to other Model 

Rules discussed below. These ethics opinions often introduce 

additional requirements—such as suggesting the type of con-

tractual terms required between a lawyer and cloud service pro-

vider, or the types of background investigations that lawyers 

should require of their cloud providers—as preconditions for 

ethically arranging to store client information in the cloud. The 

ABA maintains an online chart listing these opinions.5 

2. Model Rules 4.4 (a) – (b)

Lawyers also have a duty to protect the confidential in-

formation of third parties, including adversaries. Model Rule 4.4 

(a) provides that, in representing a client, a lawyer shall not use

means that have no substantial purpose other than to embarrass,

delay, or burden a third person, or knowingly use methods of

obtaining evidence that violate the legal rights of such a person,

including privacy rights. Rule 4.4 (b) relatedly requires a lawyer

to notify the sender if he or she receives a document or electron-

ically stored information relating to the representation of the

sending lawyer’s client and if he or she knows or reasonably

should know that the document was inadvertently sent.

3. Model Rules 5.1, 5.3, and 5.7

Lawyers are responsible for the professionals they hire 

and should have reasonable checks in place to ensure confiden-

tiality and good hiring practices. Model Rules 5.1 and 5.3 incor-

porate into the lawyer’s professional obligations the duty to 

supervise the work of subordinate attorneys and non-attorneys, 

agents, and TPSPs, including those outside the firm. Those rules 

5. See Status of State Review of Professional Conduct Rules, AMERICAN 

BAR ASSOCIATION (Sept. 14, 2011), http://www.americanbar.org/content/dam/

aba/migrated/cpr/pic/ethics_2000_status_chart.authcheckdam.pdf. 

http://www.americanbar.org/content/dam/aba/migrated/cpr/pic/ethics_2000_status_chart.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/migrated/cpr/pic/ethics_2000_status_chart.authcheckdam.pdf
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require lawyers with managerial responsibilities to make rea-

sonable efforts to ensure that those working for them act in a 

manner compatible with the professional obligations of the law-

yer. Model Rule 5.7 further extends the lawyer’s professional re-

sponsibilities to apply to law-related services. 

Comment 3 to Model Rule 5.3 expressly refers to a law-

yer’s use of outside technology services6 and cautions that the 

degree of due diligence required to vet and supervise these con-

tractors “will depend upon the circumstances, including the ed-

ucation, experience, and reputation of the non-lawyer, the 

nature of the services involved, the terms of any arrangements 

concerning the protection of client information, and the legal 

and ethical environments of the jurisdictions in which the ser-

vices are performed, particularly with regard to confidential-

ity.”7 The state ethics opinions that address the use of cloud 

services to store client information are not entirely consistent 

with each other.8 Lawyers with multi-state practices will be sub-

ject to the ethical standards of every state in which they practice. 

For those lawyers using cloud services for storage of client in-

formation, no ethics opinion has yet addressed whether the laws 

and legal ethics standards of the jurisdiction in which the cloud 

 

 6. See ABA MODEL RULES OF PROF’L CONDUCT R. 5.3 cmt. (2013), availa-

ble at http://www.americanbar.org/groups/professional_responsibility/pub-

lications/model_rules_of_professional_conduct/rule_5_3_responsibilities_re

garding_nonlawyer_assistant/comment_on_rule_5_3.html. 

 7. See ABA Comm’n on Ethics 20/20, Report to the House of Delegates 

Resolution 105C, AMERICAN BAR ASSOCIATION, http://www.americanbar.org/

content/dam/aba/administrative/ethics_2020/2012_hod_annual_meet-

ing_105c_filed_may_2012.authcheckdam.pdf (last visited June 2, 2015). 

 8. See Cloud Ethics Opinions Around the U.S., ABA LEGAL TECHNOLOGY 

RESOURCE CENTER, http://www.americanbar.org/groups/departments_of-

fices/legal_technology_resources/resources/charts_fyis/cloud-ethics-chart.

html (last visited June 2, 2015).  A detailed comparison of these different state 

ethics opinions is beyond the scope of this paper. 

http://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_5_3_responsibilities_regarding_nonlawyer_assistant/comment_on_rule_5_3.html
http://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_5_3_responsibilities_regarding_nonlawyer_assistant/comment_on_rule_5_3.html
http://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_5_3_responsibilities_regarding_nonlawyer_assistant/comment_on_rule_5_3.html
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/2012_hod_annual_meeting_105c_filed_may_2012.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/2012_hod_annual_meeting_105c_filed_may_2012.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/2012_hod_annual_meeting_105c_filed_may_2012.authcheckdam.pdf
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/cloud-ethics-chart.html
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/cloud-ethics-chart.html
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/cloud-ethics-chart.html
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provider’s servers are located, also apply to the “foreign” law-

yer who arranges for the cloud storage service.9 Finally, U.S. 

government attorneys are “subject to State laws and rules, and 

local Federal court rules, governing attorneys in each State 

where such attorney engages in that attorney’s duties, to the 

same extent and in the same manner as other attorneys in that 

State.”10 

B. Federal Statutory Obligations 

The U.S. has taken a sectoral approach to privacy issues, 

which adjusts protections to particular circumstances and regu-

latory regimens.11 A comprehensive discussion of all sectoral re-

quirements is beyond the scope of this Commentary. However, 

 

 9. The laws of non-U.S. jurisdictions where cloud servers are located 

might also govern the precautions required for protecting client data. A prac-

titioner should carefully consider and discuss with the client the advantages 

and disadvantages of storing data outside of the client’s home state, as well 

as outside of the U.S. Even aside from the likelihood of different legal and 

ethical standards applying outside of the U.S., in some non-U.S. jurisdictions 

where servers might be located, there could be no effective legal protections 

at all, subjecting client data to the risk of sale to the highest bidder by the 

cloud service provider, by corrupt employees, or by officials. 

 10. McDade Act, 28 U.S.C. § 530B(a) (2012), https://www.law.cor-

nell.edu/uscode/text/28/530B (last visited June 2, 2015) (“Ethical standards 

for attorneys for the Government”). 

 11. A reference to a few of the federal statutes implicating privacy sug-

gests the range and variety of ways in which the federal government ad-

dresses the issue: 

• Electronic Communications Privacy Act (ECPA), 18 U.S.C. § 2510  

• Driver’s Privacy Protection Act (DPPA), 18 U.S.C. §§ 2721–25  

• Fair Credit Reporting Act (FCRA), 15 U.S.C. § 1681 

• Fair Debt Collections Practices Act (FDCPA), 15 U.S.C. §§ 1692–92 

• Financial Services Modernization Act (GLBA), 15 U.S. Code §§ 6801–

10   

https://www.law.cornell.edu/uscode/text/28/530B
https://www.law.cornell.edu/uscode/text/28/530B
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the laws and regulations that govern two particular industries, 

health care and financial services, are worthy of mention be-

cause they serve as useful models. Both industries operate 

within a regulated framework that: (1) imposes security stand-

ards on industry members; (2) requires special service contracts 

between those who collect information from consumers and 

those who provide services to them; (3) requires notification to 

consumers when security lapses result in the loss of information 

pertaining to a non de minimis number of consumers; and (4) 

subjects those who lose data to potential legal liability. It is also 

worth examining the laws and regulations applicable to these 

two industries because most LSPs will handle financial or 

health related information in the course of providing legal ser-

vices, so it is important to understand the restrictions applica-

ble to such information. Therefore, a brief discussion of the 

privacy regulations that govern those two industries is included 

in Appendices A and B. 

C. State Regulations 

The unauthorized disclosure of personal information 

may trigger state data breach laws that require notifying con-

sumers, governmental agencies, or both. A data breach may also 

result in regulatory investigations and penalties. Indeed, many 

 

• Health Insurance Portability and Accountability Act (HIPAA), 42 U.S. 

Code § 300gg  

• Stored Communications Act (SCA), 18 U.S.C. § 2701 

• Video Privacy Protection Act (VPPA), 18 U.S.C. § 2710  

Although it is not exhaustive, this list illustrates the U.S. patchwork of fed-

eral privacy laws that imposes different sets of duties. In addition, there are 

literally “[t]ens of thousands of record retention legal requirements” that are 

imposed by “the federal government, the fifty states, the District of Colum-

bia, and the U.S. territories.” Many of these implicate privacy issues. Peter 

Sloan, The Compliance Case for Information Governance, 20 RICH. J.L. & TECH. 4, 

¶ 8 (2014), available at http://jolt.richmond.edu/v20i2/article4.pdf. 

http://jolt.richmond.edu/v20i2/article4.pdf
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data breach laws require that notice be provided to the state At-

torney General. 

Nearly all states, the District of Columbia, Puerto Rico, 

and the Virgin Islands require notice to their residents in the 

event a resident’s personally identifiable information (PII) is 

breached. Most of these laws have a “risk of harm” trigger, re-

quiring notice only if it is determined, after a reasonable inves-

tigation, that there is a reasonable likelihood of harm to 

consumers. However, some states, including California and 

Massachusetts, do not limit the notice requirement in this way. 

Apart from the broad definition of PII used in this Com-

mentary (see supra note 1), the definition of PII varies among the 

states and territories, but generally includes a resident’s first or 

last name, combined with one nonpublic identifier, such as a so-

cial security number, state ID, driver’s license number, credit 

card number, or bank account number. The majority of these 

laws are limited to electronic information, but at least six states 

(Alaska, Hawaii, Indiana, Massachusetts, North Carolina, and 

Wisconsin) apply the laws to paper records as well.12 

Some state laws also impose minimum security require-

ments, including requirements for a written information secu-

rity program (commonly known as a WISP), and for encryption 

of personal information that will travel across public networks, 

be transmitted wirelessly, or be stored on laptops or other port-

able devices. 

LSPs should develop an incident response plan that ad-

dresses their potential duties, and be knowledgeable about ap-

plicable laws, considering, for example, that these laws may 

 

 12. This is a very active area of state-level legislation. Many states are 

actively enacting and revising these laws, and LSPs therefore need to stay on 

top of developments. See, e.g., Florida Information Protection Act of 2014 

(FIPA) (2014), http://laws.flrules.org/2014/189. 

http://laws.flrules.org/2014/189
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apply to a client’s information that is stored on the LSP’s net-

work or a cloud provider’s network, even if the client and law-

yer do not have any other contacts with the state. 

D. Foreign Statutory and Regulatory Requirements 

International privacy is a dynamic area of the law in 

which consumers, private entities, and government actors seek 

to balance the considerable benefits of technological innovations 

with critical privacy concerns. Disclosures of national security 

inquiries—the “Snowden effect”—and other large-scale data 

breaches have forced privacy issues into the forefront and insti-

gated unprecedented activity in the development of data pro-

tection regulation. These developments will profoundly affect 

the way global businesses and their LSPs approach the collec-

tion and management of personal information. 

The state of the law in the European Union (EU) is in flux 

even as this Commentary is being completed; and the impend-

ing adoption of a new EU data protection regulation will funda-

mentally change the existing EU framework. On March 12th, 

2014, the European Parliament voted to continue revising and 

strengthening the draft regulation. Among other things, the 

proposal: (1) implements new protections concerning the trans-

fer of EU citizens’ information to non-EU countries; (2) signifi-

cantly increases the potential fines to corporations in breach of 

the regulation; (3) guarantees the right to be forgotten; (4) incor-

porates the theme of information “portability” to support 

greater control by individuals; (5) unifies inconsistent and di-

verse nation-specific laws into one “pan European” data protec-

tion law; and (6) mandates incorporation of privacy by design 

into products and services. The General Data Protection Regu-

lation will next be considered by the Council of Europe, which 

consists of representatives of twenty-eight EU governments. 
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They are tasked with considering and ultimately, in negotia-

tions with the EU Parliament, agreeing to a single set of pro-

posals. 

Equally significant, stronger cross-border privacy rules 

are also being developed in Latin America and Asia. Countries 

as diverse as Costa Rica, Brazil, South Korea, Hong Kong, and 

Singapore have recently adopted, or are considering adopting, 

broad-based data privacy laws. Canada is also considering sig-

nificant new privacy legislation. 

E. Common Law Liability 

A discussion of all potential theories of common law lia-

bility for data breaches is beyond the scope of this Commentary. 

Nonetheless, a few are worth highlighting; these include: (1) le-

gal malpractice; (2) breach of fiduciary duty; (3) breach of con-

tract; and (4) general tort, including class action negligence 

claims.13 For example, an LSP who loses a client’s confidential 

information may not only be accused of breaching his or her eth-

ical obligations, but may also be subject to claims of legal mal-

practice and breach of contractual duty (express or implied) to 

safeguard client information. Similarly, third parties whose 

identities are stolen or who are otherwise injured by a loss of 

sensitive personal information may seek legal redress for their 

injuries. One need only consider the class actions that have fol-

lowed major data breaches to appreciate the business case for 

taking adequate steps to secure sensitive information, no matter 

whose information it is. 

 

 13. One study “identified over 86 unique causes of action” from a uni-

verse of 231 cases. See Sasha Romanosky et. al., Empirical Analysis of Data 

Breach Litigation (Apr. 6, 2013) at 25, available at http://papers.ssrn.com/sol3/

papers.cfm?abstract_id=1986461 (Forthcoming in the Journal of Empirical 

Legal Studies; Temple University Legal Studies Research Paper No. 2012-30).  

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1986461
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1986461
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F. Client Choices 

A broad range of information security decisions may be 

left to the client’s business judgment. The client always has the 

discretion to make business decisions about which providers to 

engage based upon risk assessment of the providers’ infor-

mation security. Although the client ultimately pays for the se-

curity measures, it is not the only one who is potentially liable 

for any loss of third-party information. 

When counseling clients about security alternatives, the 

LSP should document any advice and ensure that the client has 

access to technology experts. Upon request from the client, the 

LSP should clearly disclose the nature of the security measures 

and policies of the firm. Any decision by the client to forego se-

curity measures that the LSP recommends should be docu-

mented. In addition, the LSP should, when appropriate, counsel 

the client about potential liability insurance coverage issues and 

be mindful that in some situations (especially those that may ex-

pose the LSP to third-party lawsuits) the LSP should consider 

whether to decline to provide representation. 
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III. CONDUCTING A SECURITY RISK ASSESSMENT 

The touchstone of a sound information privacy and secu-

rity program is its careful tailoring and scaling to the LSP and 

its practice. This tailored approach begins with an assessment of 

risk, considering both the probability and the harm or damage 

that could be caused by an occurrence.14 LSPs should determine 

what privacy and security solutions are appropriate to the cir-

cumstances using a risk-based analysis,15 and subsequently de-

velop and implement a reasonable and appropriate 

information privacy and security program to mitigate risks. 

The Homeland Security Act refers to “information secu-

rity” as “protecting information and information systems from 

unauthorized access, use, disclosure, disruption, modification, 

or destruction in order to provide: A. Confidentiality, B. Integ-

rity, and C. Availability.”16 Thus, to properly assess the risk, an 

LSP must consider the importance of maintaining the confiden-

tiality, integrity, and availability (“CIA”) of the information it 

possesses.17 By these terms we mean: 

 Confidentiality: protecting the information 

from disclosure to unauthorized parties; 

 

 14. See National Institute of Standards in Technology, Special Publica-

tion 800-30, Guide for Conducting Risk Assessments, NIST (Sept. 2012), 

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-

30r1.pdf [hereinafter Guide for Conducting Risk Assessments]. 

 15. Valerie Fontaine, The New Lawyer - What size fits me?, DAILY 

JOURNAL, Nov. 26, 2013, https://www.dailyjournal.com/public/Pubmain.

cfm?seloption=The%20New%20Lawyer&pubdate=2013-11-26&shNews-

Type=Supplement&NewsId=965&sdivId=&screenHt=680&eid=932352. 

 16. 44 U.S.C. § 3542(b)(1) (2012), https://www.law.cornell.edu/uscode/

text/44/3542 (last visited June 2, 2015). 

 17. For a more detailed look at how each of these components can be 

considered and evaluated, see infra Table 1 in Section III.C. 

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://www.dailyjournal.com/public/Pubmain.cfm?seloption=The%20New%20Lawyer&pubdate=2013-11-26&shNewsType=Supplement&NewsId=965&sdivId=&screenHt=680&eid=932352
https://www.dailyjournal.com/public/Pubmain.cfm?seloption=The%20New%20Lawyer&pubdate=2013-11-26&shNewsType=Supplement&NewsId=965&sdivId=&screenHt=680&eid=932352
https://www.dailyjournal.com/public/Pubmain.cfm?seloption=The%20New%20Lawyer&pubdate=2013-11-26&shNewsType=Supplement&NewsId=965&sdivId=&screenHt=680&eid=932352
https://www.law.cornell.edu/uscode/text/44/3542
https://www.law.cornell.edu/uscode/text/44/3542
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 Integrity: protecting information from being 

modified by unauthorized parties; and 

 Availability: ensuring that authorized parties 

are able to access the information when neces-

sary. 

Absent an intentional alteration, information an LSP has 

on hand should, at all times, be the same information that it ei-

ther generated or received. If it is private or confidential infor-

mation, it should be protected from those who do not need to see 

or use it. Those who must use it, must be able to obtain it quickly 

whenever they need it. 

In security terminology, the basic elements common to 

almost every risk assessment are: 

 Asset Identification and Evaluation: Identify as-

sets and evaluate their properties. 

 Risk Profiling and Assessment: Analyze the spe-

cific threats and vulnerabilities that pose the 

greatest risk to information assets. 

 Risk Mitigation and Treatment: Develop rea-

sonable responses to the threats and vulnerabil-

ities identified. The practices discussed in 

Section IV of this Commentary provide a guide 

for such risk mitigation efforts. 

A. Asset Identification and Evaluation 

During this first stage, the LSP should identify the types 

of information it handles generally or will handle in conjunction 

with a specific representation (e.g., social security numbers, pay-

ment card numbers, patient records, designs, and human re-

sources data), evaluate the sensitivity or relative importance of 

each type of information, and rank by priority which types re-

quire protection. 
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In identifying information assets and developing priori-

ties, LSPs should do the following: 

 Consider the sources and nature of the infor-

mation, along with where it resides or will re-

side. This may include data created by the LSP 

and client-created data stored by the LSP—both 

of which may have different security concerns 

and security requirements. 

 Identify and list where each item on the infor-

mation asset list resides or will reside within the 

organization (e.g., file servers, workstations, 

laptops, removable media, PDAs, phones, data-

bases). If information will be stored outside the 

organization (such as with a cloud service pro-

vider), the LSP should note that as well. 

 Categorize information and rank each category 

based on its degree of sensitivity and risk. For 

example, an LSP might decide to categorize its 

information and rank it as follows: 

 Public information, either belonging to the 

LSP itself or a client (e.g., marketing cam-

paigns, contact information, public finan-

cial reports, etc.) 

 Internal, but not secret, information be-

longing to the LSP (e.g., phone lists, organ-

izational charts, office policies, etc.) 

 Sensitive internal information belonging to 

the LSP (e.g., business plans, client lists, 

strategic initiatives, items subject to non-

disclosure agreements, etc.) 

 Confidential client information subject to 

the attorney-client privilege or work-prod-

uct protection 
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 Regulated information belonging to the 

LSP or its client (e.g., patient data, classi-

fied information, etc.) 

 Compartmentalized internal information 

belonging to the client or the LSP (e.g., 

compensation information, certain highly 

sensitive client information that is not to be 

generally accessible to all of the LSP’s per-

sonnel, HR data, etc.) 

 Private or confidential information of a 

third party (e.g., the LSP may have re-

ceived private or confidential information 

pursuant to court discovery) 

 Evaluate client requirements. Many clients have 

their own security requirements and will want 

their LSPs and TPSPs to comply with them. A 

growing trend among clients is to require LSPs 

to self-certify that they meet security require-

ments and submit to security audits by an inde-

pendent party. 

 Regardless of whether clients have formal re-

quirements for information privacy and secu-

rity, LSPs should discuss with them the nature 

of the information expected to be involved in 

any representation. LSPs should then plan to 

provide the appropriate level of security. 

 Fundamentally, and regardless of the category 

or ranking chosen, the LSP should rank infor-

mation assets based on: 

 the sensitivity of the information; 

 the threats posed by third parties or inter-

nal lapses; 
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 the vulnerability of the information to the 

identified threat; and 

 the amount of harm that would be caused 

if the information were disclosed or al-

tered. For example, client information with 

great economic or political value is more 

likely to be targeted by thieves than infor-

mation having little or no value to anyone 

except an individual client. 

 Evaluate third-party requirements. Many LSPs 

receive information belonging to a third party, 

such as an opponent or witness. The LSP has the 

same obligations to protect the privacy and con-

fidentiality of that information when it was ob-

tained through the discovery process. This may 

require the LSP to discuss with its opponent and 

enter into appropriate written agreements or or-

ders regarding the handling of that information 

during the litigation and the disposition of that 

information at the end of the litigation. 

B. Risk Profiling and Assessment 

During this stage of the risk assessment process, the LSP 

should rate not only the sources of risks and specific threats (for 

example, those identified above) facing its most valuable or sen-

sitive information assets, but also the organization and its IT in-

frastructure more generally. 

Sources of risk can include the following: 

 The LSP’s Physical Infrastructure 

The potential for security problems varies 

greatly among LSPs. The number of LSP em-

ployees and contractors, their relative (in)sensi-

tivity to security issues, the number of offices the 
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LSP maintains, and the amount and nature of the 

information the LSP holds all tend to affect the 

risk of security breaches and influence the level 

of any necessary privacy and security programs. 

Understanding confidentiality, integrity, and 

availability in this context requires an analysis of 

existing policies and security measures that ad-

dress information disclosure, unauthorized in-

formation release, and appropriate access to 

data. Using this analysis, LSPs should confirm 

the reasonableness of existing information secu-

rity practices and whether they need to imple-

ment different or additional measures. 

 Existing Firm IT Systems 

An LSP should assess the potential points of 

weakness or penetration in its existing IT infra-

structure as well as that of any third party in-

volved in providing IT services or 

infrastructure. This assessment should not only 

look at the formal IT infrastructure of the LSP, 

but also other systems that may interface with 

that infrastructure such as smart vending ma-

chines; heating, ventilating, and air conditioning 

systems; or other devices that are in any way 

connected to the LSP’s network and thus offer a 

potential point of penetration. Weaknesses can 

also be the result of TPSPs who have access to 

the LSP’s network or who provide contractors to 

assist the LSP’s IT department. Here, a CIA as-

sessment for IT systems may aid the evaluation 

of the security of the physical and technical in-

frastructure of the LSP, including its ability to 
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protect data from intruders and to provide ap-

propriate data access internally. Finally, this 

analysis should consider LSP disaster recovery 

locations. 

 The Practice Needs of Attorneys (e.g., travel, 

work from home, remote access) 

Modern legal practice and the level of respon-

siveness expected by clients require LSPs to ac-

cess information through extranets, mobile 

devices, or other devices while working from 

home or traveling outside the office. However, 

remote access can increase risk. When perform-

ing a risk assessment here, providers should 

consider whether employees are able to access 

the information they need while ensuring that 

data is not modified and is inaccessible to unau-

thorized people. LSPs should address the poten-

tial for data loss via use of BYOD devices, flash 

drives, cloud applications, or sending data to 

personal e-mail. 

 Vendors or Cloud Storage Providers 

Many LSPs rely on third-party vendors to host 

data. Similarly, LSPs are moving towards cloud-

based service providers or applications that will 

inevitably store firm, client, and third-party 

data. The LSP has the same responsibility to en-

sure the protection of data to the extent that it 

has engaged the particular vendor or service 

provider. This may include evaluating the ser-

vice provider’s security and ensuring that any 

necessary protection is implemented by the ven-

dor or service provider. 
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When using third-party or cloud services, LSPs 

should consider storing data in an encrypted 

form. Two types of cloud encryption services are 

available, standard shared-key and personal or 

zero knowledge. With standard encryption, the 

third-party vendor will know the client’s en-

cryption key. Zero-knowledge encryption is 

considered to be more secure because the ven-

dor will not have the encryption key. The idea is 

that anyone accessing the data through the ven-

dor will not be able to decrypt it. 

 Possession of Valuable Information (client or 

LSP’s) 

The more valuable the information an LSP pos-

sesses, the greater the incentive someone has to 

try to steal it. In this context, providers should 

analyze and evaluate their inventory of infor-

mation at frequent intervals to ensure that rea-

sonable security needs are in place. 

When creating a risk profile, LSPs should al-

ways keep the CIA assessment in mind.18 This 

analysis should include known vulnerabilities; 

for example: the potential for inadvertent data 

breach due to employee error or negligence, ex-

ternal hacking, denial of service/loss of access, 

employee theft, loss of data due to equipment 

failure, disruption of communications and 

power, or even natural disasters. For each 

risk/threat identified, the next step is to assess 

the probability of the threat actually occurring 

 

 18. See Guide for Conducting Risk Assessments, supra note 14. 
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and the consequences if the information is lost, 

stolen, or improperly disclosed. 

C. Risk Mitigation and Treatment 

Once the sensitivity of information assets has been deter-

mined and the sources of risks and threats identified and 

ranked, an LSP is in a position to make informed decisions re-

garding how best to protect information. For example, an LSP 

may decide to store certain client documents in its own docu-

ment management system for convenient access by a large case 

team, where such documents contain stale business information 

that would not have a substantial negative impact if lost. In con-

trast, the LSP might erect significant access barricades around 

highly sensitive client trade secrets or the client’s customers’ 

private information, where the loss of the information would 

have severe, or even catastrophic, consequences. There will al-

ways be a need to balance convenience and function with secu-

rity. Too much security can impede the ability of attorneys and 

TPSPs to do their jobs, while too-little security risks exposing 

sensitive information belonging to the LSP, its clients, or third 

parties. For a more detailed look at how varying security objec-

tives might be weighed against varying levels of risk, see Table 

1, infra.19 

All LSPs should consider scaling and prioritizing their in-

formation security practices to fit their particular circumstances 

as they are known at the time. The focus should always be on 

what is reasonable and appropriate. To determine that, an LSP 

should first evaluate the type of information it has, who uses the 

information, and how they use it. The LSP should also consider 

CIA: which of its employees should have access to information, 

 

 19. See also FIPS Publication 199, Standards for Security Categorization of 

Federal Information and Information Systems, NIST (Feb. 2004), http://in-

fohost.nmt.edu/~sfs/Regs/FIPS-PUB-199-final.pdf (last visited June 2, 2015). 

http://infohost.nmt.edu/~sfs/Regs/FIPS-PUB-199-final.pdf
http://infohost.nmt.edu/~sfs/Regs/FIPS-PUB-199-final.pdf
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when they should have it, and whether they have put in place 

effective measures to prevent unauthorized access. All provid-

ers have challenges ensuring security for private and confiden-

tial information, but ultimately all need to scale their security 

programs to meet their own and their clients’ needs. 
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IV. GUIDELINES FOR POLICIES AND PRACTICES THAT ADDRESS 

PRIVACY AND INFORMATION SECURITY 

Information security practices should be scaled to the cir-

cumstances of the LSP and the needs of its clients. They may be 

simple or complex. This section of the Commentary sets out a 

multi-faceted and layered approach to information security. 

Not everything set out in this Section can or should be 

adopted by everyone. Rather, the Section identifies a variety of 

policies, practices, and methods that might be used to meet the 

needs of LSPs and clients. Providers should consider cost, busi-

ness needs, and strategy, but ultimately the reasonableness of 

the solution is derived from the results of the LSP’s risk assess-

ment described in Section III. 

This Section IV describes certain processes and practices 

by which members of the legal services industry may:20 

 

 20. Of course, there is more than one way to set up a program. For 

example, the FTC’s Standards for Safeguarding Consumer Information di-

rect those subject to the Gramm-Leach-Bliley Act, 15 USC §§ 6801(b), 

6805(b)(2), to do the following: 

(a)  Designate an employee . . . to coordinate . . . information 

security; 

(b)  Identify reasonably foreseeable internal and external 

risks . . .  

(c)  Design and implement . . . safeguards to control the 

risks . . .  

(d)  Oversee service providers . . . 

(e)  Evaluate and adjust . . . [the] information security pro-

gram in light of the results of testing and monitoring [the 

program]. . . . 

16 C.F.R. 3.14.4. The CFTC has issued similar guidance to those subject to its 

jurisdiction. See Gary Barnett, CFTC Staff Advisory No. 14-21, U.S. COMMODITY 

FUTURES TRADING COMMISSION (Feb. 26, 2014), http://www.cftc.gov/ucm/

groups/public/@lrlettergeneral/documents/letter/14-21.pdf. 

http://www.cftc.gov/ucm/groups/public/@lrlettergeneral/documents/letter/14-21.pdf
http://www.cftc.gov/ucm/groups/public/@lrlettergeneral/documents/letter/14-21.pdf
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 consider the sources of the sensitive information 

they maintain and the nature of that infor-

mation; 

 identify those within the organization with a 

bona-fide need for access to information and 

limit access to those people; 

 address information security policies in three 

subparts: 

 information security in the office and on the 

network 

 information security for information that 

travels outside the office or the network 

 information security for information that is 

shared with experts, consultants, other ser-

vice providers, and adversaries (either in 

negotiations or discovery exchanges); 

 plan for the disposition of information after it is 

no longer needed; 

 institute a training program that reaches every-

one and incentivizes their compliance; and 

 anticipate potential breaches by developing 

plans for prevention, improving detection and 

response to incidents, preparing to notify af-

fected parties if the information is jeopardized, 

and adopting contingencies for promptly re-

solving any problems. 

A. Step 1:  Identify the Types and Sources of Information That Must 

Be Protected 

To launch any privacy and information security pro-

gram, an LSP should first evaluate the type of information it has 

and collects as well as how it uses that information. LSPs are 
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repositories of lawyer-created information and client infor-

mation, as well as information concerning third parties. Infor-

mation that may be used for litigation may need to be treated 

differently than information that may be used to facilitate basic 

legal advice or business transactions. Security precautions for 

client information may already be addressed in retainer agree-

ments—a salutary practice—particularly, if client information is 

to be stored off-site, including in the cloud. Security for third-

party information may often be governed by contract or court 

order. 

B. Step 2:  Determine Those Who Need Access 

The LSP should determine who among its members and 

employees needs to have access to what information and under 

what circumstances should they have it—keeping in mind that 

all security breaches and leaks come from one of three possible 

sources: (1) employees (whether intentionally or inadvert-

ently);21 (2) lost or stolen media; and (3) intrusions from the out-

side. The governing information management principle should 

be “need to know.” Only those employees with a specific busi-

ness purpose requiring access to a particular type of information 

should have access. 

 

 21. One article identifies four types of employees who pose risks: the 

“security softie” who does things he or she should not do; the “gadget geek” 

who adds devices or software to the system that do not belong there; the 

“squatter,” who uses IT resources inappropriately; and the “saboteur,” who 

hacks into areas where he or she does not belong. The article further notes 

that “insider threats come from many sources: maliciousness, disgruntled 

employees, rogue technology, lost devices, untrained staff and simple care-

lessness.” See Mark Hansen, 4 types of employees who put your cybersecurity at 

risk, and 10 things you can do to stop them, A.B.A. J., Mar. 28, 2014, available at 

http://www.abajournal.com/news/article/war_stories_of_insider_threats_

posed_by_unapproved_data_services_and_device. 

http://www.abajournal.com/news/article/war_stories_of_insider_threats_posed_by_unapproved_data_services_and_device
http://www.abajournal.com/news/article/war_stories_of_insider_threats_posed_by_unapproved_data_services_and_device
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C. Step 3:  Information Security Policies and Practices 

This section addresses information security policies and 

practices in three distinctly different contexts: security in the of-

fice and on the network; security for information outside the of-

fice or network; and security for information when it is 

provided to others. In each of these three situations, a fully ade-

quate information security and privacy program can be scaled 

to meet the specific needs of the LSP and its clients. 

1. Security in the Office and on the Network 

a. Physical Security of the Office 

Policies should provide for physical security of the LSP’s 

office, including when doors should be locked, who has access 

to main entrances, offices, conference rooms, storage rooms, and 

other office locations. For example, a policy might specify that 

office locations, whether desk drawers, file cabinets, or file 

rooms, that contain confidential information be locked when not 

in use, and access should be limited to people who need access. 

A slightly more elaborate plan may require that all access to ar-

eas containing confidential information should be tracked, per-

haps through sign-in sheets or, more elaborately, through 

electronic verification such as keycards. An even greater level of 

security might require that servers or records storage areas 

should have especially limited employee access, perhaps de-

ploying security cameras inside and outside these areas, or an 

intrusion alert system. Biometric checkpoints may be war-

ranted in some special circumstances. 

b. Network Security 

Once an LSP has a single computer connected to a server, 

WiFi router, or other network-enabled device, it has a network. 

At a minimum, that network should then be protected against 

failure, and if it is connected at all to the outside world, it should 
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be protected against intrusion. Network security requires devel-

oping secure infrastructure either in accordance with a client’s 

specific security needs or according to a standard industry 

benchmark.22 While the level of security is certainly scalable to 

fit the circumstances, once a provider moves beyond the most 

basic level, it will likely need to determine who will monitor the 

firm network for security breaches, how that monitoring will be 

accomplished, and how the monitors will be monitored. Policies 

should describe procedures for regularly monitoring and ana-

lyzing network logs and events, and for identifying and ad-

dressing potential security breaches. Audits and monitoring are 

more specifically discussed in Part IV.C.1.h., infra. 

 

 22. Industry certifications can represent a useful benchmark, but LSPs 

should generally not consider certification, or lack of it, to define the level of 

security. In addition, providers relying on these or other industry standards 

to determine third-party security should inquire as to exactly which parts of 

the third party’s business are certified and which are not certified. 

ISO is the largest developer of standards in the world. Its membership is 

drawn from the National Standards Bodies of multiple countries. The Inter-

national Electrotechnical Commission oversees the development of electrical 

and electronic Standards for participating countries. The 27000 series has 

been reserved specifically for information security matters. ISO 27001 is a 

standard describing the best practice for an Information Security Manage-

ment System, often referred to as “ISMS.” An ISMS is “part of the overall 

management system, based on a business risk approach, to establish, imple-

ment, monitor, review, maintain and improve information security. The 

management system includes organizational structure, policies, planning ac-

tivities, responsibilities, practices, processes and resources.” ISO/IEC 27000: 

2012. 

SSAE-16 (Statement on Standards for Attestation Engagements No. 16) is 

also a commonly used security standard for data centers, as set forth by the 

Auditing Standards Board of the American Institute of Certified Public Ac-

countants (AICPA). 
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c. Secure Backup 

Information security policies should provide for secure 

backup of provider information and include disaster/recovery 

plans, including procedures for restoration. LSPs should con-

sider off-site storage of encrypted backup media, and if they 

backup client information separately from their own infor-

mation, these backup processes should also have disaster/recov-

ery plans. Such plans would ideally include specific procedures 

for backup and restoration that are understood, agreed upon, 

and maintained in compliance with a written agreement among 

the clients, providers, and third parties (as appropriate). Con-

ducting regular test restores is highly recommended. 

d. User Authentication and Permissions 

LSPs can only protect private and confidential infor-

mation that is stored on networks or on devices by requiring 

those who seek access to the information to show they have au-

thorization to access it. This means that access to information 

stored on a network, a computer, or a mobile device should re-

quire user authentication through such means as passwords or, 

in the case of multifactor authentication, a password combined 

with a security question. Similarly, assuming the provider de-

termined, in Step 2, that employee and partner access to certain 

information should be restricted, then users’ access should be 

limited through permissions for designated levels of sensitive 

information. For example, an LSP might implement role-based 

access controls (RBAC) by which its employees’ access to infor-

mation would be determined by the type of information and the 

employee’s role in the organization. Such a system might grant 

varying rights depending on whether a person is a partner, as-

sociate, litigator, secretary, and so forth.23 
 

 23. For an overview of the subject, see Attribute Based Access Control 

(ABAC) – Overview, NIST, http://csrc.nist.gov/projects/abac (last visited June 

http://csrc.nist.gov/projects/abac
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No matter how the LSP grants or limits access to partic-

ular types of information, access to network areas and devices 

containing confidential information should be protected at least 

by “strong” passwords. “The strength of a password is related 

to its length and its randomness properties.”24 Strong pass-

words should be of sufficient length and complexity so that they 

cannot be guessed, e.g., they should contain a combination of 

capital and lowercase letters, numbers, and special characters. 

Users should change login passwords regularly. Although at 

times inconvenient for the user, ideally a network would also 

lock out a user who has not revised a password within a pre-

scribed interval, or who has failed to enter a correct password 

after several incorrect attempts. 

e. External Media 

While there might be valid reasons to use external media 

such as flash drives, transferring information to portable media 

can compromise security. The media could introduce viruses or 

malware to the network. Information copied onto peripheral 

media can create an additional risk point because the media can 

easily be transported, lost, or stolen. 

 

2, 2015). For a more detailed review of the topic, see David F. Ferraiolo & D. 

Richard Kuhn, Role-Based Access Controls, 15th National computer Security 

Conference (1992), Baltimore MD, pp. 554–563, available at http://csrc.nist.

gov/rbac/ferraiolo-kuhn-92.pdf. An alternative, more complicated, system 

for limited access controls is the attribute based access control (ABAC). For 

an overview of this method, see Attribute Based Access Control (ABAC) – Over-

view. 

 24. See Meltem Sönmez Turan et. al., Special Publication 800–132, Rec-

ommendation for Password-Based Key Derivation, Part 1: Storage Applications, 

NIST, Appendix A.1 (Dec. 2010), http://nvlpubs.nist.gov/nistpubs/Leg-

acy/SP/nistspecialpublication800-132.pdf [hereinafter Recommendations for 

Password-Based Key Derivation]. 

http://csrc.nist.gov/rbac/ferraiolo-kuhn-92.pdf
http://csrc.nist.gov/rbac/ferraiolo-kuhn-92.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-132.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-132.pdf
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Thus, policies should restrict the use of unencrypted ex-

ternal media. LSPs should consider policies that specify when 

any external media may be used, who may use it, to what de-

vices it may be connected, and how it is to be stored, erased, re-

used, transferred, and designated for disposal. Such “policies” 

can take several forms, from written directives to technical 

measures that preclude transferring or copying information. 

LSPs should encrypt portable media to restrict unintended ac-

cess. 

f. Remote Access of Provider Network 

Many LSPs permit employees to access their network 

from locations outside the office. This access may be through en-

crypted connections such as Virtual Private Networks (VPN) or 

remote access programs in order to maintain privacy and secu-

rity. Remote access with authentication via two levels of pass-

words and deployment of access controls through RBAC or 

attribute based access control (ABAC) should ensure that those 

with permission to access certain information are the only peo-

ple who can access it.25 

LSPs that offer WiFi access in their office should ensure 

that the network is protected through over-the-air authentica-

tion and encryption, and their policies should provide protocols 

for managing and monitoring the WiFi network. Logging fea-

tures should be enabled so that there is a record of everything 

that is copied, in the event that data is wrongfully accessed. 

Wireless networks should be encrypted and LSPs should not 

overlook the security of their wireless network (current WiFi 

Protected Access II (WPA2) provides the highest level of router 

protection). Guest WiFi should be provided through a separate 

network with no ability to access the rest of the network. 

 

 25. See Recommendations for Password-Based Key Derivation, supra note 

24 and accompanying text. 
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LSPs should train employees to avoid publically availa-

ble computer systems, such as computers at hotels, when ac-

cessing the LSP’s network. Unless the system is merely a dumb 

terminal without capacity to save or further transmit infor-

mation, any restrictions on further use and dissemination be-

come problematic, and accountability for the information is 

compromised. Even if the employee is personally trustworthy 

and loyal, the LSP should consider whether the employee should 

be allowed to use the devices of friends and family members to 

access the provider network or use public networks such as cafes 

or airports. Private or confidential information may be stored on 

the device and accessed by an unauthorized person. 

g. Receipt and Creation of Confidential 

Information 

Although very difficult to achieve in practice, LSPs 

should consider implementing detailed procedures to track cli-

ent information from receipt until destruction. Such procedures 

might establish a central point for receiving and tracking client 

or case-related information and implement a process for logging 

information received from the client, no matter whether it ar-

rives on an electronic device or external media, through an 

online transmission (email, ftp site, web file sharing service, 

etc.), or in hard copy. Logging the date, sender, recipient, and 

contents of information received facilitates managing the infor-

mation. Attaching a label with a unique ID to each piece of any 

media, device, or hard copy file received may also help manage 

them throughout the representation. Logging confidential infor-

mation allows LSPs to begin a chain of custody that reflects ac-

cess, copying, transfer, and deletion of the files. 

LSPs should also consider whether there is a need to dis-

tinguish between client-created information that is sent to them 

and work product that is generated by the LSP. Although LSPs 

should treat both types of information as confidential, the LSP 
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may find it easier to create distinct lifecycles for provider-cre-

ated information and client-created information for the purpose 

of chain of custody and work management, as well as disposi-

tion at the end of a matter. 

h. Monitoring and Audits 

Oversight is appropriate to ensure that policies are exe-

cuted correctly to identify remaining areas of risk and to quickly 

identify breaches. Policies should address who is responsible for 

audits and how and when audits will be conducted and re-

ported. Monitoring should include all areas of the LSP’s busi-

ness and all processes involving confidential information, 

although they need not all take place at the same time. Check-

lists can serve as a useful guide to ensure thoroughness of past 

and future audits. 

In addition, real-time tracking and accounting of client 

information is necessary to identify breaches quickly and help 

mitigate problems caused by data loss. Immediate notification 

of appropriate LSP partners and affected clients, as well as any 

third parties, such as law enforcement authorities or insurers in-

volved in the transport or loss of information, is essential. 

LSPs should also include a requirement for periodic data 

inventories, e.g., determining what information the LSP has and 

where it resides. Regular checks on data logs and data invento-

ries provide quality assurance of information security. 

2. Security Outside the Office and Network 

Whenever information moves, it is vulnerable to being 

damaged, lost, stolen, or altered. This is true whether a move 

entails a ride in a cab to the courthouse or a trip around the globe 

for a meeting. Information security programs should consider 

the movement of information and the potential risks. Where in-

formation is subject to special requirements, the LSP should set 
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forth a mechanism for alerting the relevant personnel to those 

requirements. 

a. Encryption of Copies and During Transfers 

LSP policies should generally require encryption when 

private or confidential information is transferred. Unless email 

is encrypted, LSPs may wish to consider alternative ways to 

transfer particularly sensitive, private, or confidential infor-

mation. Encryption is more than a useful and convenient infor-

mation security tool. It is critical for protecting client 

information, especially when the information is stored on mo-

bile devices, transmitted, or stored remotely. Typically, encryp-

tion applies an algorithm to convert data to an unreadable code 

unless it is decrypted using a password. Provided only the 

sender and recipient of data know a password, the data will be 

protected against third parties even if the data is lost or inter-

cepted. LSPs should use encryption to protect client files, espe-

cially sensitive information and information that is highly 

vulnerable. Encryption keys should be stored separately from 

the encrypted devices or media to ensure security. 

Many operating systems and their supporting hardware 

can be configured to use encryption for all files or for files se-

lected by the user.26 Several different products are available to 

provide various levels of encryption capabilities. LSPs need to 

 

 26. See supra note 23. Encrypting files is a critical practice in many cir-

cumstances. LSPs should be mindful, however, that in some circumstances 

encryption may mask the introduction of malware into the network or ob-

scure the theft of information. See KIM ZETTER, COUNTDOWN TO ZERO DAY: 

STUXNET AND THE LAUNCH OF THE WORLD’S FIRST DIGITAL WEAPON, Ch.14 

(Crown Publish Group 2014); see also Karen Scarfone et. al., Special Publication 

800–111, Guide to Storage Encryption Technologies for End User Devices, NIST 

(Nov. 2007), http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.

pdf. 

http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf
http://csrc.nist.gov/publications/nistpubs/800-111/SP800-111.pdf
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be knowledgeable enough about the different encryption capa-

bilities available to select the appropriate options for their 

needs. Third-party software for encryption is also readily avail-

able. Email applications can be set up to encrypt and automati-

cally decrypt emails. Users simply need to exchange public keys 

and have their private key applied to decrypt messages; how-

ever, this key exchange process is burdensome within most 

standardized email environments and may lead to inconsistent 

application. Presently, there are third-party services that pro-

vide additional capabilities that make key exchange transparent 

and much easier to use. And mobile devices have encryption 

options—which can be managed through the device settings—

that protect information when the device is locked. 

Once information has been encrypted, it may then be se-

curely transmitted through Secure File Transfer Protocol (SFTP), 

email, or cloud document management services. If information 

must be transmitted physically, the delivery method should re-

flect the sensitivity of the information. Highly sensitive infor-

mation may need to be carried by a private courier or an LSP 

employee. The method of transport should be considered in 

avoiding unintended access due to the media being confiscated, 

lost, or stolen. If information is mailed, it should be sent in a 

manner so that it can be tracked at all times. Unencrypted sen-

sitive information should never be placed in the mail or turned 

over to a courier for delivery. All too frequently, packages are 

lost, opened, or stolen in transit. 

b. Mobile Devices 

Mobile devices, such as laptops, phones, tablets, and 

PDAs are a practical necessity for LSPs. However, their porta-

bility and access to information also make them a target for in-

formation theft, even when they are “safely” located within an 

office environment. The primary tools for protecting the devices 
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from theft and intrusion consist of strong passwords, encryp-

tion, auto-locking defaults, device-tracing applications, and ap-

plications that allow the devices to be wiped remotely. 

Through Mobile Device Management (MDM) the LSP 

can also remotely update mobile devices that are connected to 

any cellular network. It can thus install remote applications, 

configure settings, ensure security by updating and running 

malware detection software at pre-determined times (or on de-

mand), enable device firewalls, disable public file sharing, avoid 

automatic connections to public WiFi, and even track and wipe 

lost or stolen devices. 

c. Public WiFi 

Additional security can be provided by deploying a 

strong employee-use policy with respect to mobile devices in 

public places. For example, personnel can be instructed to take 

special care when working with mobile devices in public by not 

connecting devices to public WiFi to access or transit client in-

formation. LSPs should set guidelines regarding the circum-

stances, if any, when an employee may use public WiFi to 

transmit client information.27 Unencrypted client information 
 

 27. See Cal. State Bar Standing Comm. on Prof’l Responsibility and 

Conduct, Formal Op. No. 2010-179 (2010), http://jolt.richmond.edu/wp-con-

tent/uploads/13-State-Bar-of-California-Opinion-2010-179-L0563533x7A34B.

pdf. California requires attorneys to consider the following factors to deter-

mine appropriateness of a wireless communication: 

1)  the level of security attendant to the use of that technol-

ogy, including whether reasonable precautions may be 

taken when using the technology to increase the level of se-

curity; 2) the legal ramifications to a third party who inter-

cepts, accesses or exceeds authorized use of the electronic 

information; 3) the degree of sensitivity of the information; 

4) the possible impact on the client of an inadvertent disclo-

sure of privileged or confidential information or work prod-

uct; 5) the urgency of the situation; and 6) the client’s 

http://jolt.richmond.edu/wp-content/uploads/13-State-Bar-of-California-Opinion-2010-179-L0563533x7A34B.pdf
http://jolt.richmond.edu/wp-content/uploads/13-State-Bar-of-California-Opinion-2010-179-L0563533x7A34B.pdf
http://jolt.richmond.edu/wp-content/uploads/13-State-Bar-of-California-Opinion-2010-179-L0563533x7A34B.pdf
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sent through public WiFi, including paid or free hotspots, can be 

easily compromised. Therefore, LSPs should clearly specify 

when use of public WiFi is and is not permitted and what addi-

tional protections are required.28 

Policies should instruct employees to immediately notify 

the LSP if a mobile device is lost or stolen so the LSP may wipe 

or disable the device, as appropriate. 

d. General External Use Security Considerations 

When working outside controlled environments, em-

ployees should be instructed to use screen guards to prevent 

laptop screens from being viewed by the public, and to avoid 

discussing sensitive information in public. Employees also 

should be made aware of the vulnerabilities of blue tooth tech-

nology and potential for eavesdropping. 

Policies should also instruct employees to immediately 

notify the LSP if a mobile device is lost or stolen and to subse-

quently wipe and disable the missing device. 

e. BYOD and Personal Device Policies and 

Practices 

Losing a client’s business information, trade secrets, or 

privileged information can get an LSP in trouble with its client 

and perhaps with the state bar disciplinary counsel as well. Los-

 

instructions and circumstances, such as access by others to 

the client’s devices and communications.  

Id. 

 28. Options for additional protections may include use of virtual pri-

vate networks (VPNs), which route data through a private connection. When 

possible, encrypted connections are also preferred through use of “https” ad-

dresses instead of “http” for websites and use of a Secure Sockets Layer (SSL) 

security protocol for applications. 
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ing sensitive client information that is subject to special regula-

tory restrictions, such as health related information, may gener-

ate regulatory involvement. Personal devices present one of the 

most significant risks to client information. These devices in-

clude home computers as well as mobile devices such as lap-

tops, smartphones, and tablets. The best likely defense against 

the loss or theft of trade secrets, business information, privileged 

materials, and other sensitive information may be a strong and 

strictly enforced policy banning the use of personal devices to 

transact business or store such information. If an LSP permits its 

employees to use their personal devices to access private or con-

fidential information, the LSP should consider taking the follow-

ing steps to lessen the risk of using such devices: 

 Allowing the use of only those devices that are 

specifically approved by the LSP’s security pro-

fessionals 

 Requiring strong password and encryption pol-

icies 

 Limiting the employee’s ability to create or store 

LSP or client information directly on the device, 

by providing access only through secured por-

tals to provider-protected networks. LSPs may 

also consider “sandboxing” mobile device ap-

plications that contain confidential information 

to shield provider applications from access by 

other applications or malware on the device.29 

 Designating types of client information that 

should not be accessed, transmitted, or stored 

on a personal device. This may include infor-

 

 29. Sandboxing effectively allows a device to host applications or data 

from multiple sources while blocking the flow of information or data from 

one part of the device to another. 



54 THE SEDONA CONFERENCE JOURNAL [Vol. 17 

mation that is subject to specific statutory pro-

tections, information that is otherwise highly 

sensitive, and information that clients have re-

quested not be accessed by BYOD devices. 

 Addressing employee home WiFi networks and 

devices used to create personal hotspots by re-

quiring that these networks be secured with 

strong passwords that are not shared and are 

changed regularly 

f. Travel Abroad 

LSP personnel should avoid traveling overseas with cli-

ent information or devices capable of accessing the LSP’s IT sys-

tems, unless appropriate precautions and safeguards have been 

taken to account for increased security risks. Because this is a 

specialized area, LSPs might consider consulting or hiring third 

parties with expertise in network security involving traveling 

and transporting data outside the country. 

LSPs should specifically address travel to high-risk geo-

graphic regions. It may not be possible or advisable for employ-

ees to directly access firm systems from high-risk areas. It may 

also not be advisable to allow employees to carry their normal 

devices or media with them into high-risk areas lest they be 

used to infiltrate the provider’s systems. LSPs may also consider 

requiring employees to travel only with devices that do not con-

tain sensitive information and adjusting default device settings 

on those devices. In addition, LSPs should consider whether 

WiFi connections are especially risky and adopt a policy of wip-

ing devices both before traveling through foreign customs and 

before reconnecting them to the provider’s network when they 

return home. 
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3. Security Among Third-Party Service Providers 

The best information security program in the world can 

be nullified if the information is vested in the hands of another 

service provider who does not have adequate safeguards in 

place. For that reason alone, LSPs have a strong incentive to 

make sure the information they share with their experts, con-

sultants, litigation support specialists, and other providers is 

well protected. 

LSPs, like their clients and other businesses, increasingly 

rely on TPSPs to process, store, and manage information and IT 

systems. These TPSPs can include cloud storage providers, 

online human resource management companies, paper storage 

and destruction companies, eDiscovery service providers, enter-

prise-class online productivity services, Software as a Service 

(SAAS) cloud providers, and providers of outsourced IT staffing 

and services. Regardless of the TPSP or type of service offered, 

LSPs should consider following a set of best practices when en-

gaging the services of such a TPSP on its own or on behalf of a 

client. 

a. Understand the Type of Information the TPSP 

Will Handle 

Before entering into an agreement with a TPSP, LSPs 

should carefully consider the type(s) of information that the 

TPSP will handle. For example, the following questions should 

be asked about the information to be accessed, processed, or 

stored by a TPSP: 

 Will the TPSP handle client information, or only 

information belonging to the LSP itself, such as 

its own HR information? 

 Will the TPSP handle PII, sensitive financial in-

formation, trade secrets, or privileged commu-

nications and materials? 
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 Are there any legal or regulatory restrictions im-

posed on the handling of the information? For 

example, does the Health Insurance Portability 

and Accountability Act (HIPAA), the Gramm-

Leach-Bliley Act (GLBA), or the Payment Card 

Industry Data Security Standard cover the infor-

mation? 

 Are there any contractual obligations related to 

the information? For example, will the TPSP 

handle client information covered by a HIPAA 

business associate agreement or EU Model 

Clauses agreement entered into by the LSP? 

b. Ensure Compliance with Applicable Legal and 

Regulatory Requirements 

LSPs should understand the legal and regulatory require-

ments applicable to the type of information that will be accessed, 

processed, or stored by the TPSP, and ensure that the TPSP is 

not only capable of meeting these requirements, but also is con-

tractually obligated to do so. 

c. Understand Geographic and Technical Risks 

Associated with the TPSP 

LSPs should understand where their information will be 

stored and whether their information will be commingled with 

information belonging to other customers of the TPSP. TPSPs 

may store information in a variety of geographic locations, in-

cluding overseas. The physical location of its information can 
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subject LSPs to litigation and regulatory oversight in the juris-

diction where information is stored.30 LSPs must therefore un-

derstand and approve where its information will be stored. 

TPSPs may also commingle the information of their other cus-

tomers. This is generally not a recommended arrangement for 

LSPs, because its information will be too sensitive to make the 

risks attendant with commingling acceptable. Thus, LSPs 

should avoid any arrangement in which information transferred 

to a TPSP will be commingled. 

d. Conduct Due Diligence 

A TPSP’s viability is critical and LSPs should therefore 

obtain information about the TPSP’s potential conflicts, and its 

financial stability under non-disclosure agreements. LSPs 

should also know the scope and policy limits of the TPSP’s in-

surance coverage and ensure that the TPSP performs back-

ground checks on its employees and requires employees to sign 

confidentiality agreements. 

e. Review and Approve the TPSP’s Own 

Information Privacy and Security Policies Prior 

to Executing a Contract 

No TPSP should be retained unless it has an appropriate 

information security and privacy policy. The TPSP’s level of se-

curity and privacy protections should generally match or ex-

ceed those of the LSP. As a general matter, TPSPs should only 

be retained if they agree to meet an established standard, such 

 

 30. See Forward Food LLC v. Next Proteins Inc., 2008 WL 4602345 

(Sup. Ct. N.Y. Oct. 15, 2008). The court found personal jurisdiction where a 

company’s only contacts in New York consisted of a single visit, a few emails 

into the state, and a server located in the state containing the corporation’s 

virtual data room. 
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as ISO 27001 and 27002. At a minimum, the LSP retaining a TPSP 

should consider contractually mandating each of the following: 

1) Physical Security Controls 

TPSPs must ensure the physical security of facilities 

housing sensitive information or from which such information 

can be accessed, including offices, offsite facilities, and locations 

of servers. Access to these facilities should be logged. These 

same recommendations apply to TPSPs that access, process, or 

store information belonging to the LSP or its clients. 

2) Information Access Controls 

TPSPs need to have appropriate preventative controls on 

accessing information, including, but not limited to, multi-factor 

authentication utilizing complex passwords, compartmentaliza-

tion of information on the TPSP’s systems, and access restricted 

to ‘need to know’ individuals. 

3) Intrusion Detection Systems 

TPSPs must employ an appropriate intrusion prevention 

system. If the information provided to the TPSP is highly sensi-

tive and contains significant private or confidential information, 

LSPs should consider requiring the TPSP to employ an intrusion 

detection and monitoring system. 

4) Encryption Procedures 

Information sent to a TPSP should be encrypted while in 

transit to and from the TPSP. LSPs should also consider whether 

the sensitivity of the information warrants a requirement to en-

crypt information while it is stored (“at rest”) by the TPSP. 
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5) Secure Disposition of Information 

If the TPSP will store information for the LSP, it should 

agree that it will only use secure methods for disposing of that 

information or any hardware or media on which that infor-

mation was stored. 

f. Review and Approve the TPSP’s Employee 

Training Program for Information Privacy and 

Security Prior to Executing a Contract 

For both LSPs and TPSPs, proper employee and contrac-

tor training programs are essential to maintain information se-

curity and privacy. Before entering into an agreement with a 

TPSP, the LSP should inquire about the TPSP’s employee and 

contractor training programs related to information security 

and privacy to ensure they are adequate. If the TPSP’s training 

program is inadequate, the LSP should consider mandating the 

necessary improvements in the contract with the TPSP or find-

ing another TPSP. 

g. Ensure Appropriate Safeguards for Intellectual 

Property 

Contracts with TPSPs should protect the intellectual 

property rights of the LSP and those of its clients. Use of a TPSP 

should not alter or adversely affect intellectual property rights. 

h. Records Management 

If a TPSP will store any information belonging to the LSP 

or its clients, the LSP should consider requiring the TPSP to ad-

here to the relevant existing records management and retention 

policies, except when doing so would frustrate the purpose of 

the TPSP’s engagement, or when the TPSP is retained to provide 

an information archiving service. 
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i. Mandate Appropriate Information Disposition 

Upon Termination of the Relationship 

The TPSP contract should require the TPSP to adhere to 

the records’ policies of the client and to securely dispose of, or 

return, all the LSP’s information in a useable form, in a timely 

manner, and upon termination of the relationship. Contractual 

clauses in which non-payment on the part of the LSP or its client 

justify refusal or delay in returning or providing access to infor-

mation are generally not acceptable.31 

j. Bankruptcy Protection 

Careful consideration should be given to what will hap-

pen if the TPSP enters into bankruptcy. This scenario can be spe-

cifically addressed in the contract to ensure there is no dispute 

regarding ownership of the information or the media holding 

the information. Indeed, in certain situations, LSPs may wish to 

consider purchasing the physical media on which its infor-

mation will be stored at the outset of the relationship, so there 

can be no question regarding the right or ability of the LSP to 

recover media-containing information. 

k. Information Backup, Disaster Recovery, Access 

Continuity, and Incident Response 

Before sending information to a TPSP, the LSP should be 

satisfied that the TPSP has adequate plans and equipment for 

disaster recovery, backup of the LSP’s information, and re-

sponse to incidents such as data breaches. The LSP should also 

ensure that the TPSP is contractually obligated to provide access 

 

 31. Indeed, even contractual commitments may not always protect a 

party from the misappropriation of highly sensitive private and confidential 

information. See Complaint, Glaxosmithkline LLC v. Discovery Works Legal, 

Inc., et al., No. 650210/2013 (Sup. Ct. New York County), filed Jan. 22, 2013.  
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to its information without excessive down time and will have an 

appropriate level of technical support available when needed. 

l. Obligation to Assist in Discovery 

In the event that information under the control of the LSP 

is in the possession or custody of the TPSP and becomes subject 

to a litigation hold or discovery obligation, a TPSP should be 

contractually required to render timely assistance in preserving 

and collecting information, as appropriate. Accordingly, the 

TPSP contract should include a clear benchmark for “timeli-

ness” to avoid confusion regarding the degree of delay accepta-

ble in implementing a litigation hold, and preserving and 

collecting the needed information. Similarly, the agreement 

should clearly set forth procedures to be followed by the TPSP 

if it directly receives a subpoena or other civil or law enforce-

ment request for the LSP’s information. In most circumstances, 

the TPSP should be required to immediately notify the LSP and 

cooperate fully with it in responding.32 

m. Limitation on Sub-Contracting and Onward 

Transfers 

A TPSP generally should not be permitted to allow a sub-

contractor or other third party to access, process, or store the 

LSP’s information without express prior approval for using the 

particular sub-contractor(s) or allowing the onward transfer(s) 

of information. Likewise, LSPs should not approve any such ar-

rangements without first confirming that the sub-contractor(s) 

will be legally bound to comply with the same contractual pro-

visions as the original TPSP. 

 

 32. In some situations involving requests from law enforcement au-

thorities, immediate notification may be prohibited. 
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n. Accountability and Shared Liability 

The contract between the LSP and the TPSP should con-

sider proper incentives for compliance by imposing some form 

of liability on the TPSP for harm resulting from any failure to 

comply with its obligations under the agreement. LSPs should 

also consider requiring some form of indemnification of the LSP 

by the TPSP in the event of a data breach or other contract vio-

lation that exposes the LSP to liability. There are many potential 

mechanisms for imposing such liability, including liquidated 

damages or indemnification of the LSP by the TPSP. 

o. Inspection and Monitoring 

The contract should also give the LSP a right to audit the 

TPSP’s compliance with its information, privacy, and security 

obligations, or to receive copies of the reports of an independent 

auditor. If the TPSP is concerned about giving the LSP access to 

its facilities or systems to test it for conflicts and security con-

cerns, the agreement should allow for use of a mutually accepta-

ble third-party “auditor.” It is also critical that at least one 

thorough inspection actually be performed, and not merely per-

mitted in theory. Additionally, parties should negotiate terms 

which contemplate updates to information privacy and security 

obligations as related technology and processes evolve. 

p. Ensure Appropriate Access Controls for TPSP 

Personnel Given Access to LSP IT Systems 

Where the contract calls for TPSP’s personnel to have ac-

cess of any sort to the LSP’s own IT system, the LSP must make 

sure that it has appropriate safeguards in place. At a minimum, 

TPSP personnel who will have the ability to access the LSP’s IT 

system should be subject to a background check, monitoring, 

and logging for unusual activity, and should have access to only 

the systems necessary to facilitate the purpose for which the 
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TPSP was engaged. The contract should also address the TPSP’s 

responsibility and role with respect to providing notice and re-

mediation in the event of any loss, theft, or breach of infor-

mation caused by TPSP personnel. 

D. Step 4:  Establish Processes for Timely Disposition of Records 

and Information 

LSPs should consider establishing policies, procedures, 

methods, and technologies suitable for deletion and destruction 

of client and third-party private and confidential information. 

Deletion of client information is necessary when directed by a 

client or triggered by the LSP’s information retention policy. In 

general, information should be deleted when it is no longer 

needed. This means that LSPs should also ensure timely and 

thorough deletion of confidential information on devices of de-

parting employees and on retired drives and devices during 

technology upgrades. 

To ensure deletion policies are clearly understood by cli-

ents, when appropriate, LSPs should consider including a stand-

ard addendum to engagement letters that addresses the 

retention and disposition of client and third-party information. 

Such attachments should address standard policies and prac-

tices for the LSP handling the deletion of client information at 

the end of a matter, and provide instructions for the client to 

communicate its express wishes for the disposition of its infor-

mation. Mid-matter deletion of certain unneeded documents 

may also be advisable, if a matter involves particularly sensitive 

information, and is not subject to a preservation obligation. If 

the provider plans to retain work product containing confiden-

tial client information after a matter has closed, because it has 

precedential value, the provider should clearly disclose its in-

tention and obtain client consent. Standard policies and prac-

tices shared with clients about deletion of the client’s files may 

address: 
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 whether the provider holds unique copies of 

documents potentially subject to a legal hold in 

other matters and whether the client would ben-

efit from the LSP’s retention of certain files from 

the closed matter; 

 the level of sensitivity of the client’s information 

held by the LSP; 

 whether the client requires the LSP to retain cer-

tain documents, and whether other unnecessary 

files can be segregated and deleted; 

 whether the client wants the LSP to send it a 

copy of the files to be deleted; and 

 whether the client wants the LSP to keep copies 

of certain documents for safekeeping, and, if so, 

how those files will be stored. 

The client retention letter, or a related addendum, should 

also address the disposition of information if a client becomes 

unavailable after the close of a matter. In that circumstance, the 

agreement might allow the client’s information to be disposed 

of following a designated waiting period and in compliance 

with the LSP’s applicable legal and ethical obligations.33 

The waiting period should be set forth in the LSP’s poli-

cies and made available to the client in the engagement letter. 

The addendum and a notice of the commencement of the appli-

cable waiting period should be sent to the client after the matter 

closes. At the end of the applicable waiting period, the LSP 

 

 33. If the period was not determined by agreement between the LSP 

and the client, state rules may apply. See, e.g., Ethics Op. 283, Disposition of 

Closed Client files, n. 9, DC Bar (July 1998), https://www.dcbar.org/bar-re-

sources/legal-ethics/opinions/opinion283.cfm [hereinafter Ethics Opinion 

283]; see also Materials on Client File Retention, ABA,  http://www.ameri-

canbar.org/groups/professional_responsibility/services/ethicsearch/materi-

als_on_client_file_retention.html (last visited June 3, 2015). 

https://www.dcbar.org/bar-resources/legal-ethics/opinions/opinion283.cfm
https://www.dcbar.org/bar-resources/legal-ethics/opinions/opinion283.cfm
http://www.americanbar.org/groups/professional_responsibility/services/ethicsearch/materials_on_client_file_retention.html
http://www.americanbar.org/groups/professional_responsibility/services/ethicsearch/materials_on_client_file_retention.html
http://www.americanbar.org/groups/professional_responsibility/services/ethicsearch/materials_on_client_file_retention.html
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should direct that the client’s information be disposed of in ac-

cordance with the LSP’s legal and ethical obligations, unless the 

LSP becomes aware of a reason to continue to hold the infor-

mation, e.g., it becomes potentially relevant to other proceed-

ings involving the client. Policies should set forth procedures for 

a legal hold of the LSP’s information in the event the LSP has an 

expectation that the files may be relevant in future litigation. 

LSP policies should account for whether the LSP may 

have any legal or other obligation to retain files after a client’s 

matter concludes and whether it may need to retain a copy of 

any files as a record of the work it did for the client. LSPs may 

therefore wish to create a deletion schedule where the LSP’s 

work-product is held for a longer period than client-created or 

client-provided information. If the LSP determines it should 

keep its work product longer than its retention time, it should 

hold onto the work-product for only a reasonable period. 

In instances where a client does not consent to retention 

of its confidential information after the close of a matter, the cli-

ent file retained by the LSP may still contain work product that 

the LSP wishes to keep as precedent, form, or history (such as 

legal memoranda, pleading drafts, or case notes).34 Under these 

circumstances, the LSP should “sanitize” those documents, re-

moving confidential client information before storing the docu-

ments in the LSP’s precedent bank or file repository. 

Deletion of a client’s confidential information should be 

comprehensive and involve all locations where the information 

resides.35 Deletion will likely require efforts by the LSP’s IT per-

sonnel and by the employees who accessed client information. 

 

 34. State bar rules and cases differ with regard to whether LSPs or cli-

ents own attorney work product. See Ethics Opinion 283, supra note 33 (rais-

ing but not deciding the issue). 

 35. “Deletion” methods and underlying hardware can differ in de-

grees of information recoverability. Physical shredding of the storage media 



66 THE SEDONA CONFERENCE JOURNAL [Vol. 17 

To the extent feasible, the LSP should confirm deletion from all 

potential locations, including document management systems, 

shared and private network storage, employee email, employee 

computers, electronic devices, external storage, backup files, 

and cloud servers. The LSP should also direct that the same 

steps be taken by any parties to whom they delivered client in-

formation, including opposing parties and TPSPs, as well as 

other LSPs. LSPs should deliver written confirmation to clients 

of having exercised reasonable diligence in the deletion of pri-

vate or confidential information. 

E. Step 5:  Implement Training Program 

People have unfortunate tendencies to lose things, speak 

at inopportune times, open strange emails, visit inappropriate 

websites, and so forth. Accordingly, LSPs need to train their 

owners and employees. Begin with teaching people about writ-

ten information security and privacy policies that document and 

standardize the provider’s practices for maintaining infor-

mation security and confidentiality. Training should cover client 

information generally and identify categories of information 

that may require additional protection, identify applicable state 

and federal laws, and explain the nature of the client infor-

mation held and any contractual obligations applicable to it. 

 

is the most secure deletion of information but may be impractical. Therefore, 

more commonly acceptable standards of deletion include secure overwrite 

methods. Most drive electronics have built-in secure erase commands that 

can be activated with software and thoroughly erase the drive. LSPs may also 

consider using crypto-deletion where overwrite methods are insufficient or 

impractical, e.g., cloud services. Crypto-deletion involves encrypting infor-

mation and destroying the encryption key rather than the information, ren-

dering the information unusable. Deletion policies need to account not only 

for the LSP’s technology infrastructure, but also regulations and require-

ments for specific types of information. For example, crypto-deletion may not 

be a valid solution for information if there is a strict requirement that the 

information must be scrubbed. 
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Information security and privacy policies clearly apply to 

all personnel who might handle PII or confidential client infor-

mation. This includes the LSP’s most senior people, its owners, 

managers, employees, contract staff, and other parties engaged 

by the LSP who can access private or confidential information. 

The following elements are features that an LSP can con-

sider including in its training program: 

1. Mandatory for All Personnel 

An LSP should consider making security training manda-

tory for all attorneys, paralegals, assistants, secretaries, contract 

staff, records staff, IT staff, and other personnel, regardless of 

whether such staff members will have access to sensitive infor-

mation. Universal mandatory training is beneficial because the 

nature of IT systems and legal practice makes it highly likely 

that every employee will encounter private or confidential infor-

mation at some point during their employment, and even those 

who do not could still be the source of a security breach that 

spreads beyond their own computer or office. It takes only one 

employee holding a door open for someone she does not recog-

nize, or clicking on a link in an email message, to compromise 

an entire LSP’s network. 

2. Annual or Bi-Annual Frequency 

The nature of security threats and tactics used by hackers 

and social engineers is constantly changing, as is the underlying 

technology. Accordingly, LSPs should consider sponsoring 

training on an annual basis. In addition to formal training on at 

least an annual basis, periodic reminders or updates might also 

be sent to all personnel reminding them of best practices and 

updating them on emerging threats. Besides keeping personnel 

informed, such regular reminders show that the LSP takes infor-

mation privacy and security seriously and expects its employees 
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to do the same. Privacy and security training could also be man-

datory for all new hires. 

3. Accountability 

There should be clear and meaningful consequences for 

personnel who fail to successfully complete training, or abide by 

the LSP’s privacy and security policies. For example, LSPs who 

pay bonuses might want to consider reducing bonus compensa-

tion for employees who fail to complete training in a specified 

timeframe. Alternatively, they may wish to consider denying 

such employee access to the firm’s network until training is com-

pleted. 

4. Include Core Content 

An ideal training program may include the following 

content: 

a. General Background and a Clear Statement of 

Importance 

Training programs should include a general overview or 

primer that provides a context for addressing information secu-

rity and privacy issues. This primer should give examples that 

demonstrate the significance of these issues and the serious con-

sequences that may result when information is inappropriately 

handled. These examples should reinforce the direct connection 

between the LSP’s adherence to information and privacy prin-

ciples and the LSP’s reputation and success. This primer will 

therefore reinforce the serious damages the LSP may likely suf-

fer if it—or its employees—violate laws surrounding infor-

mation privacy/security or cause data breaches. These are both 

group and personal efforts, and training should convey that 

each employee is also personally responsible for maintaining 

the LSP’s standards for privacy and security. 
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b. LSP Policies 

Training should include all aspects of the LSP’s infor-

mation privacy and security policies, including policies regard-

ing the use of social media and the use of mobile devices. 

c. General Practices 

In addition to explaining the LSP’s own information pri-

vacy and security policies, training programs can include rea-

sonable practices to maintain information security and privacy, 

such as those set forth in these Guidelines. 

d. Applicable Ethical, Legal, and Regulatory Rules 

Training programs should cover legal and regulatory 

rules applicable to the information held by the LSP. 

e. Applicable Contractual Restrictions 

If the LSP has access to information that is covered by 

contractual obligations, such as where a client has imposed ad-

ditional information privacy or security restrictions on its infor-

mation through a HIPAA business associate agreement, training 

should cover and highlight those additional requirements. 

f. Role-Specific Requirements 

In larger organizations where some employees, such as 

HR staff, may be exposed to a large amount of highly sensitive 

information covered by detailed regulatory requirements, addi-

tional role-specific training may be warranted for such employ-

ees. 

g. Interactivity and Real World Scenarios 

LSPs may wish to consider implementing training pro-

grams that present “real world” scenarios and prompt partici-

pants to indicate how they would respond under similar 
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conditions. For example, such training programs might provide 

examples of methods successfully employed in the past by hack-

ers and social engineers to bypass security controls and obtain 

access to private or confidential information. In this way, the 

trainee can learn from past mistakes made by others and hope-

fully avoid repeating them. 

5. Testing 

In order to facilitate accountability and ensure mastery of 

the training material, LSP’s training might also include a test 

that would be scored.36 Failure to achieve a minimum score 

would then require the individual to continue or repeat the train-

ing until a satisfactory score was achieved. 

6. Additional Messaging and Reminders 

Larger organizations should consider supplementing 

formal training with posters, desk toys, and other aids to remind 

people on a regular basis of the importance of maintaining pri-

vacy and security over the LSP’s information. 

7. Training for Solo Practitioners and Small Offices 

Receiving annual training meeting the above criteria is no 

less important for solo practitioners and their staff than it is for 

large law firms. However, it may be impractical for a solo prac-

titioner or small law office to create an internal training pro-

gram. Instead, such LSPs should consider using an accredited 

third-party organization; for example, by attending a confer-

ence, arranging for an in-house presentation, or employing a 

web-based solution. 

 

 36. This approach is similar to that already used in many training pro-

grams about sexual harassment and other HR issues. 
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F. Step 6:  Preparing for the Worst 

An information security program is not complete unless 

it includes provisions for the worst possible scenario. Technical 

problems and human mistakes are inevitable: a device will al-

most inevitably be lost or stolen, a critical server will irreparably 

crash, a social engineer will send a phishing email that someone 

will click on, or an intruder will breach the firewall and either 

damage the IT system or steal something, or both. An LSP 

should prepare and test a data breach response plan that antici-

pates common incidents. 

This plan might consist of the following: 

 Training all personnel to follow procedures for 

reporting and responding to potential infor-

mation security breaches, including loss of de-

vices or media, inadvertent transmission of 

information, or the interception or theft of infor-

mation 

 Identifying a person or a team to direct the LSP’s 

response to a breach incident 

 Creating a process for conducting a prompt in-

vestigation of a suspected breach, including as-

sessing how and when the breach occurred, as 

well as what information sources have been 

compromised and what information is con-

tained in those sources (If an investigation 

would likely require third-party forensic or IT 

experts, they should be identified beforehand 

and listed in the LSP’s policy.) 

 Depending on the risk profile of the LSP, run-

ning periodic “fire drills” or “table top” exer-

cises to test the plan under various scenarios 
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(This will allow for the potential absence of em-

ployees who would ordinarily be critical to the 

successful implementation of the plan.) 

 Developing procedures to mitigate damage 

when a breach is ongoing, bearing in mind that 

unplugging the affected computer may not nec-

essarily be the best approach to defeat a sophis-

ticated attack or to preserve important evidence 

(Indeed, in some instances the “obvious” source 

of the intrusion may only be a decoy meant to 

distract the security team from the real assault 

on the LSP’s systems.) 

 Contingency plans for providing notice to the 

owners of compromised information, including 

clients and other interested parties after a 

breach or loss is confirmed 

 Developing procedures to revise and adjust pol-

icies after an unauthorized disclosure, loss, or 

theft breach to avoid future occurrences 

 Implementing a system to receive news and up-

dates of reported breaches outside of the LSP, 

which may affect the LSP’s information secu-

rity37 

 Notifying appropriate law enforcement author-

ities and insurers 

 Abiding by applicable breach notification regu-

lations  

 

 37. See, e.g., U.S. Department of Homeland Security, US-CERT, 

https://www.us-cert.gov. In the future, LSPs may also create an anonymous 

repository through which hacking and threat information could be shared. 

See Matthew Goldstein, Wall St. and Law Firms Plan Cooperative Body to Bolster 

Online Security, N.Y. TIMES, Feb. 23, 2015, available at http://www.nytimes.

com/2015/02/24/business/dealbook/wall-st-and-law-firms-weigh-coopera-

tion-on-cybersecurity.html. 

https://www.us-cert.gov/
http://www.nytimes.com/2015/02/24/business/dealbook/wall-st-and-law-firms-weigh-cooperation-on-cybersecurity.html
http://www.nytimes.com/2015/02/24/business/dealbook/wall-st-and-law-firms-weigh-cooperation-on-cybersecurity.html
http://www.nytimes.com/2015/02/24/business/dealbook/wall-st-and-law-firms-weigh-cooperation-on-cybersecurity.html
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V. CONCLUSION 

LSPs and TPSPs have the responsibility to take reasona-

ble steps to protect private and confidential information, a re-

sponsibility that is grounded in the ethics rules applicable to 

lawyers as well as in federal, state, and common law rules. In 

some situations, a duty may also arise under the laws of foreign 

nations. This Commentary is intended to help LSPs assess secu-

rity risks and provides guidelines for implementing privacy and 

information security policies.   
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APPENDIX A:  PRIVACY AND SECURITY IN THE HEALTH CARE 

INDUSTRY 

Privacy and security requirements are not new to the 

health care industry. LSPs who work with health information 

are subject to rules governing privacy and security as defined in 

the Health Insurance Portability and Accountability Act 

(HIPAA) and the Health Information Technology for Clinical 

and Economic Clinical Health (HITECH). These laws regulate 

the disclosure of personal information by health care providers 

and those who provide services to the health care providers, in-

cluding lawyers. Both HIPAA and HITECH directly affect LSPs 

who perform work for those covered by the laws and they po-

tentially provide guidance to other LSPs as well. Thus, among 

other things, HIPAA: 

 provides privacy protection for protected health 

information (PHI); 

 mandates security requirements; 

 addresses data breaches/breach notification re-

quirements; 

 mandates notice of privacy practices; 

 governs sales of PHI and regulates sharing of 

PHI; 

 requires consent and bars certain disclosures; 

and 

 mandates Business Associate Agreements for 

entities that create, receive, store, maintain, or 

transmit PHI (Business Associates are responsi-

ble for their subcontractors), including law firms 

and other LSPs. 

With minor exceptions, a Business Associate (BA) is a 

person or entity who performs work involving access to PHI on 
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behalf of, or provides certain services to, a covered entity.38 Sim-

ilarly, under the HITECH Act, LSPs and vendors may be con-

sidered BAs. HITECH provides that BAs are subject to the 

HIPAA Security and Privacy rules that apply to electronically 

stored PHI (e-PHI). 

This means that LSPs who possess or work with HIPAA-

protected information must impose protections into three safe-

guard categories: physical safeguards (e.g., physical measures, 

policies, and procedures to protect the information systems and 

buildings from natural and environmental hazards, and unau-

thorized intrusions); administrative safeguards (e.g., develop-

ing information security policies and procedures, appointing a 

security officer, sanctioning violations, and providing regular 

training);39 and technical safeguards (e.g., policies and proce-

dures governing access and disposal of electronic PHI).40 

In addition, the HITECH breach notification procedures 

require giving notice to every person affected by any breach in-

volving PHI. Such notices must be issued within sixty days of 

the discovery of the breach, and if the breach involves more than 

500 people, the Department of Health and Human Services 

(HHS) must be notified. Similarly, the regulations require a 

 

 38. See 45 C.F.R. § 160.103, available at http://www.hipaasurvival-

guide.com/hipaa-regulations/160-103.php; Health Information Privacy, Busi-

ness Associates, U.S. DEPARTMENT OF HEALTH & HUMAN SERVICES (last revised 

Apr. 3, 2003), http://www.hhs.gov/ocr/privacy/hipaa/understanding/covere-

dentities/businessassociates.html. 

 39. Summary of HIPAA Security Rule, U.S. DEPARTMENT OF HEALTH & 

HUMAN SERVICES, http://www.hhs.gov/ocr/privacy/hipaa/understanding/

srsummary.html (last visited September 10, 2015). 

 40. HIPAA Security Series, Technical Safeguards, U.S. DEPARTMENT OF 

HEALTH & HUMAN SERVICES, http://www.hhs.gov/sites/default/files/ocr/pri-

vacy/hipaa/administrative/securityrule/techsafeguards.pdf (last visited Oc-

tober 9, 2015). 

http://www.hipaasurvivalguide.com/hipaa-regulations/160-103.php
http://www.hipaasurvivalguide.com/hipaa-regulations/160-103.php
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/businessassociates.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/businessassociates.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/srsummary.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/srsummary.html
http://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
http://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
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statement to the media if the breach involves more than 500 in-

dividuals.41 These regulations directly affect those who perform 

legal services for entities such as hospitals, insurers, or other 

businesses in the medical industry. 

The Administrative Simplification provisions of HIPAA 

establish a baseline level of standards and requirements for the 

transmission and handling of health information. The provi-

sions are intended to improve the efficiency and effectiveness of 

the health care system while protecting patient privacy, and 

they can be adopted to provide useful benchmarks for LSPs who 

work outside the HIPAA arena. 

The BA concept can have useful application to sensitive 

information beyond HIPAA.42 Practical experiences that have 

been gained in the health care industry provide useful guidance 

for LSPs seeking to protect client information of any type when 

sharing it with third parties. This is especially true with respect 

to BA contracts that ensure PHI will be safeguarded. The BA 

contract clarifies and limits the permissible uses and disclosures 

of PHI by the business associate. A BA may use or disclose pro-

tected health information only as permitted or required by its 

business associate contract or as required by law. 

Under HIPAA, a BA is directly liable and subject to civil, 

and possibly criminal, penalties for improperly using and/or 

disclosing PHI. A BA is also directly liable and subject to civil 

 

 41. 45 C.F.R. § 164.408, Health Information Privacy, Instructions for Sub-

mitting a Notice of Breach to the Secretary, U.S. DEPARTMENT OF HEALTH & 

HUMAN SERVICES, http://www.hhs.gov/ocr/privacy/hipaa/administrative/

breachnotificationrule/brinstruction.html. 

 42. See Iliana Peters, HHS Office for Civil Rights, Lessons Learned From 

Recent HIPAA Breaches, presented at Safeguarding Health Information: 

Building Assurance through HIPAA Security, Washington, DC (September 

3, 2013),  http://csrc.nist.gov/news_events/hipaa-2015/presentations/2-7-pe-

ters-update-hipaa-compli.pdf. 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://csrc.nist.gov/news_events/hipaa-2015/presentations/2-7-peters-update-hipaa-compli.pdf
http://csrc.nist.gov/news_events/hipaa-2015/presentations/2-7-peters-update-hipaa-compli.pdf
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penalties for failing to safeguard electronic PHI in accordance 

with the HIPAA Security Rule. Although such statutory liability 

is not usually available with ordinary service contracts into 

which LSPs enter, indemnification clauses are, of course, an op-

tion. See discussion at Part IV.C.3.n., supra. The BA guidance 

provides a thorough framework to implement similar contracts 

to help protect non-HIPAA regulated information. 

Accordingly, LSPs that handle protected information 

must enter into BA agreements with their covered clients and 

establish appropriate administrative safeguards for the protec-

tion of the confidential records. The written BA agreement must 

also provide for the destruction or disposition of all protected 

information at the end of any engagement. In the event of a 

breach, which is defined as the “impermissible acquisition, ac-

cess, use, or disclosure of PHI (paper or electronic), which com-

promises the security or privacy of the PHI,”43 the LSP must 

follow HHS44 or Federal Trade Commission (FTC)45 Breach No-

tification procedures, as appropriate. Application of the BA 

safeguards to all sensitive information enhances the defensibil-

ity of security measures and predictability should anything go 

wrong. 

The Health and Human Services (HHS) Office of Civil 

Rights (OCR) is responsible for enforcement of the HIPAA Pri-

vacy and Security Rules and the confidentiality provisions of 

 

 43. Id. 

 44. Health Information Privacy, Breach Notification Rule, U.S. 

DEPARTMENT OF HEALTH & HUMAN SERVICES, http://www.hhs.gov/ocr/pri-

vacy/hipaa/administrative/breachnotificationrule (last visited June 3, 2015). 

 45. Complying with the FTC’s Health Breach Notification Rule, FEDERAL 

TRADE COMMISSION (Apr. 2010), https://www.ftc.gov/system/files/docu-

ments/plain-language/bus56-complying-ftcs-health-breach-notification-

rule.pdf. 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule
https://www.ftc.gov/system/files/documents/plain-language/bus56-complying-ftcs-health-breach-notification-rule.pdf
https://www.ftc.gov/system/files/documents/plain-language/bus56-complying-ftcs-health-breach-notification-rule.pdf
https://www.ftc.gov/system/files/documents/plain-language/bus56-complying-ftcs-health-breach-notification-rule.pdf
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the Patient Safety Act and Rule. The OCR maintains responsi-

bility for review of entities such as hospitals, pharmacies, health 

insurance companies, managed health care plans, employer 

group health plans, and government health plans such as Med-

icare and Medicaid. Like the OCR, the FTC also plays an im-

portant role in the oversight and enforcement of the HIPAA 

Privacy and Security Rules. 

HIPAA established for the first time a set of standards to 

address the use and disclosure of individually identifiable 

health information. In coordination with OCR, the FTC promul-

gated its Health Breach Notification Rules.46 The FTC breach no-

tification requirements implements § 13402 of the HITECH Act 

and requires HIPAA-covered entities and their BAs to provide 

notification following a breach of unsecured, protected, health 

information. Similar breach notification provisions are imple-

mented and enforced by the FTC for personal health records, 

pursuant to § 13407 of the HITECH Act (e.g., the FTC Standards 

for Safeguarding Customer Information, 16 C.F.R. Part 314 

(2014)). 

Outside the healthcare context, the U.S. Commodity Fu-

tures Trading Commission (CFTC) Staff Advisory No. 14-21 

(Feb. 26, 2014) contains similar useful guidance regarding best 

practices. Under the HITECH Act, State Attorneys General also 

maintain legal authority to obtain damages on behalf of state 

residents or to enjoin further violations of the HIPAA Privacy 

and Security Rules. Toward that end, the OCR developed 

HIPAA Enforcement Training to help State Attorneys General 

and their staff use their new authority to enforce the HIPAA Pri-

vacy and Security Rules.47 This guidance can also be useful to 

 

 46. Id. 

 47. Health Information Privacy, HIPAA Enforcement Training for State At-

torneys General, U.S. DEPARTMENT OF HEALTH & HUMAN SERVICES, 
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LSPs in understanding the process by which State Attorneys 

General may review and investigate HIPPA-related complaints. 

The HIPAA privacy rule governs how a legal service pro-

vider is expected to handle the use or disclosure of PHI. In gen-

eral, when State law is “more stringent,”48 then State law will 

supersede the HIPAA privacy rule. Conversely, if a HIPAA 

state law is less stringent, then federal HIPAA rules apply. State 

law is considered to be “more stringent” than the HIPAA Pri-

vacy Rule if it relates to the privacy of individually identifiable 

health information and provides either greater privacy protec-

tions for individuals’ PHI, or greater rights to individuals with 

respect to that information, than does the Privacy Rule.49 The 

definition of the “more stringent” standard is set out at 45 C.F.R. 

§ 160.202. 

Finally, the National Institute of Standards (NIST) in col-

laboration with the National Cybersecurity Center of Excellence 

(NCCoE) has developed and released a first draft of a cyberse-

curity practice guide to help organizations of all kinds and sizes 

deploy technical standards that promote the secure collection, 

storage, processing, and transmission of PHI contained on mo-

bile devices. Organizations can use some or all of the NCCoE 

guide to help them implement health care industry standards 

 

http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/state-

attorneys-general/index.html (last visited September 10, 2015). 

 48. For a definition of what is considered to be a ‘more stringent’ 

HIPAA state standard, see 45 C.F.R. § 160.202, available at http://www.

gpo.gov/fdsys/pkg/CFR-2007-title45-vol1/pdf/CFR-2007-title45-vol1-sec160-

203.pdf (last visited June 3, 2015). 

 49. Health Information Privacy, State Attorneys General, U.S. 

DEPARTMENT OF HEALTH AND HUMAN SERVICES, http://www.hhs.gov/ocr/pri-

vacy/hipaa/enforcement/sag/ (last visited June 3, 2015).  

http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/state-attorneys-general/index.html
http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/state-attorneys-general/index.html
http://www.gpo.gov/fdsys/pkg/CFR-2007-title45-vol1/pdf/CFR-2007-title45-vol1-sec160-203.pdf
http://www.gpo.gov/fdsys/pkg/CFR-2007-title45-vol1/pdf/CFR-2007-title45-vol1-sec160-203.pdf
http://www.gpo.gov/fdsys/pkg/CFR-2007-title45-vol1/pdf/CFR-2007-title45-vol1-sec160-203.pdf
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/sag/
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/sag/
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and best practices, as well as those in the NIST Framework for 

Improving Critical Infrastructure Cybersecurity.50 

 

 50. The draft guide is available to download in sections from NIST at 

https://nccoe.nist.gov/projects/use_cases/health_it/ehr_on_mobile_devices: 

SP 1800-1a:  Executive Summary  

SP 1800-1b:  Approach, Architecture, and Security Characteristics  

SP 1800-1c:  How-To Guide  

SP 1800-1d:  Standards and Controls Mapping 

SP 1800-1e:  Risk Assessment and Outcomes   

These standards provide valuable guidance to LSPs who are working to es-

tablish healthcare eDiscovery standards for the collection, production, and 

transmission of PHI. 

https://nccoe.nist.gov/projects/use_cases/health_it/ehr_on_mobile_devices
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1a_Draft_HIT_Mobile-ExecSummary.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1b_Draft_HIT_Mobile_Approach-Arch-Security.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1c_Draft_HIT_Mobile-HowTo_0.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1d_Draft_HIT_Mobile-StandardsControls.pdf
https://nccoe.nist.gov/sites/default/files/nccoe/NIST_SP1800-1e_Draft_HIT_Mobile-Risk.pdf
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APPENDIX B:  PRIVACY AND SECURITY IN THE FINANCIAL SERVICES 

INDUSTRY 

A. Financial Services Defined 

Law firms and other LSPs in the U.S. also face a complex 

blend of security and privacy regulations and guidelines relat-

ing to financial information collected or used by financial insti-

tutions. The term “financial institution” is broad and potentially 

includes not only banks and brokerages but also check-cashing 

businesses, data processors, mortgage brokers, non-bank lend-

ers, personal property or real estate appraisers, and retailers that 

issue credit cards to consumers. The common denominator here 

is the range and sensitivity of personal data typically collected 

or held by these financial institutions, which includes names, 

addresses, phone numbers, bank and credit card accounts, in-

come and credit histories, and social security numbers. 

Much of the regulatory activity surrounding financial 

services stems from the individual and systemic importance, 

and significant risks associated with the handling, of such infor-

mation. The wide range of potential actors, the extensive access 

by many LSPs to confidential financial information, and specific 

references to service providers in the relevant rules, have led to 

elevated regulatory scrutiny of the financial services sector and 

raised its litigation risk profile. 

B. LSPs Are Particularly Vulnerable to Loss of Confidential 

Information 

LSPs are commonly entrusted with highly sensitive and 

valuable financial information, both directly by their clients and 

because of their work with other parties. With such access comes 

a high level of scrutiny and risk. Wrongdoers often consider 

LSPs to be weak links in the information security chain and 
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therefore are easy targets. According to Mary Galligan, the for-

mer head of the cyber division in the New York City office of the 

U.S. Federal Bureau of Investigation, “as financial institutions in 

New York City and the world become stronger, a hacker can hit 

a law firm and it’s a much, much easier quarry.”51 Similarly, 

Richard Vallanueva, special agent for the United States Secret 

Service Electronic Crimes Task Force, states that hackers are in-

creasingly targeting law firm escrow accounts as the path of 

least resistance. Mandiant, a specialized security firm, estimated 

in 2012 that eighty major U.S. firms were hacked each year.52 

That number may, in fact, be too low. While law firms are reti-

cent to make public such breaches of security, Bloomberg re-

ported in 2012 on the deliberate infiltration by China-based 

hackers of the computer networks of seven different Canadian 

law firms, as well as the Canadian Finance Ministry and Treas-

ury Board.53 The hackers stole important information in what 

appears to have been an attempt to derail a $40 billion acquisi-

tion of a potash producer by an Australian mining company.54 

Confidential client information held by law firms has also 

received attention from governmental actors. Documents re-

vealed by Edward J. Snowden showed that, in the course of rep-

resenting the government of Indonesia in trade negotiations 

with the U.S., at least one global law firm’s privileged client 

communications were intercepted by an Australian governmen-

tal security agency, which passed them on to the U.S. National 

 

 51. Michael A. Riley & Sophia Pearson, China-Based Hackers Target Law 

Firms to Get Secret Deal Data, BLOOMBERG TECHNOLOGY (Jan. 31, 2012), 

http://www.bloomberg.com/news/2012-01-31/china-based-hackers-target-

law-firms.html. 

 52. Id.  

 53. Id. 

 54. Id. 

http://www.bloomberg.com/news/2012-01-31/china-based-hackers-target-law-firms.html
http://www.bloomberg.com/news/2012-01-31/china-based-hackers-target-law-firms.html
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Security Agency (NSA).55 According to the New York Times arti-

cle, “[o]ther documents obtained from Mr. Snowden reveal that 

the NSA shares reports from its surveillance widely among ci-

vilian agencies.”56 

Financial institutions have taken notice, and they are in-

creasingly subjecting law firms to exacting data security and 

handling requirements and examination. These standards may 

vary slightly according to the nature of the information received, 

but baseline compliance on a number of security and confiden-

tiality measures is growing as a measure of continued relation-

ship success. Accordingly, whether viewed from a legal, 

business, or ethical standpoint, law firms need to consider the 

wide variety of threats to the security of the information they 

possess and take reasonable steps to safeguard their systems 

and clients’ information from accidental or intentional breach. 

In particular, where the firm works with financial institutions, 

these issues should be considered early in the relationship be-

cause later scrambling efforts may be insufficient for a continued 

client relationship. 

1. GLBA Privacy Rule 

There is a growing body of law and regulation governing 

financial services information security and privacy. Foremost is 

the Financial Services Modernization Act of 1999 (the “Gramm-

Leach-Bliley Act,” or GLBA). The GLBA requires financial insti-

tutions to implement privacy and security protections to ensure 

the protection of consumers’ information. In a form and struc-

ture similar to HIPAA, the GLBA created separate but interde-

pendent obligations designed to minimize the risk associated 

 

 55. See James Risen & Laura Poitras, Spying by N.S.A. Ally Entangled 

U.S. Law Firm, N.Y. TIMES, Feb. 15, 2014, available at http://www.nytimes.com/

2014/02/16/us/eavesdropping-ensnared-american-law-firm.html. 

 56. Id. 

http://www.nytimes.com/2014/02/16/us/eavesdropping-ensnared-american-law-firm.html
http://www.nytimes.com/2014/02/16/us/eavesdropping-ensnared-american-law-firm.html
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with third-party access and use of financial data. The GLBA pro-

vides for the implementation of standards to limit the purpose-

ful disclosure of and protection against unauthorized access to 

consumers’ “nonpublic personal information.” The privacy rule 

focuses on notification, opt-out rights, and limits on use and dis-

closure. The security rule addresses security risks. In 2003, the 

FTC created separate rules for privacy and security to require 

financial institutions to “explain their information-sharing prac-

tices to their customers and to safeguard sensitive data.”57 The 

FTC and its regulatory cousins, the FRB, OCC, FDIC, SEC, 

NCUA, OTS, and CFTC58 collaborated to develop, through con-

sumer testing, “privacy notices that consumers can understand 

 

 57. Gramm-Leach-Bliley Act, FEDERAL TRADE COMMISSION, http://www.

ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bli-

ley-act (last visited June 3, 2015).   

 58. The Federal Reserve Board (FRB) is the governing body of the Fed-

eral Reserve System. See http://www.federalreserve.gov/. Office of the 

Comptroller of the Currency (OCC) “charters, regulates, and supervises all 

national banks and federal savings associations as well as federal branches 

and agencies of foreign banks.” See http://www.occ.gov/. The Federal De-

posit Insurance Corporation (FDIC) provides deposit insurance for deposi-

tors. See https://www.fdic.gov/. The U.S. Securities and Exchange 

Commission (SEC) acts to “protect investors, maintain fair, orderly, and ef-

ficient markets, and facilitate capital formation.” See http://www.sec.gov/. 

The National Credit Union Administration (NCUA) regulates, charters, and 

supervises federal credit unions. See http://www.ncua.gov/. The Office of 

Thrift Supervision (OTS) was formerly tasked with providing support for 

federally and state-chartered savings banks and savings and loans associa-

tions; OTS ceased operations on October 19, 2011. The U.S. Commodity Fu-

tures Trading Commission (CFTC) operates to “protect market participants 

and the public from fraud, manipulation, abusive practices and systemic risk 

related to derivatives—both futures and swaps—and to foster transparent, 

open, competitive and financially sound markets” by policing the deriva-

tives markets. See http://www.cftc.gov/index.htm. 

http://www.ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bliley-act
http://www.ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bliley-act
http://www.ftc.gov/tips-advice/business-center/privacy-and-security/gramm-leach-bliley-act
http://www.federalreserve.gov/
http://www.occ.gov/
https://www.fdic.gov/
http://www.sec.gov/
http://www.ncua.gov/
http://www.cftc.gov/index.htm
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and use to compare financial institutions’ information collection 

and sharing practices.”59 

The GLBA distinguishes between consumers and cus-

tomers, and imposes different obligations to provide privacy no-

tifications to each. A consumer is an “individual who obtains or 

has obtained a financial product or service from a financial in-

stitution for personal, family or household reasons.” In contrast, 

a “customer is a consumer with a continuing relationship with 

a financial institution.” This distinction is important, because 

only customers are entitled to receive a financial institution’s 

privacy notice automatically, while consumers may receive a 

privacy notice from a financial institution only if, and when, a 

company shares the consumer’s information with unaffiliated 

organizations. 

2. GLBA Security or Safeguards Rule 

The security or “Safeguards” Rule applies to those “sig-

nificantly engaged in providing financial products or services to 

consumers, including check-cashing businesses, data proces-

sors, mortgage brokers, nonbank lenders, personal property or 

real estate appraisers, and retailers that issue credit cards to con-

sumers.”60 

 

 59. Financial Privacy Rule: Interagency Notice Research Project, FEDERAL 

TRADE COMMISSION (Apr. 15, 2010), http://www.business.ftc.gov/docu-

ments/0496-financial-privacy-rule-interagency-notice-research-project; for 

an example of congressional actions to tighten up security and breach notifi-

cation laws, see U.S. Congress Ready To Enact Data Security And Breach Notifi-

cation Rules After Recent Consumer Data Breaches, JONES DAY (Feb. 20, 2014),  

http://www.jonesday.com/us-congress-ready-to-enact-data-security-and-

breach-notification-rules-after-recent-consumer-data-breaches-02-14-2014. 

 60. See Safeguarding Customers’ Personal Information: A Requirement for 

Financial Institutions, FEDERAL TRADE COMMISSION (May 2002), https://www.

ftc.gov/system/files/documents/plain-language/alt115-safeguarding-cus-

tomers-personal-information-requirement-financial-institutions.pdf. 

http://www.business.ftc.gov/documents/0496-financial-privacy-rule-interagency-notice-research-project
http://www.business.ftc.gov/documents/0496-financial-privacy-rule-interagency-notice-research-project
http://www.jonesday.com/us-congress-ready-to-enact-data-security-and-breach-notification-rules-after-recent-consumer-data-breaches-02-14-2014
http://www.jonesday.com/us-congress-ready-to-enact-data-security-and-breach-notification-rules-after-recent-consumer-data-breaches-02-14-2014
https://www.ftc.gov/system/files/documents/plain-language/alt115-safeguarding-customers-personal-information-requirement-financial-institutions.pdf
https://www.ftc.gov/system/files/documents/plain-language/alt115-safeguarding-customers-personal-information-requirement-financial-institutions.pdf
https://www.ftc.gov/system/files/documents/plain-language/alt115-safeguarding-customers-personal-information-requirement-financial-institutions.pdf


86 THE SEDONA CONFERENCE JOURNAL [Vol. 17 

The FTC requires a written information security plan and 

delineates five core program components for safeguarding in-

formation, with the actual design and ultimate implementation 

dependent on, and appropriate to, variations in size, complex-

ity, nature and scope of activities, and the sensitivity of customer 

information. Similar to HIPAA’s Business Associate relation-

ship, the Safeguards Rule explicitly requires financial institu-

tions to include security safeguard language in their contractual 

relationships with service providers, including law firms. Cov-

ered financial institutions must: 

 designate the employee or employees to coordi-

nate the safeguards; 

 identify and assess the risks to customer infor-

mation in each relevant area of the company’s 

operation, and evaluate the effectiveness of cur-

rent safeguards for controlling these risks; 

 design a safeguards program, and detail the 

plans to monitor it; 

 select appropriate service providers and require 

them (by contract) to implement the safeguards; 

and 

 evaluate the program and explain adjustments 

in light of changes to its business arrangements 

or the results of its security tests.61 

 

 61. Safeguarding Customers’ Personal Information: A Requirement for Fi-

nancial Institutions, FEDERAL TRADE COMMISSION (May 2002), 

https://www.ftc.gov/system/files/documents/plain-language/alt115-safe-

guarding-customers-personal-information-requirement-financial-institu-

tions.pdf (last visited June 3, 2015) (citing to FTC Safeguards Rule 16 C.F.R. 

Part 314 and http://www.nacua.org/nacualert/docs/GrammLeachBliley_Act/

16_CFR_314.pdf). 

https://www.ftc.gov/system/files/documents/plain-language/alt115-safeguarding-customers-personal-information-requirement-financial-institutions.pdf
https://www.ftc.gov/system/files/documents/plain-language/alt115-safeguarding-customers-personal-information-requirement-financial-institutions.pdf
https://www.ftc.gov/system/files/documents/plain-language/alt115-safeguarding-customers-personal-information-requirement-financial-institutions.pdf
http://www.nacua.org/nacualert/docs/GrammLeachBliley_Act/16_CFR_314.pdf
http://www.nacua.org/nacualert/docs/GrammLeachBliley_Act/16_CFR_314.pdf
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While the FTC explicitly allows flexible implementation 

of the rules and programs, it also provides both general and spe-

cific guidance to financial institutions. Considerations proposed 

by the FTC include, but are not limited to, the following: 

 Employee training and management 

 Encryption and password protocols 

 Robust preventative and reactive auditing for 

data at rest, in transit, and during use 

 Individual, network, and Web-based programs 

and controls 

 Proper and secure disposition of confidential in-

formation62 

The FTC has also issued a variety of publications de-

signed to provide more granularity around its general safe-

guards.63 

In much the same fashion as HIPAA, LSPs in contact with 

information covered by GLBA must implement administrative, 

technical, and physical safeguards that are documented and au-

dited. These “umbrella” categories do not create a bright line of 

“reasonableness” for assessing or auditing information security 

and privacy safeguards, although they do provide sufficient de-

tail within a flexible framework—tailored to the nature of the 

information at issue—to guide LSPs within the scope of the 

GLBA. 

 

 62. Financial Institutions and Customer Information: Complying with the 

Safeguards, FEDERAL TRADE COMMISSION (Apr. 2006), http://www.ftc.gov

/tips-advice/business-center/guidance/financial-institutions-customer-infor-

mation-complying. 

 63. See, e.g., Protecting Personal Information, A Guide for Business, 

FEDERAL TRADE COMMISSION (Nov. 2011), http://www.ftc.gov/tips-advice/

business-center/guidance/protecting-personal-information-guide-business.   

http://www.ftc.gov/tips-advice/business-center/guidance/financial-institutions-customer-information-complying
http://www.ftc.gov/tips-advice/business-center/guidance/financial-institutions-customer-information-complying
http://www.ftc.gov/tips-advice/business-center/guidance/financial-institutions-customer-information-complying
http://www.ftc.gov/tips-advice/business-center/guidance/protecting-personal-information-guide-business
http://www.ftc.gov/tips-advice/business-center/guidance/protecting-personal-information-guide-business
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3. Enforcement 

Regulatory enforcement of these regulations and others 

relating to financial sector security and the privacy of consumer 

information vary greatly depending on the nature and size of 

the institution. The FTC has authority to enforce the law with 

respect to “financial institutions” that are not covered by the 

federal banking agencies, the OCC, the SEC, the CFPB, and the 

FDIC. The FTC uses its FTC Act Section 5 authority when en-

forcing the Safeguard Rule of the Gramm-Leach-Bliley Act to 

determine whether a company’s information security measures 

were reasonable and appropriate.64 The OCC, SEC, CFPB, FDIC, 

and various state regulatory agencies, also have enforcement ca-

pabilities in this area. 

The authority to regulate and enforce information and se-

curity protections for LSPs is both express and implied. On 

April 13, 2012, the CFPB issued a bulletin defining its enforce-

ment power, with a particular emphasis on the impact of service 

providers to financial institutions. The bulletin noted CFPB’s 

goal to ensure compliance with “Federal consumer financial 

law,” including GLBA and its implementing regulations, the 

Privacy Rule and the Safeguards Rule, noting that legal respon-

sibility for the conduct of service providers in addressing these 

rules “may lie with the supervised bank . . . as well as with the 

supervised service provider.” The CFPB expects supervised 

banks to have an effective process for managing the risk of their 

service providers, including reviewing and monitoring the ser-

vice providers’ policies, procedures, internal controls, and train-

ing materials. 

 

 64. Jennifer Woods, Federal Trade Commission’s Privacy and Data Secu-

rity Enforcement Under Section 5, ABA, http://www.americanbar.org/groups

/young_lawyers/publications/the_101_201_practice_series/federal_trade_

commissions_privacy.html (last visited June 3, 2015). 

http://www.americanbar.org/groups/young_lawyers/publications/the_101_201_practice_series/federal_trade_commissions_privacy.html
http://www.americanbar.org/groups/young_lawyers/publications/the_101_201_practice_series/federal_trade_commissions_privacy.html
http://www.americanbar.org/groups/young_lawyers/publications/the_101_201_practice_series/federal_trade_commissions_privacy.html
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The OCC also addressed third-party risk on October 30, 

2013, highlighting the following:65 

 Risk management should be commensurate 

with the level of risk and complexity of its third-

party relationships. 

 Regulated entities should ensure comprehen-

sive risk management and oversight of third-

party relationships involving critical activities. 

 An effective risk management process through-

out the life cycle of the third-party business re-

lationship includes: 

 plans that outline the bank’s strategy, iden-

tify the inherent risks of the activity, and 

detail how the bank selects, assesses, and 

oversees the third party; 

 proper due diligence in selecting the third 

party; 

 written contracts that outline the rights and 

responsibilities of all parties; 

 ongoing monitoring of the third party’s ac-

tivities and performance; 

 contingency plans for terminating the rela-

tionship in an effective manner; 

 clear roles and responsibilities for oversee-

ing and managing the relationship and 

risk-management process; 

 documentation and reporting that facili-

tates oversight, accountability, monitoring, 

and risk management; and 

 

 65. OCC BULLETIN 2013-29, Third-Party Relationships, OFFICE OF 

THE COMPTROLLER OF THE CURRENCY (Oct. 30, 2013), http://www.occ.gov

/news-issuances/bulletins/2013/bulletin-2013-29.html. 

http://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
http://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
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 independent reviews that allow bank man-

agement to determine that the bank’s pro-

cess aligns with its strategy and effectively 

manages risks. 

Shortly after addressing third-party risks, the OCC de-

veloped a set of “heightened expectations” to strengthen gov-

ernance and risk-management practices at large banks and 

federal savings institutions to enhance the agencies’ supervision 

of those institutions. On January 16, 2014, the OCC issued pro-

posed guidelines pursuant to section 39 of the Federal Deposit 

Insurance Act that enhance and formalize these expectations. 

These expectations include: 

 roles and responsibilities definition relating to 

the three lines of defense; and66 

 strategic plans from critical stakeholders on risk 

management Risk Appetite Statement. 

 

 66. OCC Guidelines Establishing Heightened Standards for Certain Large 

Insured National Banks, Insured Federal Savings Associations, and Insured Federal 

Branches; Integration of 12 CFR Parts 30 and 170, OFFICE OF THE COMPTROLLER 

OF THE CURRENCY (Jan. 10, 2014), http://www.occ.gov/news-issuances/news-

releases/2014/nr-occ-2014-4a.pdf:  

  i) The first line is provided by the business units—compris-

ing the business units, support functions, and embedded op-

erational risk staff. 

 ii) The second line is provided by the risk management 

function—comprising the operational risk management 

function and the compliance functions. To qualify in this cat-

egory, the risk management function usually demonstrates 

the qualities detailed in the operational risk management 

function section. 

 iii) The third line is the audit function. A number of TSA 

firms have outsourced their audit function. The underlying 

arrangements and effectiveness of an outsourced audit func-

tion should be assessed for its suitability.  

http://www.occ.gov/news-issuances/news-releases/2014/nr-occ-2014-4a.pdf
http://www.occ.gov/news-issuances/news-releases/2014/nr-occ-2014-4a.pdf
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The FDIC has also issued its own guidelines (“Inter-

agency Guidelines”) for information security standards, as re-

quired by Section 39 of the FDIC Act and Section 501 and 505(b) 

of the GLBA. These guidelines address administrative, tech-

nical, and physical safeguards to protect the security, confiden-

tiality, and integrity of customer information. The Security 

Guidelines set forth specific requirements that apply to a finan-

cial institution’s arrangements with service providers. 

An institution must: 

 exercise appropriate due diligence in selecting 

its service providers; 

 require its service providers by contract to im-

plement appropriate measures designed to 

meet the objectives of the Security Guidelines; 

and 

 where indicated by its risk assessment, monitor 

its service providers to confirm that they have 

satisfied their obligations under the contract de-

scribed above.67 

A service provider is any party that is permitted access to 

a financial institution’s customer information through the pro-

vision of services directly to the institution. Examples of service 

providers include a person or corporation that tests computer 

systems or processes customers’ transactions on the institution’s 

behalf, document-shredding firms, transactional Internet bank-

ing service providers, and computer network management 

firms. LSPs are generally engaged directly by the institution and 

 

 67. See Interagency Guidelines Establishing Information Security Stand-

ards, FDIC (Apr. 20, 2014), https://www.fdic.gov/regulations/laws/rules/

2000–8660.html; see also Interagency Guidelines Establishing Information Security 

Standards, BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM, n. 2 (Aug. 

2, 2013), http://www.federalreserve.gov/bankinforeg/interagencyguidelines

.htm#fn2. 

https://www.fdic.gov/regulations/laws/rules/2000-8660.html
https://www.fdic.gov/regulations/laws/rules/2000-8660.html
http://www.federalreserve.gov/bankinforeg/interagencyguidelines.htm#fn2
http://www.federalreserve.gov/bankinforeg/interagencyguidelines.htm#fn2
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so would likely fall within the definition of service provider and, 

therefore, assume the obligation and expectation of compliance 

with the detailed FDIC security guidelines.68 Another potential 

benchmark for reasonableness of which LSPs should be aware 

is a separate initiative led by large financial institutions to stand-

ardize third-party risk assessments. 

The Shared Assessments Program is rooted in ISO 27001 

and uses a Standard Information Gathering program (SIG) to 

collect details about a service provider’s controls (people, pro-

cess, and procedures), and is supported by a verification proto-

col to ensure accurate assessment and reporting. The Shared 

Assessments was created by the Bank of America Corporation, 

The Bank of New York Mellon, Citibank, JPMorgan Chase & 

Company, U.S. Bankcorp, and Wells Fargo & Company in col-

laboration with leading service providers and the Big Four ac-

counting firms to help financial services companies assess 

service providers. In 2014, the Shared Assessments issued re-

sults of its Vendor Risk Management Survey, with a third of the 

responses coming from financial institutions. The survey was 

based on the following eight vendor risk categories: 

1. Program Governance 

2. Policies Standards Procedures 

3. Contracts 

4. Vendor Risk Identification and Analysis 

 

 68. On a related note, agency-reporting requirements on privacy 

breaches are now accompanied by disclosure obligations for cybersecurity 

risks and cyber incidents. On October 13, 2011, the SEC Division of Corpora-

tion Finance issued guidance on disclosure obligations relating to cybersecu-

rity risks and cyber incidents. The guidance applies to domestic and non-U.S. 

SEC registrants to assist registrants in preparing disclosures under the Secu-

rities Act of 1933 and the Securities Exchange Act of 1934. CF Disclosure Guid-

ance: Topic No. 2, U.S. SECURITIES AND EXCHANGE COMMISSION (Oct. 13, 2011), 

http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm. 

http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
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5. Skills and Expertise 

6. Communication and Information Sharing 

7. Tools, Measurement, and Analysis 

8. Monitoring and Review69 

CONCLUSION 

Both the health care services and financial services indus-

tries are subject to laws and regulations that: (1) impose security 

standards on industry members; (2) require special service con-

tracts between those who collect information directly from con-

sumers and those who provide services to them; (3) require 

notification to consumers when security lapses result in the loss 

of information pertaining to a non-de minimis number of con-

sumers; and (4) subject those who lose data to potential legal li-

ability. Keeping abreast of the best and current practices in these 

industries may be informative to the LSPs in establishing pro-

cesses and programs for not only dealing with information ob-

tained from those industries, but also for treating privacy-

related and other confidential information obtained from others.  

 

 

 69. Shared Assessments, https://www.sharedassessments.org/ (last 

visited June 3, 2015).  

https://www.sharedassessments.org/



