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PREFACE 

Welcome to The Sedona Conference Commentary on Applica-

tion of Attorney-Client Privilege and Work-Product Protection to 

Documents and Communications Generated in the Cybersecurity 

Context (“Commentary”), a project of The Sedona Conference 

Working Group 11 on Data Security and Privacy Liability 

(WG11). This is one of a series of Working Group commentaries 

published by The Sedona Conference, a 501(c)(3) research and 

educational institute dedicated to the advanced study of law 

and policy in the areas of antitrust law, complex litigation, and 

intellectual property rights. The mission of The Sedona Confer-

ence is to move the law forward in a reasoned and just way. 

The mission of WG11 is to identify and comment on trends 

in data security and privacy law, in an effort to help organiza-

tions prepare for and respond to data breaches, and to assist at-

torneys and judicial officers in resolving questions of legal lia-

bility and damages. We hope the Commentary will be of 

immediate and practical benefit to clients, attorneys, and jurists. 

The Sedona Conference acknowledges Editor-in-Chief Doug 

Meal for his leadership and commitment to the project. We also 

thank contributing editors David Cohen, Emily Duke, Tim Ed-

wards, Brian Ray, and Jami Vibbert for their efforts, and Al 

Saikali for his valuable counsel as Steering Committee liaison. 

We also thank Ernâni Magalhães for his contributions.  

In addition to the drafters, this nonpartisan, consensus-

based publication represents the collective effort of other mem-

bers of WG11 who reviewed, commented on, and proposed ed-

its to early drafts of the Commentary that were circulated for 

feedback from the Working Group membership. Other mem-

bers provided feedback at WG11 annual and midyear meetings, 

where drafts of the Commentary were the subject of the dialogue. 

The publication was also subject to a period of public comment. 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

4 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

 

On behalf of The Sedona Conference, we thank all of them for 

their contributions. 

We encourage your active engagement in the dialogue. 

Membership in The Sedona Conference Working Group Series 

is open to all. The Series includes WG11 and several other Work-

ing Groups in the areas of electronic document management 

and discovery, cross-border discovery and data protection laws, 

international data transfers, patent litigation, patent remedies 

and damages, and trade secrets. The Sedona Conference hopes 

and anticipates that the output of its Working Groups will 

evolve into authoritative statements of law, both as it is and  

as it should be. Information on membership and a description 

of current Working Group activities is available at  

https://thesedonaconference.org/wgs. 

Craig Weinlein 

Executive Director 

The Sedona Conference 

November 2019 

  

https://thesedonaconference.org/wgs
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This Commentary evaluates the application of the attorney-

client privilege and work-product protection to documents and 

communications that an organization generates in the cyberse-

curity context. The goal of the Commentary is to address the ab-

sence of “settled law” on this topic by assessing (1) how the 

courts have and can be expected to decide, and what organiza-

tional practices will be important to a court’s decision regarding, 

whether the attorney-client privilege or work-product protec-

tion applies to documents and communications generated in the 

cybersecurity context; and (2) how the development of the law 

in this area should be informed not just by established attorney-

client privilege and work-product protection legal principles, 

but also by the policy rationales underlying the attorney-client 

privilege and work-product protection generally and those 

unique to the cybersecurity context. 

Part A of the Commentary elaborates on the Commentary’s 

purpose (as summarized above) and sets forth its target audi-

ence. Part B sets forth the legal principles generally applicable 

to claims of attorney-client privilege and work-product protec-

tion. Part C uses the general principles set forth in Part B and 

other relevant legal sources to evaluate how the courts have and 

can be expected to decide, and what organizational practices 

will be important to a court’s decision regarding, whether the 

attorney-client privilege or work-product protection applies to 

various types of documents and communications that an organ-

ization generates in the cybersecurity context. Section 1 of Part 

D examines whether and to what extent the results suggested in 

Part C are consistent with the policy rationales underlying the 

attorney-client privilege and work-product protection generally 

and those unique to the cybersecurity context. Section 2 of Part 

D considers various proposals for adapting existing attorney-

client privilege and work-product protection law, or developing 

entirely new protections, for documents and communications 
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that an organization generates in the cybersecurity context, and 

the tradeoffs those proposals present. 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

10 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

 

A. PURPOSE AND TARGET AUDIENCE 

With cybercrime on the rise, cybersecurity breaches have be-

come more frequent, and organizations have increasingly found 

themselves subject to litigation and/or regulatory investigations 

by reason of having experienced such breaches. In such litiga-

tion and/or regulatory investigations, it is often (if not always) 

the case that the organization has created documents and/or en-

gaged in communications that contain information about the or-

ganization’s cybersecurity practices that are therefore relevant 

to the litigation or investigation. Examples include pre-breach 

documents and communications such as assessments of the or-

ganization’s information security posture (e.g., technical and 

gap assessments), table-top exercise results, internal audit re-

ports, reports to third parties (e.g., clients or insurers), or post-

hoc analyses of prior incidents. Relevant cybersecurity-related 

documents and communications also are regularly generated by 

an organization after it suffers a cybersecurity breach, as it con-

ducts a forensic investigation of the breach, assesses its infor-

mation security posture, remediates the circumstances that may 

have enabled the breach to occur, and/or communicates with 

third parties (e.g., law enforcement, insurers, vendors, clients, 

or public relations firms) regarding the breach. 

Such documents and communications are often highly rele-

vant to litigation or regulatory investigations over a breach be-

cause they pertain to issues such as (1) whether the organiza-

tion’s cybersecurity practices, or its oversight of third parties’ 

(e.g., vendors’) cybersecurity practices, complied with any ap-

plicable legal requirements; (2) whether the organization made 

deceptive statements regarding its cybersecurity practices that 

might provide a basis for misrepresentation-based claims; 

and/or (3) whether the organization provided legally sufficient 

notice to external parties regarding the breach. Accordingly, 
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such documents and communications are likely to be helpful to 

plaintiffs and regulators in trying to prove their claims in any 

breach-related litigation or regulatory investigations, and po-

tentially damaging to the breached organization’s legal defenses 

to such claims. As a result, the breached organization may de-

sire to shield such documents and communications from discov-

ery under the attorney-client privilege or as protected trial prep-

aration “work product” (such protection being referred to both 

colloquially and in this Commentary as “work-product protec-

tion”), whereas plaintiffs and regulators may desire to over-

come any such assertion of attorney-client privilege or work-

product protection. 

Because cybersecurity law is in its infancy, there are only a 

few judicial decisions in the cybersecurity area that even ad-

dress, and certainly there is no “settled law” in the cybersecurity 

area that establishes, when, if ever, a breached organization’s 

pre- and post-breach cybersecurity-related documents and com-

munications (collectively, CI) can be protected from discovery 

under the attorney-client privilege or the work-product protec-

tion. Moreover, because CI tends to be unique to the cybersecu-

rity context, or at least not regularly encountered in litigation 

generally, the applicability of the attorney-client privilege and 

the work-product protection to CI has received little if any judi-

cial attention outside the cybersecurity area.1 Cybersecurity law-

yers and judges handling cybersecurity cases are therefore cur-

rently operating with only minimal guidance in considering 

 

 1. For instance, while there is substantial case law on the applicability of 

the attorney-client privilege and work-product protection to documents like 

financial reports and product safety investigations, courts have had little oc-

casion to rule on whether CI such as penetration test reports or data-breach 

forensic investigations qualifies for either protection. 
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whether and to what extent CI qualifies for the attorney-client 

privilege or the work-product protection. 

The Commentary seeks to address the absence of settled law 

in this area by providing cybersecurity lawyers (whether they 

are private practitioners, in-house organizational attorneys, or 

government regulators) and judges with: (i) an evaluation of 

how the courts have extrapolated and can be expected to extrap-

olate general principles of attorney-client privilege and work-

product protection law into the context of CI; and (ii) guidelines 

as to what practices by the organization in question the courts 

can be expected to consider as important in deciding whether 

an organization’s CI2 can be protected from discovery under the 

attorney-client privilege or the work-product protection.3 The 

 

 2. The Commentary focuses on attorney-client privilege and work-prod-

uct protection claims that an organization might assert as to its own CI, rather 

than attorney-client privilege and work-product protection claims that such 

an organization’s adversaries might assert as to their documents and com-

munications. 

 3. The Commentary focuses on attorney-client privilege and work-prod-

uct protection law, as opposed to other privileges and protections that might 

potentially apply to CI, but recognizes that other privileges and protections 

may potentially be applicable to CI and/or may have underlying policy ra-

tionales that bear upon the propriety of according attorney-client privilege 

and/or work-product protection to CI. In addition, while private lawsuits 

and regulatory investigations regarding cybersecurity breaches occur inside 

and outside of the United States, and accordingly, data security lawyers have 

an interest in both the U.S. and the non-U.S. legal standards governing attor-

ney-client privilege and work-product protection claims that might be made 

as to CI, the Commentary focuses solely on the U.S. legal standards. In this 

regard, it bears noting that many of the cybersecurity decisions discussed in 

Part C below, while brought in federal court, were decided under state attor-

ney-client privilege law pursuant to Federal Rule of Evidence 501, because 

the court’s jurisdiction rested on diversity of citizenship. However, none of 

those decisions are at odds with any of the general governing principles of 

attorney-client privilege law discussed in Part B.1 below or turned on the 
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Commentary also seeks to help move the law forward by provid-

ing practitioners (faced with advocating for and against the dis-

coverability of CI), judges (faced with rendering decisions on its 

discoverability), and legislators (seeking to create law on its dis-

coverability) with an assessment of the arguments for and 

against having the discoverability of CI be determined under 

general principles of attorney-client privilege and work-product 

protection law, as opposed to modifying those principles in the 

context of CI to create more or less protection of CI from discov-

ery than otherwise would be provided under the attorney-client 

privilege and the work-product protection. Finally, the Commen-

tary considers various proposals for adapting existing attorney-

client privilege and work-product protection law, or developing 

entirely new protections, in the CI context. To this end, the Com-

mentary calls for enacting a qualified—but not an absolute—

stand-alone cybersecurity privilege under which CI would en-

joy some measure of protection against discoverability, whether 

or not lawyers were sufficiently involved in its creation to qual-

ify the CI in question for the attorney-client privilege and/or the 

work-product protection. The Commentary also calls for all U.S. 

jurisdictions to recognize a “no waiver” doctrine that provides 

a data holder’s disclosure of CI to law enforcement would not 

waive any privilege or protection that might otherwise be 

claimed in future civil litigation. 

 

attorney-client privilege law of the state in question being at odds with one 

or more of those general governing principles. Accordingly, while differ-

ences do exist in various states’ attorney-client privilege laws, none of those 

differences are relevant to the discussion in Parts C and D below regarding 

the application of attorney-client privilege law to CI. Similarly, while differ-

ences also exist in various states’ laws regarding work-product protection 

and waiver of privilege, none of those differences are relevant to the discus-

sion in Parts C and D below regarding the application of those laws to CI.  
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B. GENERAL GOVERNING PRINCIPLES 

This Part of the Commentary summarizes the general princi-

ples of attorney-client privilege and work-product protection 

law most relevant to the application of the attorney-client priv-

ilege and the work-product protection to CI. This Part is there-

fore not intended as a generalized primer on attorney-client 

privilege and work-product protection law. Part B.1 sets forth 

the relevant general principles of attorney-client privilege law; 

Part B.2 sets forth the relevant general principles of work-prod-

uct protection law; and Part B.3 sets forth the relevant general 

principles regarding waiver of attorney-client privilege and 

work-product protection. 

1. The Attorney-Client Privilege 

The attorney-client privilege generally protects a communi-

cation made in confidence for the “predominant purpose” of ob-

taining legal advice from a lawyer.4 The privilege protects com-

munications, including observations of the client’s 

communicative acts (such as the client revealing a hidden scar 

or submitting to a medical examination by a doctor enlisted by 

the attorney), but does not permit a party to resist disclosure of 

the facts underlying the communications to the extent they are 

discoverable separate from the communications.5 The 

 

 4. In re County of Erie, 473 F.3d 413, 419–20 (2d Cir. 2007); United States 

v. Kovel, 296 F.2d 918, 922 (2d Cir. 1961). Courts sometimes alternatively use 

the phrase “primary purpose” or “dominant purpose” in this context, ac-

knowledging that it has the same meaning as “predominant purpose.” See, 

e.g., In re County of Erie, 473 F.3d at 420 (citing In re Buspirone Antitrust Litig., 

211 F.R.D. 249, 252–53 (S.D.N.Y. 2002); U.S. Postal Serv. V. Phelps Dodge Re-

fining Corp., 852 F. Supp. 156, 163 (E.D.N.Y. 1994). 

 5. 1 KENNETH S. BROUN & ROBERT P. MOSTELLER, MCCORMICK ON 

EVIDENCE § 89 (7th ed. 2016). 
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privilege’s “purpose is to encourage full and frank communica-

tion between attorneys and their clients and thereby promote 

broader public interests in the observance of law and admin-

istration of justice.”6  “[L]ike any other testimonial privilege,” 

however, “this rule contravenes the fundamental principle that 

the public has a right to every man’s evidence,” and therefore 

courts “construe it narrowly to serve its purposes.”7 

In the corporate context, confidential communications be-

tween corporate employees and counsel for the predominant 

purpose of assisting counsel in rendering legal advice to the 

company are protected by the attorney-client privilege.8 The 

majority of courts today employ a “functionality” or “subject-

matter” test that extends the attorney-client privilege to include 

a company lawyer’s communications with any corporate em-

ployee as long as the communication relates to the subject mat-

ter for which the company is seeking legal representation.9 

Courts generally have held under both federal common law and 

 

 6. Upjohn Co. v. United States, 449 U.S. 383, 389 (1981). 

 7. In re Pac. Pictures Corp., 679 F.3d 1121, 1126 (9th Cir. 2012) (internal 

citation and quotation marks omitted). 

 8. Id. at 396. 

 9. 1 THE AMERICAN LAW INSTITUTE, RESTATEMENT (THIRD) OF THE LAW 

GOVERNING LAWYERS § 73 (2000). Note: Some states continue to employ the 

more restrictive “control group” test, which designates only upper-level 

management as clients of the corporate counsel. See, e.g., Alaska (see Manu-

mitted Cos. v. Tesoro Alaska Co., 2006 WL 8431821, at *2 (D. Alaska Aug. 16, 

2006)); Illinois (see Consolidation Coal Co. v. Bucyrus-Erie Co., 432 N.E.2d 

250 (Ill. 1982); Sterling Fin. Mgmt., L.P. v. UBS PaineWebber, Inc., 782 N.E.2d 

895, 900 (Ill. 2002)); Hawaii (HAW. REV. STAT. § 626-503); Maine (ME. R. EVID. 

502(a)(2)). Many other states have yet to specifically decide which test to ap-

ply. See Brian E. Hamilton, Conflict, Disparity, and Indecision: The Unsettled 

Corporate Attorney-Client Privilege, 1997 ANN. SURV. AM. L. 629, 630 (1997). The 

control group test has been explicitly rejected for use by federal courts. See 

Upjohn Co., 449 U.S. at 390–92. 
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state law10 that this includes not just communications with ac-

tual employees, but also with independent contractors who are 

the “functional equivalent” of an employee.11 Because in-house 

counsel may play multiple roles in a corporation, some courts 

applying either federal common law or state law have applied 

additional scrutiny to assertions of privilege involving commu-

nications with in-house counsel, requiring organizations to 

make a “clear showing” that such communications were made 

for a legal, rather than a business, purpose.12 

Communications between “privileged persons” may include 

those between employees, in-house counsel or outside counsel, 

and any of the company’s subsidiaries or affiliates and any com-

bination of them. These could be communications: (1) from em-

ployees to counsel; (2) from counsel to employees; (3) between 

counsel; (4) between employees or their functional equiva-

lents;13 or (5) with qualified agents of counsel or the client (e.g., 

employees or counsel of an agent, confidential litigation 

 

 10. In U.S. federal courts, privilege law is governed by FED. R. EVID. 501. If 

jurisdiction is based on a federal question, FED. R. EVID. 501 provides for the 

application of the federal common law of privilege. State privilege law ap-

plies in most cases brought under the federal court’s diversity jurisdiction, 

and in other federal proceedings “with respect to an element of a claim or 

defense as to which state law supplies the rule of decision.” FED. R. EVID. 501. 

State law regarding privilege issues applies in state court proceedings. Each 

state has its own articulation of the privilege, and there are considerable dif-

ferences among jurisdictions regarding its scope and application. 

 11. See, e.g., In re Bieter Co., 16 F.3d 929 (8th Cir. 1994). 

 12. See, e.g., In re Vioxx Prod. Liab. Litig., 501 F. Supp.2d 789, 799 (E.D. La. 

2007) (“While this expanded role of legal counsel within corporations has 

increased the difficulty for judges in ruling on privilege claims, it has concur-

rently increased the burden that must be borne by the proponent of corporate 

privilege claims relative to in-house counsel.”). 

 13. 2 DAVID M. GREENWALD, ROBERT R. STAUFFER & ERIN R. SCHRANTZ, 

TESTIMONIAL PRIVILEGES § 1:31 (2012). 
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consultants, or informal consulting experts).14 The nature and 

scope of the privilege varies state-by-state and is not uniform as 

a matter of federal common law, with certain states and federal 

courts limiting the extent and/or existence of any claim of priv-

ilege, for example, between nonlawyer employees, or with func-

tional equivalents and/or affiliated entities. 

Courts have generally held under both federal common law 

and state law that, for the attorney-client privilege to apply, the 

dominant or predominant purpose of the communication itself 

must have been to solicit or render legal advice.15 At least one 

state (California) is more protective, providing that communica-

tions will be deemed to present a prima facie claim of attorney-

client privilege so long as obtaining advice was the predominant 

purpose of the relationship between the client and counsel.16 

Courts have generally held under both federal common law 

and state law that the attorney-client privilege can extend to 

communications involving counsel-retained experts where the 

 

 14. Id. at §§ 1:28–1:32 (agents of counsel), and at § 1:36 (representatives and 

agents of the client). 

 15. See In re County of Erie, 473 F.3d 413, 420 (2d Cir. 2007) (“We consider 

whether the predominant purpose of the communication is to render or so-

licit legal advice.”) (applying federal law); THE AMERICAN LAW INSTITUTE, su-

pra note 7, at § 72 cmt. c (2000) (“A client must consult the lawyer for the pur-

pose of obtaining legal assistance and not predominantly for another 

purpose.”).  

 16. See, e.g., Costco Wholesale Corp. v. Super. Ct., 219 P.3d 736, 746 (Cal. 

2009) (a court must first determine “the dominant purpose of the relationship 

between the [client] and its in-house attorneys,” and if the dominant purpose 

is the provision of legal advice, those communications would be subject to 

the privilege) (emphasis in original); see also Cason v. Fed. Life Ins. Co., No. 

C-10-0792, 2011 WL 1807427, at *2 (N.D. Cal. May 11, 2011) (“It is not the 

dominant purpose of a communication that dictates whether the attorney-

client privilege is applicable; rather, the issue is what was the dominant pur-

pose of the relationship.” (emphasis in original)). 
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expert is necessarily included for the purpose of assisting the 

attorney in providing legal advice. Specifically, under what is 

often referred to as the Kovel doctrine, the attorney-client privi-

lege will extend to the work and communications of third-party 

experts if the expert was hired “for the purpose of obtaining 

[confidential] legal advice from the lawyer.”17 In Kovel, the attor-

ney hired an accountant to assist him in understanding his cli-

ent’s tax position, and the communications at issue were be-

tween the client and the accountant. The court analogized the 

accountant to a translator, whose assistance in overcoming a 

language barrier would not destroy the privilege. Where the re-

quirements for this exception are met, i.e., where the expert’s 

presence in the communication is necessary for counsel’s provi-

sion of legal advice, courts have held that the privilege may ex-

tend not only to communications between counsel and the ex-

pert, but also to communications between the expert and the 

client directly.18 

 

 17. United States v. Kovel, 296 F.2d 918, 922–23 (2d Cir. 1961); see also CAL. 

EVID. CODE § 952 (privilege extends to “those to whom disclosure is reason-

ably necessary for the transmission of the information or the accomplishment 

of the purpose for which the lawyer is consulted”); Rodriguez v. Super. Ct., 

18 Cal. Rptr. 2d 120, 123–24 (Cal. Ct. App. 1993) (communications between 

client and a doctor hired by counsel to evaluate client for defense of criminal 

proceedings were privileged); Nat’l Steel Prods. Co. v. Super. Ct., 210 Cal. 

Rptr. 535, 538 (Cal. Ct. App. 1985) (privilege could extend to communications 

involving engineering expert retained by counsel to perform technical anal-

ysis of building structure to assist counsel in providing legal advice). 

 18. See Umpqua Bank v. First Am. Title Ins. Co., 2011 WL 997212, at *7 

(E.D. Cal. Mar. 17, 2011) (communications between client and counsel-re-

tained expert protected where for the purpose of furthering legal advice); see 

also In re OM Group Sec. Litig., 226 F.R.D. 579, 588–89 (N.D. Ohio 2005) 

(same); In re Grand Jury Subpoenas Dated March 24, 2003, 265 F. Supp. 2d 

321, 331–32 (S.D.N.Y. 2003) (same). 
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For communications among company employees (or the 

functional equivalents of employees) that do not include coun-

sel or counsel-retained experts, the inquiry is highly fact-de-

pendent, and generally turns on the intent of the creator of the 

communications.19 

In order to be privileged, a communication must be made in 

confidence. Communications contained in public documents, 

such as final press releases and corporate annual reports, are not 

privileged. The party asserting a privilege or protection has the 

burden of establishing that withheld information qualifies for 

protection. 

2. Work-Product Protection Law 

In U.S. federal court, the work-product doctrine is governed 

by Fed. R. Civ. P. 26(b)(3)(A), which provides that “a party may 

not discover documents and tangible things that are prepared 

in anticipation of litigation or for trial by or for another party or 

its representative (including the other party’s attorney, consult-

ant, surety, indemnitor, insurer, or agent).”20 To satisfy the “an-

ticipation of litigation” test, a document must be prepared after 

a point at which the company “anticipated” that litigation 

would be filed against it. Courts applying the rule have differed 

somewhat in their formulation of the test for determining when 

an as-yet-uncommenced litigation is sufficiently “anticipated” 

to make work-product protection potentially applicable. They 

 

 19. E.g., Williams v. Sprint/United Mgmt. Co., 238 F.R.D. 633, 639–40 (D. 

Kan. 2006) (sustaining privilege as to drafts that ultimately were not shared 

with counsel, because they nonetheless “constituted communications made 

for the purpose of obtaining legal advice”); In re Bieter Co., 16 F.3d 929, 938 

(8th Cir. 1994) (applying a fact-intensive privilege analysis to the functional 

equivalent of an employee). 

 20. FED R. CIV. P. 26(b)(3)(A). 
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agree, however, that the prospect of that future litigation must 

be more than speculative.21 

Evidence that courts have looked to in determining whether 

litigation was “anticipated” includes evidence that a prospec-

tive plaintiff intended to make a claim;22 hiring of outside coun-

sel;23 dissemination of a “litigation hold” or preservation no-

tice;24 and putting a potential adversary on notice, either directly 

 

 21. See, e.g., Willis v. Westin Hotel Co., No. 85 Civ. 2056 (CBM), 1987 WL 

6155, at *1 (S.D.N.Y. Jan. 30, 1987) (“The mere contingency that litigation may 

result does not give rise to the privilege.”); Hertzberg v. Veneman, 273 F. 

Supp.2d 67, 75 (D.D.C. 2003) (“While litigation need not be imminent or cer-

tain in order to satisfy the anticipation-of-litigation prong of the test, this cir-

cuit has held that at the very least some articulable claim, likely to lead to 

litigation, must have arisen, such that litigation was fairly foreseeable at the 

time the materials were prepared.”) (quotations and citation omitted); In re 

Grand Jury Investigation, 412 F. Supp. 943, 948 (E.D. Pa. 1976) (“Advising a 

client about matters which may or even likely will ultimately come to litiga-

tion does not satisfy the ‘in anticipation of’ standard. The threat of litigation 

must be more real and imminent than that.”); Helt v. Metro. Dist. Comm’n, 

113 F.R.D. 7, 12 (D. Conn. 1986) (“To qualify, the documents must have been 

prepared any time after initiation of the proceeding or such earlier time as 

the party who normally would initiate the proceeding had tentatively for-

mulated a claim, demand or charge.”) (internal quotation omitted). 

 22. See, e.g., Resolution Trust Corp. v. Mass. Mut. Life Ins. Co., 200 F.R.D. 

183, 189–90 (W.D.N.Y. 2001); McNulty v. Bally’s Park Place, Inc., 120 F.R.D. 

27, 29 (E.D. Pa. 1988). 

 23. See Maertin v. Armstrong World Indus., Inc., 172 F.R.D. 143 (D.N.J. 

1997); but see Lindley v. Life Investors Inc. Co., Nos. 08-CV-0379-CVE-PJC, 

09-CV-0429-CVE-PJC, 2010 WL 1741407, at *4 (N.D. Okla. Apr. 28, 2010) 

(“[T]he mere fact that the Taskforce consulted in-house or outside counsel 

about potential litigation scenarios does not mean that defendant was acting 

in anticipation of litigation.”). 

 24. See Major Tours, Inc. v. Colorel, Civil No. 05-3091 (JBS/JS), 2009 WL 

2413631, at *2 (D.N.J. Aug. 4, 2009) (collecting authorities that deem litigation 

hold notices subject to work-product protection). 
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or through public disclosure, of facts that reasonably could be 

expected to result in the adversary initiating litigation.25 

In addition to showing that litigation was anticipated, the 

proponent of the work-product protection must also show that 

the document was prepared “in anticipation of” the anticipated 

litigation, and not for some other purpose. Most circuits decide 

this aspect of work-product protection by applying the “because 

of” test, asking if the document was prepared “because of” the 

prospect of the litigation in question.26 In regard to “dual pur-

pose” documents that serve both business and litigation pur-

poses, the “because of” test is often characterized as a “but for” 

test: “[w]here a document was created because of anticipated 

litigation, and would not have been prepared in substantially 

similar form but for the prospect of that litigation, it falls within 

Rule 26(b)(3).”27 The Fifth Circuit applies the more restrictive 

“primary purpose” test, requiring that “the primary motivating 

purpose . . . was to aid in possible future litigation.”28 

Materials otherwise qualifying for work-product protection 

may be discovered under certain circumstances where a party 

 

 25. See, e.g., Schwarz & Schwarz of Virginia L.L.C. v. Certain Underwriters 

at Lloyd’s London, No. 6:07cv00042, 2009 WL 1043929, at *3–4 (W.D. Va. Apr. 

17, 2009) (finding that the date on which insurer began to anticipate litigation 

was the date it denied coverage, and noting the other cases with same hold-

ing); Country Life Ins. Co., v. St. Paul Surplus Lines Ins. Co., No. 03-1224, 

2005 WL 3690565, at *7 (C.D. Ill. Jan. 31, 2005) (same); see also United States v. 

Roxworthy, 457 F.3d 590, 597 (6th Cir. 2006) (finding that a potential defend-

ant anticipated litigation against the I.R.S. based on the fact that the I.R.S. 

frequently litigated tax losses of the sort the potential defendant had decided 

to claim, even though the IRS was not, at the time, aware that the defendant 

was going to claim such a tax loss). 

 26. E.g., In re Grand Jury Proceedings, 604 F.2d 798, 803 (3d Cir. 1979). 

 27. United States v. Adlman, 134 F.3d 1194, 1195 (2nd Cir. 1998). 

 28. In re Kaiser Aluminum & Chem. Co., 214 F.3d 586, 593 (5th Cir. 2000). 
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“shows that it has substantial need for the materials to prepare 

its case and cannot, without undue hardship, obtain their sub-

stantial equivalent by other means.”29 But, “[i]f the court orders 

discovery of those materials, it must protect against disclosure 

of the mental impressions, conclusions, opinions, or legal theo-

ries of a party’s attorney or other representative concerning the 

litigation.”30 

3. Waiver 

The attorney-client privilege or the work-product protection 

may in certain circumstances be waived as to a document or 

communication that would otherwise be protected from discov-

ery under one or both doctrines. The attorney-client privilege is 

more easily waived than the work-product protection. For in-

stance, disclosure of an otherwise attorney-client privileged 

document or communication to any third party generally results 

in waiver of the privilege (subject to limited exceptions, such as 

for disclosures to a third-party having a common interest or 

who is the functional equivalent of an employee), whereas dis-

closure of a work-product protected document to a third party 

generally does not waive the protection unless the disclosure is 

to an adversary or a conduit to an adversary.31 Courts have also 

indicated that disclosure of an attorney-client privileged com-

munication within a company may waive that privilege if the 

disclosure is made to an employee who did not “need to know” 

 

 29. FED. R. CIV. P. 26(b)(3)(A)(ii). 

 30. FED. R. CIV. P. 26(b)(3)(B). 

 31. See, e.g., United States v. Deloitte LLP, 610 F.3d 129, 140 (D.C. Cir. 

2010); United States v. Graf, 610 F.3d 1148, 1158 (9th Cir. 2010); In re Bieter 

Co., 16 F.3d 929 (8th Cir. 1994); La. Mun. Police Employees Ret. Sys. v. Sealed 

Air Corp., 253 F.R.D. 300, 309 (D.N.J. 2008). 
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of the document or communication.32 Moreover, language in 

some decisions could be read to suggest that in jurisdictions that 

employ a “control group” test for attorney-client privilege, dis-

closures of attorney-client privileged communications to inter-

nal employees outside the “control group” may waive the priv-

ilege as well.33 

Disclosure of attorney-client privileged or work-product 

protected documents or communications to a third party may 

result in waiver of the privilege or protection for the documents 

or communications not only as against that third party, but also 

as against other third parties. While at least one court has held 

that a “selective waiver” theory may protect a party who dis-

closes information to a governmental entity from losing either 

the attorney-client privilege or the work-product protection as 

to that information as against other entities,34 many courts have 

rejected this theory.35 Some courts have allowed disclosure to 

 

 32. See, e.g., Verschoth v. Time Warner, Inc., No. 00CIV1339AGSJCF, 2001 

WL 286763 at *3 (S.D.N.Y. Mar. 22, 2001) (company “lost any privilege with 

respect to” legal advice when that advice was conveyed to worker who did 

not need to know that advice). 

 33. See, e.g., Barr Marine Prods., Co., Inc. v. Borg-Warner Corp., 84 F.R.D. 

631, 634 (E.D. Pa. 1979) (“if one member of the control group relays legal ad-

vice to another member the privilege is not lost”) (emphasis added). 

 34. See, e.g., Diversified Indus., Inc. v. Meredith, 572 F.2d 596, 611 (8th Cir. 

1977) (referring to a selective waiver as a “limited waiver”); In re McKesson 

HBOC, Inc. Secs. Litig., No. C-99-20743 RMW, No. C-00-20030 RMW, 2005 

U.S. Dist. LEXIS 7098, at *47 (N.D. Cal. Mar. 31, 2005). 

 35. In re Columbia/HCA Healthcare Corp. Billing Practices Litig., 293 F.3d 

289, 306 (6th Cir. 2002) (finding that a party’s voluntary disclosure of pro-

tected documents to the SEC, even under a confidentiality agreement, con-

stituted a complete waiver of attorney-client and work-product privilege); 

see also Westinghouse Elec. Corp. v. Republic of Phil., 951 F.2d 1414, 1429 (3d 

Cir. 1991) (determining party’s “disclosure of work product to the SEC and 

to the DOJ waived the work-product doctrine as against all other 
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law enforcement or regulators under some circumstances with-

out waiving the attorney-client and work-product protections 

as against other parties, provided that the company entered into 

a confidentiality or protective order containing appropriate 

non-waiver and other provisions.36 

In addition, disclosure of attorney-client privileged and/or 

work-product protected information may operate not only as a 

waiver of the disclosed information as to others, but also as a 

waiver of attorney-client privilege and/or work-product protec-

tion as to any related undisclosed information, both as to the re-

cipient of the disclosed information and as to others. Such sub-

ject-matter waivers historically were not recognized in the 

work-product protection context (with some exceptions),37 but 

were typically recognized in the attorney-client privilege con-

text.38 Today, Federal Rule of Evidence 502, which became effec-

tive in 2008, consolidates treatment of the scope of waiver of the 

attorney-client privilege and work-product protection into a 

 

adversaries,” notwithstanding if there was or was not a finding that there 

was a confidentiality agreement entered into with government agencies). 

 36. Compare In re Columbia/HCA., 293 F.3d at 303 (declining to apply selec-

tive waiver even in instances where the parties enter into confidentiality or-

ders), with In re Steinhardt Partners, L.P., 9 F.3d 230, 236 (2d Cir. 1993) (indi-

cating that selective waiver would apply in disclosure to the government as 

long as a confidentiality agreement existed). See also, e.g., In re Qwest 

Commc’ns Int’l Inc., 450 F.3d 1179, 1195-99 (10th Cir. 2006). A footnote ac-

companying documents voluntarily disclosed to a government entity con-

cerning the exemption of such documents from production under the Free-

dom of Information Act (FOIA) is not a sufficient confidentiality agreement 

to attain selective waiver. See, e.g., In re Aqua Dots Prod. Liab. Litig., 270 

F.R.D. 322, 330 (N.D. Ill. 2010), aff’d, 654 F.3d 748 (7th Cir. 2011). 

 37. See, e.g., Pittman v. Frazer, 129 F.3d 983, 988 (8th Cir. 1997); 2 DAVID M. 

GREENWALD ET AL., supra note 13 § 2:32 (3d ed. 2015). 

 38. See, e.g., In re Sealed Case, 676 F.2d 793, 809 (D.C. Cir. 1982); 2 

CHRISTOPHER B. MUELLER ET AL., FEDERAL EVIDENCE § 5:33 (4th ed. 2017). 
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single regime when the disclosure is made in a federal proceed-

ing or to a federal office or agency.39 Under Rule 502, when such 

a disclosure waives the attorney-client privilege or work-prod-

uct protection, the waiver extends to undisclosed information 

only if “the waiver is intentional, the disclosed and undisclosed 

communications or information concern the same subject mat-

ter, and they ought in fairness to be considered together.”40 

 

 39. Chick-fil-A v. ExxonMobil Corp., No. 08-61422-CIV, 2009 WL 3763032 

(S.D. Fla. Nov. 10, 2009). 

 40. FED. R. EVID. 502(a). Even as to disclosures covered by Rule 502(a), 

however, some courts have been more reluctant to find a subject-matter 

waiver as to work-product protection than as to attorney-client privilege. See, 

e.g., Chick-fil-A, (subject matter waiver under Rule 502(a) extended only to 

fact work product, not opinion work product, given the special protection 

afforded to opinion work product). 
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C. APPLICATION OF ATTORNEY-CLIENT PRIVILEGE AND 

WORK-PRODUCT PROTECTION PRINCIPLES TO 

CYBERSECURITY INFORMATION 

Taking the general principles of privilege and protection law 

and applying them to the CI context becomes more complex. 

The question of whether the attorney-client privilege or work-

product protection applies to CI generally arises when a com-

pany is faced with litigation or a civil government investigation 

following a security incident. During this post-incident litiga-

tion or investigation, many types of CI may be sought by a reg-

ulator or private plaintiff concerning actions taken (or not taken) 

by the company prior to and after the security incident. These 

types of CI may be relevant to show the organization’s security 

posture pre-incident, the causes of the incident, and the efficacy 

of the response. 

This Part of the Commentary will discuss a variety of CI that 

organizations may create prior to a security incident when 

building and implementing a cybersecurity program, and in re-

sponse to security incidents and breaches. To date, few courts 

have been faced with questions regarding whether to apply at-

torney-client privilege and work-product protection principles 

to the cybersecurity context. While parties often dispute attor-

ney-client privilege and work-product protection issues in cy-

bersecurity litigation or investigations, given the dearth of case 

law, such disputes appear to be primarily resolved without any 

judicial intervention. Thus, in addressing how courts may de-

termine whether the attorney-client privilege or work-product 

protection attaches to certain CI, this Part analyzes not only on-

point case law, but also decisions addressing similar types of 

documents in other contexts. This Part also extrapolates prac-

tices that may affect the likelihood that the attorney-client priv-

ilege and/or work-product protection will apply. 
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Because the legal concepts vary in some respects, we have 

divided this Part into sections separately dealing with the priv-

ilege and protection concepts that may apply to CI created (1) 

before a security incident is discovered (“pre-incident CI”), and 

(2) after a security incident is discovered (post-incident CI”). 

The third section of this Part discusses the various types of 

waiver that may apply if the CI holder discloses privileged or 

protected information. 

This Part analyzes the application to CI of the general gov-

erning principles set forth in Part B. It does not consider whether 

CI should, as a policy matter, receive more or less protection 

than it does under the general governing principles set forth in 

Part B. That issue is, however, discussed at length in Part D. 

Moreover, Part C’s analysis of the application of the attorney-

client privilege to CI gives no consideration to the importance 

of the CI in question to plaintiffs and regulators, because there 

is no basis in attorney-client privilege law for communications 

otherwise protected by the attorney-client privilege to lose that 

protection based on the need of the opposing party to obtain 

such discovery. On the other hand, such a basis does exist in 

work-product protection law, so Part C’s analysis of the appli-

cation of the work-product protection to CI gives substantial 

consideration to the importance of the CI in question to the 

party seeking the CI.41 

1. Legal Evaluation and Practice Guidelines as to Application of 

Attorney-Client Privilege and Work-Product Protection to 

Pre-Incident CI 

Pre-incident CI concerning an organization’s security pro-

gram, policies, and procedures prior to any security incident 

 

 41. See Part C.2.c.ii, infra. 
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being discovered can fall into several distinct categories. De-

pending on the level of security protocols and programs in place 

and the size of the organization and its security team, an organ-

ization may have little-to-no pre-incident CI, or it may have 

large amounts. Because cybersecurity issues are multidiscipli-

nary, involving technical tools and processes that interact with 

legal standards and obligations, this CI may or may not involve 

lawyers, consultants, technologists, security teams, and others 

at various stages and for various reasons. 

a. Types of Pre-Incident CI 

The potential pre-incident CI that may be sought in a post-

incident situation includes the following, non-exhaustive list. 

i. Technical Inventories, Configuration Reviews, 

Vulnerability Scans, and Penetration Tests 

One aspect of pre-incident cybersecurity processes can in-

clude the identification and inventory of an organization’s as-

sets, data, and systems. This identification process allows organ-

izations to prioritize risk and assign security controls in a 

methodical manner. A technical security expert or vendor may 

use a variety of tools to take an inventory of the network infra-

structure, measure what devices are connected to the network, 

inventory the software applications installed and where the ap-

plications are installed, catalogue external information systems, 

map communication and data flows, and measure which soft-

ware applications are up to date. 

Configuration reviews may include review of the configura-

tion of servers, firewalls, routers, and user accounts, and a re-

view of certain related policies, such as how user groups are 

configured for permissions and access to the network. 
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Technical experts may also be hired, or the internal security 

team may be used, to conduct vulnerability scans to identify 

weaknesses in a network or system; for example, open ports, 

unregistered devices, or firewalls that are not turned on. These 

scans typically use software tools to investigate the current state 

of a computer system or network to identify points of weakness. 

Penetration tests add the aspect of exploiting discovered weak-

nesses to see if other checks and balances will nonetheless pre-

vent the tester from doing harm to the system. Thus, the testing 

entity will attempt to access confidential, personal, or sensitive 

information, alter information, or shut down the system using 

one of the now-known vulnerabilities. 

Data generated and retained with respect to these invento-

ries, reviews, scans, and tests discloses the current state of the 

system, including possible gaps in security controls or related 

processes, potential vulnerabilities, and aspects that may be ripe 

for remediation. In most of these instances, the tools used and 

expertise required to perform the investigation of a system’s 

“current state” are beyond the understanding of a lawyer or op-

erational personnel within the organization. Thus, whether a 

lawyer is involved depends on the circumstances. For example, 

sometimes a basic vulnerability assessment may be conducted 

through interviews of employees and users to determine the lo-

cation of weaknesses. This interview could uncover people- or 

process-oriented vulnerabilities. The interview may (or may 

not) have been done by a lawyer or someone from audit or com-

pliance working under the direction of a lawyer. The CI in this 

instance may take the form of attorney notes and, potentially, a 

written compliance or gap report for management, with poten-

tial remediation. 

Similarly, while these technical inventories, configuration 

reviews, vulnerability scans, and penetration tests may be part 
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of an organization’s larger risk assessment process done at the 

behest of counsel, those activities often do not involve counsel. 

ii. Security Risk Assessments, Outside Audits, and 

Remediation Efforts 

Another aspect of pre-incident CI could be in the form of a 

security risk assessment, which may be completed internally or 

by hiring third-party security vendors and/or outside counsel. 

The risk assessment may include the entire organization or 

some specific systems (systems containing personal infor-

mation, for example), or some aspect of the organization’s secu-

rity controls (vendor management, for example). The output of 

these security assessments is often a prioritized list of items the 

organization may wish to address with more extensive security 

measures. Sometimes these are technology-based, such as the 

need to encrypt certain types of data on portable media; some-

times these are process-based, such as the need to create a pro-

cedure for dealing with exiting and transferring employees; and 

sometimes these are people-based, such as the need to increase 

training or compliance. 

If outside counsel is involved, these assessments may be 

done to help the lawyer explain to the organization what legal 

obligations it has, whether they are being met, and any oppor-

tunities to improve. Such legal assessments may also explain 

how the organization might remediate its security posture to 

meet those obligations, including addressing what specific ac-

tivities are considered reasonable under various laws. 

Legal counsel often will work with technical experts within 

the organization or hire technical experts to assist in creating a 

legally prioritized remediation report. Assessments prioritized 

by reference to the legal standards and environment in which 

the company operates, and conducted under the supervision of 
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counsel, contain legal decisions about what is reasonable under 

the law for the particular organization. 

Other times, only security vendors are involved, and while 

risks are categorized and prioritized, they typically are not done 

with reference to the legal environment in which the company 

sits, but rather prioritized according to technical standards. 

These security vendors are often, but not always, hired by the 

IT or security departments, and no counsel is involved. 

In addition to security assessments, organizations will some-

times hire outside vendors to perform compliance audits, such 

as audits to assess for compliance with the Payment Card Indus-

try Data Security Standard (PCI DSS). Again, these are often 

done without legal counsel’s advice, in order to obtain inde-

pendent certification of PCI compliance. 

Following up on these assessments and audits, companies 

will often engage outside security vendors and/or legal counsel 

to assist in remediation of any gaps and/or opportunities for im-

provement identified in the security assessment or audit pro-

cess. 

iii. Policies and Procedures 

Many aspects of a well-run and reasonable cybersecurity 

system are documented in IT, management, or employee poli-

cies or procedures. This could include policies and procedures 

directed at one specific security control. For example, an access-

control policy could dictate how to determine who has access to 

what, document these permissions, and describe the process for 

terminating such access, granting additional access, or changing 

access. Accompanying forms may provide documentation of 

these decisions, and accompanying procedures would describe 

how to implement the specific access controls associated with 

each decision. Another example could be a mobile-device policy 
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regarding how to handle company-owned or “bring your own” 

mobile devices. The policy could also be one that concerns inci-

dent response, privacy and cybersecurity generally, or accepta-

ble use. Some state and federal laws require that organizations 

maintain a written information security policy, and many other 

standards indicate that such written policies are a requirement 

of reasonable cybersecurity. 

While the legal team (in-house or outside) will typically be 

involved in drafting and revising the policies required by state 

and federal law, that may not be the case with respect to more 

technology-focused procedures, or technical configuration pro-

cedures, such as the type of encryption to use at rest or in transit. 

During post-incident proceedings, both IT-focused and legal 

policies and procedures may be relevant and sought. In addi-

tion, drafts of those same policies and procedures may be re-

quested. Decisions made during the drafting process may indi-

cate risk-based approaches that can be questioned in hindsight. 

iv. Tabletop Exercises 

Organizations may test their incident detection and response 

times or the functioning of their incident response programs by 

conducting tabletop exercises. Tabletop exercises typically in-

volve the presentation of one or more hypothetical scenarios in-

volving a security incident meant to test the incident response 

capabilities of the organization. These exercises usually include 

gathering a group of high-level stakeholders within the com-

pany, including c-suite executives, the chief information secu-

rity officer or other individuals responsible for the organiza-

tion’s security, and individuals from the organization’s risk, 

communications, marketing, audit, business units, customer 

service, and legal teams. These exercises are typically conducted 

by outside counsel, a technology or security vendor, or a team 

of both. 
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In addition to any information documented before and dur-

ing the tabletop, a lessons-learned report typically documents 

how the gathered team and the organization responded to the 

given hypothetical. Potential gaps in process, knowledge, cul-

ture, policy, and the like will often be documented with recom-

mendations for improvement. 

v. Internal Audit Reports 

In the course of ensuring a robust security system, organiza-

tions often internally test the system controls in place to deter-

mine whether they are functioning as planned. The findings 

from internal audits or ongoing “maintenance” monitoring typ-

ically identify gaps in security processes or gaps between poli-

cies and practice. 

vi. Reports of the Security Team 

This category of documents includes reports of prior secu-

rity events or incidents (that may or may not have led to a 

breach) drafted by the security team. Some of those documents 

will be forwarded to the legal team or the broader incident re-

sponse team (if significant enough) to inform their advice and 

next steps, but many are not. 

vii. Board-level Documents and Communications 

This category includes reports given to the board or board 

committees responsible for overseeing cybersecurity, as well as 

meeting minutes or other documentation of the board or board 

committee itself. As with reports of the security team, some such 

board-level documents and communications will have been cre-

ated by or with the involvement of lawyers, but that will not 

always be the case. 

* * * 
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Each of the above categories of pre-incident CI usually in-

volves some assessment of the organization’s information secu-

rity posture. All will produce evidence of what the organization 

knew and when, and likely will result in the organization mak-

ing decisions about what, if any, actions it will or will not take 

to reduce compliance gaps and identified risks. Below, this Part 

of the Commentary explores how the attorney-client privilege 

and work-product protection may apply to these general cate-

gories of CI, and what factors might be determinative in 

whether the protection attaches, recognizing that most determi-

nations will be highly fact-specific. 

b. Application of Attorney-Client Privilege to Pre-

Incident CI 

Under the basic principles of attorney-client privilege law 

(Part B, supra), the likelihood that pre-incident CI will be pro-

tected by the attorney-client privilege will vary, depending on 

the involvement of counsel in creating the CI in question, the 

purpose for counsel’s involvement, and how the engagement or 

project is structured and executed. We examine the elements of 

the attorney-client privilege below and discuss the factors af-

fecting whether the categories of pre-incident CI delineated 

above would likely be considered privileged under those gen-

eral principles. 

i. Involvement of a Lawyer 

As discussed above, for documents and communications to 

be privileged, a lawyer must be involved in the circumstances 

surrounding the generation of the communication. If an attor-

ney is not involved, under the general legal principles govern-

ing attorney-client privilege, the CI will not be considered priv-

ileged. Thus, referring back to the categories of CI listed above, 

any technical inventories, configuration reviews, vulnerability 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

2020] PRIVILEGE AND PROTECTION IN THE CYBERSECURITY CONTEXT 35 

 

scans, or penetration tests that are done by an internal or outside 

security vendor or expert and not done to assist an attorney will 

not be privileged. The same is true for security risk assessments, 

outside or internal audits, tabletop exercises, reports of the se-

curity team, and board-level documents and communications. 

ii. For the Predominant Purpose of Obtaining Legal 

Advice from the Lawyer 

As discussed above, for documents and communications to 

be privileged, such documents and communications must have 

been made predominantly for the purpose of assisting counsel 

in rendering legal advice to a client. 

Courts examining whether the communication is predomi-

nantly for the purpose of providing or soliciting legal (as op-

posed to business) advice will focus on several indicators. 

Courts will examine the content of the communications to de-

termine whether they contain or ask for legal analysis or 

whether they primarily concern the growth and development of 

profit.42 In the context of pre-incident CI, the question of 

whether certain communications were made or documents cre-

ated for the predominant purpose of obtaining or giving legal 

advice is difficult. With respect to technical inventories, config-

uration reviews, vulnerability scans, and penetration tests, these 

documents often are part of an organization’s ongoing IT oper-

ations. For example, an inventory of devices, software, or loca-

tions of personal information is often part of the IT department’s 

 

 42. See, e.g., Fed. Trade Comm’n v. Abbvie, Inc., No. CV 14-5151, 2015 WL 

8623076, at *10 (E.D. Pa. Dec. 14, 2015); Lindley v. Life Inv’rs Ins. Co. of Am., 

267 F.R.D. 382, 392 (N.D. Okla. 2010), aff’d in part as modified, No. 08-CV-0379-

CVE-PJC, 2010 WL 1741407 (N.D. Okla. Apr. 28, 2010). 
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inventory control, which is a business function.43 An organiza-

tion may also measure response times for identifying, contain-

ing, and remediating security incidents to measure the quality 

and efficacy of its security team or to maintain its normal oper-

ations. This would also not be considered privileged, even if an 

attorney relied upon such information in conducting a security 

risk assessment, prioritizing legal risk, or in drafting a report for 

the board of directors. 

However, if this CI was created for the purpose of a legally 

driven or mandated security assessment, audit, or report, such 

underlying documents may be privileged. One can readily en-

vision the need for such a legal analysis for any type of organi-

zation handling sensitive information; this is especially true 

given the broad-ranging cybersecurity activities over which the 

Federal Trade Commission (FTC)44 has taken enforcement ac-

tions, including, for example, protection of passwords or ade-

quacy of operating system security on smartphones. Other laws 

and regulations governing specific industries or enacted in cer-

tain states have express security requirements or require organ-

izations to have “reasonable” or “adequate” security. These re-

quirements include overarching statements regarding the 

comprehensiveness of the program, the existence of policies and 

procedures, training requirements, and the effectiveness of the 

security program. Lawyers may need to give advice regarding 

whether the company’s security requirements comply with 

these laws and regulations, which often are opaquely drafted. 

 

 43. “[D]ocuments prepared by non-attorneys and addressed to non-attor-

neys with copies routed to counsel are generally not privileged since they are 

not communications made primarily for legal advice.” Neuder v. Battelle 

Pac. Nw. Nat’l Lab., 194 F.R.D. 289, 295 (D.D.C. 2000). 

 44. The FTC is not the only regulator seeking broad enforcement powers 

in the data security context, but likely is the most active to date. 
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Similarly, many laws and regulations require organizations to 

oversee the security of their vendors, so legal analysis of such 

vendor oversight will be necessary. Counsel may also need to 

be involved regarding compliance with commercial contracts 

requiring one party to “provide reasonable security measures” 

for the other party’s confidential information or to engage in 

“adequate security measures.” 

In other contexts, courts will generally find that documents 

not primarily concerned with business or marketing decisions, 

but rather primarily related to legal concerns (including legal 

risk and potential litigation or regulatory enforcement) are priv-

ileged.45 Given the complex legal landscape and varying cyber-

security standards applicable to organizations, to the extent a 

lawyer engaged in a security risk assessment or audit focused 

on prioritizing security controls based on legal risks or compli-

ance with legal requirements, as opposed to business decisions, 

courts may well find this pre-incident CI primarily related to le-

gal concerns and risk and therefore privileged. 

Similarly, internal audit reports drafted to provide insight to 

counsel, when counsel provides revisions and comments and 

uses the reports to provide advice to the organization, often are 

considered privileged in other contexts46 and thus would 

 

 45. See In re Denture Cream Prods. Liab. Litig., No. 09-2051-MD, 2012 WL 

5057844, at *15 (S.D. Fla. 2012) (finding documents regarding legal concerns, 

including potential litigation, related to product labeling, as opposed to mar-

keting and business decisions related to labeling, privileged); see also Shire 

Dev. Inc. v. Cadila Healthcare Ltd., C.A. No. 10–581–KAJ, 2012 WL 5247315, 

at *7 (D. Del. June 15, 2012) (finding presentation by lawyer reflected legal 

advice concerning patent design decisions and was therefore privileged). 

 46. See United States v. Lockheed Martin Corp., 995 F. Supp. 1460, 1464 

(M.D. Fla. 1998) (finding that an internal audit report drafted by a nonlawyer 

but provided to a lawyer for revisions and used by the lawyer to provide 

legal advice was privileged). 
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normally be expected to be privileged in the CI context. How-

ever, courts will carefully scrutinize whether the primary pur-

pose of creating the report was truly to assist counsel’s provi-

sion of legal advice. The court held in In re Premera Blue Cross 

Customer Data Security Breach Litigation (Premera II) that internal 

data-security reports prepared before any breach had been dis-

covered (as part of normal business functions), for the purpose 

of enabling the company to assess the state of its technology and 

security, were not privileged—even if counsel supervised the 

audits and later used them for legal advice.47 But Premera II also 

held that if the draft report or emails about the draft were sent 

to counsel seeking legal advice, those documents would be pro-

tected.48 In other legal contexts, such as securities litigation, re-

ports from counsel to boards of directors, committees, subcom-

mittees, and senior executives are largely considered the 

provision of legal advice and subject to privilege protection.49 

Courts would likely treat the cybersecurity context no differ-

ently. If a security report to the board of directors is by an attor-

ney and incorporates a security team report, the report may be 

considered privileged, whereas a security team report without 

the attorney analysis likely will not be considered privileged. In 

this pre-incident CI context, this could include not only reports 

on legal risk, but also reports to the board concerning disclo-

sures to the Securities and Exchange Commission (SEC) in con-

nection with security-related incidents and cybersecurity risk in 

general. The reports of the board itself are likely not privileged, 

 

 47. 329 F.R.D. 656, 666 (D. Or. 2019) [hereinafter Premera II].  

 48. Id. at 667.  

 49. See, e.g., In re LTV Sec. Litig., 89 F.R.D. 595, 603 (N.D. Tex. 1981). 
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unless the board hires counsel to represent it in the preparation 

of the report.50 

With respect to policies and procedures, generally, attorney-

client privilege will apply to protect preliminary drafts of poli-

cies and procedures that contain legal advice and attorney opin-

ions;51 for example, if the policy or procedure contains com-

ments to omit or add certain language for legal reasons. 

However, privilege will typically not apply to the final versions 

of policies and procedures merely because they were drafted by 

in-house or outside counsel; the final versions constitute busi-

ness communications, not legal advice communications.52 These 

general principles appear as applicable to CI policies and proce-

dures as to those that are created in other contexts. 

In addition to the involvement of an attorney and whether 

the pre-incident CI was reviewed and revised or created to as-

sess legal risk or otherwise assist in the provision of legal advice, 

the creator of the communication may have some impact on 

whether a court will determine that the communication was 

made predominantly for the purpose of seeking legal advice. 

But “the mere fact that a document is created by a non-attorney 

is not dispositive of the privilege question, so long as the com-

munication of the document to counsel was confidential and for 

the primary purpose of seeking legal advice.”53 Thus, whether 

 

 50. See, e.g., Picard Chem. Inc. Profit Sharing Plan v. Perrigo Co., 951 F. 

Supp. 679, 689 (W.D. Mich. 1996). 

 51. See, e.g., Dewitt v. Walgreen Co., No. 4:11-CV-00263-BLW, 2012 WL 

3837764, at *6 (D. Idaho Sept. 4, 2012). 

 52. See, e.g., Stevens v. Corelogic, Inc., No. 14CV1158 BAS (JLB), 2016 WL 

397936, at *4 (S.D. Cal. Feb. 2, 2016). 

 53. United States v. ISS Marine Servs., Inc., 905 F. Supp.2d 121, 128–29 

(D.D.C. 2012) (citing In re Grand Jury (Attorney–Client Privilege), 527 F.3d 

200, 201 (D.C. Cir. 2008) (“Attorney-client privilege applies to a document a 
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the communicator is an attorney, or a member of the security 

team, or otherwise from the business, should not affect the ulti-

mate decision of whether privilege applies, as long as the com-

munication was made predominantly for the purpose of seeking 

or providing legal advice. However, some courts apply addi-

tional scrutiny to communications between in-house (as op-

posed to outside) counsel and corporate employees to deter-

mine whether such communications were made predominantly 

for a legal as opposed to a business purpose.54 By contrast, under 

the general tenets of attorney-client privilege law, communica-

tions from “outside counsel are presumed to be made for the 

purpose of providing legal advice.”55 Thus, communications 

from in-house counsel may be less likely to be considered priv-

ileged, particularly with respect to security assessments, audits, 

and reports that have a dual purpose. 

iii. Among or Within Privileged Persons 

To be privileged, the communication must also be among or 

within privileged persons. To the extent an employee of the cli-

ent sent or received the communication, the employee must 

qualify as part of the client under either the subject-matter or 

control-group tests described in Part B above. If not—for 

 

client transfers to his attorney ‘for the purpose of obtaining legal advice.’” 

(quoting Fisher v. United States, 425 U.S. 391, 404–5 (1976)))). 

 54. See United States v. ChevronTexaco Corp., 241 F. Supp.2d 1065, 1076 

(N.D. Cal. 2002) (“[U]nlike outside counsel, in-house attorneys can serve 

multiple functions within the corporation. In-house counsel may be involved 

intimately in the corporation’s day to day business activities and frequently 

serve as integral players in business decisions or activities. Accordingly, 

communications involving in-house counsel might well pertain to business 

rather than legal matters. The privilege does not protect an attorney’s busi-

ness advice.”). 

 55. Id. (emphasis omitted). 
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instance, because the communication was by a front-line IT an-

alyst outside of the “control group” in a control-group jurisdic-

tion—the privilege generally will not apply.56 

Also, courts will scrutinize communications with outside ex-

perts or consultants by an organization or outside counsel to de-

termine whether the use of the third-party expert was necessary 

for the provision of the legal advice, or whether the consultant 

was a functional equivalent of a corporate employee. If either is 

true, courts may extend the attorney-client privilege to cover 

these experts and consultants. 

In 1961, the U.S. Court of Appeals for the Second Circuit de-

cided United States v. Kovel,57 in which it considered whether 

communications with an accountant prevented attorney-client 

privilege protection. Kovel held that if the accountant (or other 

third party) was necessary to “interpret” a client’s “complicated 

tax story to the lawyer” to enable the lawyer to represent the 

client, the accountant did not destroy the privilege between the 

lawyer and his client. Courts following Kovel have extended the 

doctrine to allow the attorney-client privilege to cover commu-

nications to and from other, non-accountant third-party experts 

and consultants in some circumstances as long as the communi-

cations were necessary to assist the lawyer in communicating 

with the client. Typically, communications with experts in the 

course of an engagement will not be considered privileged if (1) 

the communications were not necessary to assist the attorney in 

understanding communications from the client, or (2) the 

 

 56. See, e.g., Valenti v. Rigolin, 1:01-cv-05914, 2002 WL 31415770, at *3 

(N.D. Ill. Oct. 25, 2002) (statement by nurse to employer’s counsel not privi-

leged because nurse was outside the control group). 

 57. 296 F.2d 918, 922–23 (2d Cir. 1961). 
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consultant’s expertise was used to make a business decision, ra-

ther than to assist the lawyers in communicating legal advice.58 

The attorney-client privilege may also extend to third parties 

acting as agents of the client, rather than as an agent of the law-

yer as under Kovel, although it is more limited. The functional-

equivalent doctrine will apply when a third party is retained by 

a company and is intended to, and does, function as an em-

ployee.59 To determine whether such a third party functions as 

an employee, courts will look to whether the third party was an 

integrated member of the company, whether he or she played a 

significant role in the company, and whether he or she was inti-

mately involved in the creation, development, and implementa-

tion of information at issue in the privilege determination 

and/or the relevant project.60 

If a third party creates pre-incident CI, then it is possible that 

technical inventories, configuration reviews, penetration tests, 

 

 58. See, e.g., Scott v. Chipotle Mexican Grill, 94 F. Supp.3d 585, 590-91 

(S.D.N.Y. 2015) (finding that a human relations consultant’s report provided 

to counsel concerning classification of its employees by title was not pro-

tected under the Kovel doctrine because the consultant engaged in factual re-

search to assist in making a business decision); Church & Dwight Co. Inc. v. 

SPD Swiss Precision Diagnostics, GmbH, No. 14-cv-585, 2014 WL 7238354, at 

*2 (S.D.N.Y. Dec. 19, 2014) (holding that a lawyer’s communications with an 

outside marketing firm were not protected from disclosure under Kovel in 

the context of launching a new product inside a complex regulatory scheme, 

because the expert was not necessary for lawyers to understand communica-

tions from the client, and the lawyers could get the necessary expertise with-

out revealing privileged information). 

 59. See, e.g., In re Flonase Antitrust Litig., 879 F. Supp.2d 454, 458 (E.D. Pa. 

2012); In re Copper Mkt. Antitrust Litig., 200 F.R.D. 213, 220 n.4 (S.D.N.Y. 

2001); In re Myers, No. 11-61426, 2013 WL 6092447, at *2 (Bankr. N.D. Ohio 

Nov. 18, 2013) (information provided to attorney by attorney-hired account-

ant, as agent for the client, held subject to the attorney-client privilege). 

 60. See, e.g., In re Flonase, 879 F. Supp. 2d at 454. 
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and other pre-incident CI may be considered privileged if they 

were created for the purpose of aiding counsel in providing an 

assessment or report to the client. In In re Arby’s Restaurant 

Group, Inc. Data Security Litigation, the court held that communi-

cations between a technical consultant and counsel, which had 

occurred prior to the discovery of the company’s security inci-

dent, were protected by the attorney-client privilege where the 

consultant’s role had been to assist counsel in connection with a 

“gap analysis” concerning the company’s compliance with the 

PCI DSS.61  In a decision concerning post-incident CI, Genesco 

Inc. v. Visa, Inc., the court found that an assessment performed 

on the client’s behalf, which suggested remediation measures, 

was attorney-client privileged because the expert was “re-

tained . . . to provide consulting and technical services so as to 

assist counsel in rendering legal advice.”62 While this concerned 

post-incident CI, the logic appears to apply equally to pre-inci-

dent CI. 

Therefore, the structure and purpose of outside vendor en-

gagement are factors used by courts to determine whether the 

attorney-client privilege applies. Pre-incident CI created by 

third parties may more likely be considered privileged if outside 

counsel retains the expert and provides clear instructions in the 

engagement letter that the expert has been retained to assist 

counsel in providing legal advice. It may also be more likely to 

be considered privileged if counsel oversees the expert and par-

ticipates in communications between the client and the expert. 

Finally, in determining whether a third party’s communications 

were made to assist counsel in providing legal advice, courts 

have evaluated whether counsel in fact reviewed, and provided 

 

 61. Order, No. 1:17-cv-00514 (N.D. Ga. Mar. 25, 2019). 

 62. Case No. 3:13-cv-00202, 2015 WL 13376284, at *1 (M.D. Tenn. Mar. 25, 

2015). 
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legal advice based on, the observations and findings by the ex-

pert.63 

iv. Reasonable Expectation the Communication Will 

Be Kept Confidential 

As noted in Part B above, to be privileged, the communica-

tion must have been made in confidence, i.e., with the intent that 

it be kept confidential. If CI is created for the purpose of being 

shared with a third party outside the circle of privileged per-

sons—for instance, a description of IT inventory prepared for 

distribution to an assessor not working for the company’s coun-

sel—the communication will not have the requisite confidenti-

ality, and the privilege will not attach.64 Once a communication 

is privileged, the question of whether further disclosure of the 

communication would destroy the privilege is an issue of 

waiver, addressed in subsection 3 below. 

c. Application of Work-Product Protection to Pre-

Incident CI 

As discussed in Part B, the work-product protection doctrine 

applies only to documents created “in anticipation of litigation.” 

Although the application of this doctrine varies somewhat 

across states and jurisdictions, the requirement for the organi-

zation to perceive a real threat of litigation, rather than merely 

speculate that sometime in the distant future there might be lit-

igation, will typically result in no work-product protection be-

ing afforded to any of the above types of pre-incident CI. 

 

 63. See, e.g., United States v. Lockheed Martin Corp., 995 F. Supp. 1460, 

1464 (M.D. Fla. 1998). 

 64. See, e.g., In re Grand Jury Proceedings, 33 F.3d 342, 353-54 (4th Cir. 

1994) (communication intended for public disclosure not privileged). 
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2. Legal Evaluation and Practice Guidelines as to Application of 

Attorney-Client Privilege and Work-Product Protection to 

Post-Incident CI 

In addition to CI created prior to the discovery of a security 

incident, several types of documents may be created following 

discovery of a security incident that an organization may con-

sider or want to have considered protected by the attorney-cli-

ent privilege or the work-product protection. 

a. Examples of Post-Incident CI 

i. Forensic Investigations—Documents and Reports 

These documents include forensic investigations into the se-

curity incident, the vulnerability exploited, how it was ex-

ploited, what evidence of the incident is available, and what in-

formation may have been compromised. These forensic 

investigations are done by a forensic expert and may be con-

ducted through in-house or outside counsel, but may also be 

commissioned by the organization’s internal security team. 

ii. Post-Incident Security Assessments 

Organizations may also conduct, through a security expert, 

outside counsel, or both, a post-incident assessment into the or-

ganization’s cybersecurity posture. This assessment could span 

far more of the organization’s data infrastructure and security 

readiness than what would be necessary to determine the rea-

sons for the security incident at issue. Some assessments, how-

ever, are narrowly tailored to a particular aspect of the organi-

zation’s security posture associated with an incident. 
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iii. Remediation Efforts and Crisis Management65 

In all post-incident scenarios, organizations will have some 

documents related to their efforts to remediate the incident that 

were generated by the security or technology team. There may 

also be communications about the incident, including internal 

communications with legal counsel, senior executives, human 

resources personnel, communications staff, boards of directors, 

and other portions of the organization, including with respect 

to: remediation, fact-finding, escalation, whether to notify vari-

ous entities and individuals, how to notify and what to include 

in the notifications, and any legal analyses of such incident (in-

cluding but not limited to litigation and regulatory risk and, for 

public companies, whether disclosure is required to the SEC). 

These same types of communications may occur not only inter-

nally, but also with outside counsel and public relations consult-

ants, among others. Entities suffering a security incident may 

also consider whether they should or need to notify an insur-

ance carrier or contractual third party whose systems or data 

may have been involved in the incident. 

* * * 

As discussed below, in trying to determine whether docu-

ments falling in the above categories should be considered at-

torney-client privileged and/or work-product protected, and 

what practices may affect that determination, a few cases in-

volving post-incident CI provide some guidance. In the world 

of post-incident CI, courts faced with privilege and protection 

issues have been attempting to apply general legal principles to 

 

 65. Whether legally required notifications or communications with law 

enforcement, state attorneys’ general, and other governmental entities will 

waive the privilege is discussed below, even though interaction with law en-

forcement is often done during and as part of the remediation efforts and 

crisis management. 
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these unique sets of documents. These fact-intensive decisions 

(as with most attorney-client privilege and work-product pro-

tection cases) will turn on a court’s decision as to whether the 

communication was made to solicit or render legal advice or in 

anticipation of litigation. 

b. Application of Attorney-Client Privilege to Post-

Incident CI 

In the context of post-incident CI, courts have begun to grap-

ple with applying general principles of attorney-client privilege, 

but the case law is in its relative infancy. Few cases directly ad-

dress these issues, but the ones that do provide invaluable guid-

ance, even though they do not always clearly distinguish be-

tween the type of protection being applied or the exact purpose 

for which it is or is not being applied in any given circumstance. 

For example, when attempting to determine whether the report 

of a forensic expert is protected (by either the attorney-client 

privilege or the work-product protection), courts may not dis-

tinguish between whether the report was commissioned by an 

attorney “for the purpose of providing legal advice” (attorney-

client privilege) or whether the report was drafted in a certain 

way “because of anticipated litigation” (work-product protec-

tion). For purposes of this Part of the Commentary, we have at-

tempted to distinguish between the attorney-client privilege 

and the work-product protection where possible, noting along 

the way the ambiguities in the existing case law. 

i. For the Predominant Purpose of Obtaining Legal 

Advice from a Lawyer 

As with pre-incident CI, whether the predominant purpose 

of the CI in question was to provide legal advice, as opposed to 

serving a business purpose, is likely to become a prevalent in-

quiry in deciding whether certain post-incident CI is privileged. 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

48 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

 

This especially may be the case when in-house counsel is com-

municating internally with the organization directly following 

the incident. For example, questions may arise regarding 

whether the in-house counsel is merely trying to remedy the 

breach or is providing legal advice concerning how to manage 

breach notifications or legal risk. The communications may have 

a dual purpose to both assist in breach remediation and breach 

notification management or legal risk analysis, in which case the 

courts will determine the predominant purpose of the commu-

nications. 

In In re Target Corp. Customer Data Security Breach Litigation, 

the court examined whether various types of post-incident CI 

were protected by the attorney-client privilege.66 The court ana-

lyzed whether the privilege applied to CI relating to a data-

breach task force established by Target in response to the data 

breach.67 Plaintiffs’ counsel argued that the communications 

and documents were not protected by the attorney-client privi-

lege because “‘Target would have had to investigate and fix the 

data breach regardless of any litigation, to appease its customers 

and ensure continued sales, discover its vulnerabilities, and pro-

tect itself against future breaches.’”68 Target argued that those 

communications and documents were protected because the 

task force was established at the request of its lawyers (both in-

house and retained) to educate counsel about the breach and al-

low counsel to provide Target legal advice.69 While the court did 

not specifically weigh the business and legal purpose of various 

CI, it did determine that some internal communications were 

 

 66. 2015 WL 6777384 (D. Minn. Oct. 23, 2015). 

 67. Id. at *1. 

 68. Id. (quoting Pls.’ Letter Br. 3–4). 

 69. Id. 
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privileged, while others were not, by discussing the purpose of 

the communications. Specifically, the court found that internal 

communications from Target’s CEO to the Board of Directors 

were not privileged because they did not “involve any confiden-

tial communications between attorney and client, contain re-

quests for or discussion necessary to obtain legal advice, nor in-

clude the provision of legal advice.”70 Conversely, the court did 

find that other communications with and documents created by 

the task force were privileged, as Target had demonstrated that 

the task force “was focused not on remediation of the breach, . . . 

but on informing Target’s in-house and outside counsel about 

the breach so that Target’s attorneys could provide the company 

with legal advice.”71 The court also found other email commu-

nications between in-house counsel and other Target employees 

privileged because they were made for the purpose of obtaining 

legal advice.72 Evident in the court’s determination is a consid-

eration specifically regarding whether the communications and 

documents were created for the predominant purpose of 

providing or obtaining legal advice. 

The District of Oregon, in In re Premera Blue Cross Customer 

Data Security Breach Litigation (Premera I),73 had opportunity to 

do the same. Similar to the court in Target, the Premera court en-

gaged in a detailed analysis of whether CI was created for the 

primary purpose of informing counsel so that counsel could 

provide legal advice. The court evaluated the purpose behind 

CI created by non-attorneys that “incorporated” advice of coun-

sel but were not sent to counsel, and CI created by employees 

 

 70. Id. at *2. 

 71. Id. at *3. 

 72. Id. 

 73. 296 F. Supp.3d 1230 (D. Or. 2017) [hereinafter Premera I]. 
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“supervised” by counsel.74 The court examined whether the CI 

was prepared primarily to assist counsel in providing legal ad-

vice, or whether the CI was prepared by the business to fulfill a 

business function, or required to be prepared by the business in 

response to the data breach, such as press releases, media inter-

actions, and notices to consumers.75 Generally, the court found 

that this CI was created for business purposes, not legal ones.76 

However, attorney redlines or edits communicating legal advice 

would be covered by the attorney-client privilege.77 

Subsequently, in Premera II, the District of Oregon assessed 

the application of the attorney-client privilege to CI that was 

sent to and from counsel, as well as CI prepared at the request 

of counsel. The court stated that in order to qualify for the attor-

ney-client privilege, emails sent to and from counsel about mat-

ters such as press coverage, notices to consumers, and remedia-

tion must request or provide legal advice (as opposed to 

containing merely a factual discussion), or they must contain 

facts transmitted to counsel so that counsel can provide ade-

quate legal representation.78 The court further stated that draft 

documents (e.g., draft notices) prepared by attorneys, at the re-

quest of attorneys, or by company employees or vendors and 

sent to or from attorneys for legal advice relating to the drafts 

are likely subject to the attorney-client privilege.79 However, in 

the court’s view, a draft document that is prepared for a busi-

ness purpose and merely sent to an attorney for the attorney’s 

 

 74. Id. at 1240–47. 

 75. Id. 

 76. Id.  

 77. Id. at 1242, 1250. 

 78. 329 F.R.D. 656, 662–66 (D. Or. 2019). 

 79. Id.  
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file or information, or is distributed among company employees 

or to third-party vendors for general discussion with an attor-

ney merely copied, is not privileged merely because an attorney 

received it.80 The court further held that Premera’s “investiga-

tion into the breach was conducted primarily for a business pur-

pose.”81 But if an attorney took the information from these doc-

uments and drafted a different document in preparation for 

litigation, and/or received emails or draft reports seeking the at-

torney’s advice, those documents would be protected.82 And the 

court allowed that CI relating to Premera’s later actions in re-

sponse to the breach may also be privileged: “Other than the in-

itial business steps of remediation, notifying customers, and 

making public statements, which Premera would have had to 

do regardless, the later actions by Premera were likely guided 

by advice of counsel and concerns about potential liability.”83 

ii. Among or Within Privileged Persons 

Courts conduct a similar analysis with respect to CI created 

by third parties. In Genesco,84 Genesco brought suit against Visa 

in response to Visa’s attempt to assess more than $13 million in 

fines and assessments for Genesco’s alleged failure to comply 

with Visa’s cybersecurity standards. Visa had assessed the fines 

and assessments in response to a breach of Genesco’s network 

that exposed credit card data.85 Genesco retained a forensic in-

vestigator, Stroz Friedberg, to provide consulting and technical 

 

 80. Id. 

 81. Id. at 666. 

 82. Id. at 666–67. 

 83. Id. 

 84. Genesco, Inc. v. Visa U.S.A., Inc., 302 F.R.D. 168, 170 (M.D. Tenn. 2014). 

 85. Id. 

https://1.next.westlaw.com/Document/I428b6755a9af11e3a341ea44e5e1f25f/View/FullText.html?originationContext=docHeader&contextData=(sc.Default)&transitionType=Document&needToInjectTerms=False&docSource=b9dce00a81954618aa7da14340b2fd66
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services to Genesco’s in-house and outside counsel regarding 

the breach and its own cybersecurity posture, as well as with 

respect to a report issued by a forensic investigator authorized 

by the Payment Card Industry Security Standards Council, 

Trustwave International Security and Compliance (Trust-

wave).86 Genesco provided evidence that it retained Stroz Fried-

berg, through outside counsel, specifically to conduct an inves-

tigation, under privilege, following the earlier investigation by 

Trustwave, to assist Genesco’s attorneys in providing it legal ad-

vice.87 

In these circumstances, the court, relying on Kovel, found 

that the documents and communications generated by the fo-

rensic expert were protected by the attorney-client privilege be-

cause the expert was “retained by counsel for the purpose of 

providing legal advice.”88 The court noted that the privilege ex-

tended to Stroz Friedberg because the firm “assisted counsel in 

his investigation.”89 The court also found, separately, but rely-

ing on its earlier ruling, that the privilege applied to documents 

and communications with IBM, which was retained to provide 

advice concerning remediation, because it was also hired to as-

sist counsel in rendering legal advice to Genesco.90 

 

 86. Id. at 169. 

 87. Id. at 180–81. 

 88. Id. at 190 (citing United States v. Kovel, 296 F.2d 918, 922 (2d Cir. 1961)). 

As noted above, it is unclear from the decision how important the retention 

of the third party was to the determination that the privilege applied. 

 89. Id. 

 90. Genesco, Inc. v. Visa USA, Inc., Case No. 3:13-cv-00202, 2015 WL 

13376284, at *1 (M.D. Tenn. Mar. 25, 2015). 
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The court also addressed the privilege issues associated with 

third-party consultants in the Target case.91 In that case, Target 

had hired a consultant firm to conduct two investigations fol-

lowing its breach. One investigation was conducted by Target’s 

outside counsel, which hired the expert to provide the attorneys 

information about the breach and how to defend Target; the 

other investigation was conducted by the consultant firm “on 

behalf of several credit card brands” to assist in determining 

how the breach happened and how to remediate.92 While the 

two investigations were being conducted by the same outside 

technical firm, the consultant set up two separate teams that did 

not communicate with one another.93 At issue in the action was 

whether the documents created by and communications with 

the consultant team hired by outside counsel were privileged 

and protected from disclosure.94 

The court found that the documents associated with the 

team of experts retained by outside counsel were protected by 

the attorney-client privilege because the investigation “was fo-

cused not on remediation of the breach, . . . but on informing 

Target’s in-house and outside counsel about the breach so that 

Target’s attorneys could provide the company with legal ad-

vice.”95 

 

 91. In re Target Corp. Customer Data Security Breach Litigation, MDL No. 

14–2522 (PAM/JJK), 2015 WL 6777384, at *1 (D. Minn. Oct. 23, 2015). 

 92. Id. 

 93. Id. 

 94. Id. 

 95. Id. at *3. 
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Similarly, the Premera decisions evaluated whether CI cre-

ated by a third-party public relations firm96 to inform counsel 

and by a third-party forensic investigator prior to and after the 

discovery of the breach was protected by the attorney-client 

privilege.97 Relying on the primary purpose of the third party, 

the Premera I court generally found that CI created by an attor-

ney-hired public relations firm following the breach (and com-

munications between the firm and Premera) was not privileged. 

The court relied on the business nature and function of the pub-

lic relations firm and denied the ability of companies to cloak CI 

in privilege merely by claiming such CI was created on behalf 

of an attorney or under the supervision of an attorney. Likewise, 

the court in Premera II held that merely sending such CI to coun-

sel did not make it privileged.98 The court held in Premera I and 

II, however, that if communications were sent to or from counsel 

seeking or providing actual legal advice, such as about possible 

legal consequences of proposed text or an action being contem-

plated by Premera, then such communications would be privi-

leged.99 

In connection with the third-party forensic investigator, two 

sets of CI were at issue: (1) CI created by the investigator prior 

to discovery of the breach, when the investigator had been hired 

by the company; and (2) CI, including at least one forensic re-

port, created by the investigator after the discovery of the 

breach, after being hired by counsel, and after entering into a 

 

 96. The court conducted a similar analysis with respect to eDiscovery and 

other vendors hired by Premera. Premera I, 296 F. Supp.3d 1230, 1240–47 (D. 

Or. 2017). 

 97. Id. 

 98. Premera II, 329 F.R.D. 656, 663 (D. Or. 2019). 

 99. Premera I, 296 F. Supp.3d at 1240–47; Premera II, 329 F.R.D. at 662. 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

2020] PRIVILEGE AND PROTECTION IN THE CYBERSECURITY CONTEXT 55 

 

new and separate statement of work.100 The court summarily re-

jected the notion that simply because the forensic investigator 

was hired by counsel after discovery of the breach, documents 

and communications relating to that investigator would neces-

sarily be covered by the attorney-client privilege.101 Largely re-

lying on the fact that the company had initially hired the foren-

sic investigator for business purposes prior to discovery of the 

breach, the court found that Premera would have “the burden 

of showing that [the forensic investigator] changed the nature 

of its investigation at the instruction of outside counsel and that 

[the forensic investigator’s] scope of work and purpose became 

different in anticipation of litigation versus the business pur-

pose [the forensic investigator] was performing when it was en-

gaged by Premera before the involvement of outside counsel.”102 

The court held, however, that if there were specific documents 

or portions of documents relating to the investigator that were 

prepared for the purpose of communicating with an attorney for 

the provision of legal advice, those particular documents could 

be withheld as attorney-client privileged.103 

In Arby’s, the court held that the attorney-client privilege 

protected the final and interim analyses of a cybersecurity con-

sultant retained in the wake of the company’s cybersecurity in-

cident.104 The court reasoned that the company had hired the 

consultant “to produce a report in anticipation of litigation and 

for other legal purposes,” and therefore the consultant’s 

 

 100. Premera I, 296 F. Supp.3d at 1240–47. 

 101. Id. 

 102. Id.  

 103. Id. 

 104. In re Arby’s Restaurant Group, Inc. Data Sec. Litig., No. 1:17-cv-00514, 

at 1–3 (N.D. Ga. Mar. 25, 2019). 
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analyses were “privileged attorney-client communications be-

tween [the consultant] and counsel.”105 

And in New Albertson’s, Inc. v. MasterCard International, the 

court likewise held that certain work that two companies com-

missioned from a forensic investigator following a cybersecurity 

breach the companies had suffered was protected by the attor-

ney-client privilege, because the work was done principally for 

a legal purpose.106 The court observed that while one of the com-

panies had initially engaged the investigator directly (not 

through counsel), that changed when the company learned a 

new and material fact about the cybersecurity breach.107 At that 

point, the company engaged outside counsel experienced in 

data breach cases for the purpose of assisting it in conducting 

an investigation, and the outside counsel then entered into a 

new engagement with, and began directing the work of, the in-

vestigator with knowledge of the likelihood that litigation 

would result from the security breach.108 Both companies then 

entered into a common interest agreement documenting their 

common legal interest in connection with the security breach, 

permitting them to share information with each other without 

waiving the privilege.109  This joint work with the forensic inves-

tigator under the direction of outside counsel, the court held, 

was protected by the attorney client privilege.110 

 

 105. Id. 

 106. No. 01-17-04410, slip op. at 6 (Idaho 4th Dist. Ct., Ada Cty., May 31, 

2019). 

 107. Id. at 6-7. 

 108. Id. 

 109. Id. 

 110. Id. 
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Based upon the Target, Genesco, Premera, Arby’s, and New Al-

bertson’s decisions, it appears courts that face attorney-client 

privilege claims as to post-incident CI will employ the generally 

applicable principle of focusing on the predominant purpose of 

the CI in question to make such privilege determinations—that 

is, whether the documents and communications were created or 

solicited predominantly for the purpose of aiding the lawyer in 

providing legal advice, including not only those created by fo-

rensic experts, but also by non-forensic investigator experts like 

public relations consultants.111 

In this regard, courts will likely look to who retained the ser-

vice provider as evidence of the purpose of, and hence whether 

to apply the privilege to, the CI at issue. Courts may be more 

likely to find a service provider was primarily retained to assist 

a lawyer in providing legal advice if such provider was retained 

by counsel, as the Target, New Albertson’s, and Genesco courts 

noted that the expert was retained by counsel in making the de-

termination that the CI at issue was privileged. While not noted 

by the court in Arby’s, Target, and Genesco, courts may also look 

to the extent to which the agreement with the expert provided 

that documents/communications generated as part of the en-

gagement will be kept confidential, the extent to which the law-

yer actually relied upon the report and documents of the pro-

vider, and, as specifically highlighted by the court in New 

 

 111. See, e.g., H.W. Carter & Sons, Inc. v. William Carter Co., No. 95 CIV. 

1274, 1995 WL 301351, at *3 (S.D.N.Y. May 16, 1995) (finding the public rela-

tions consultants assisted the lawyers in rendering legal advice, which in-

cluded how to respond to a lawsuit, and thus information was protected un-

der the Kovel doctrine). 
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Albertson’s, the extent to which the lawyer supervised the out-

side consultant.112 

c. Application of Work-Product Protection to Post-

Incident CI 

Similarly, courts have already given some indication of 

whether and when post-incident CI will be protected under the 

work-product doctrine. As noted above, the discussion of 

whether the predominant purpose of a document or communi-

cation was to provide or obtain legal advice often melds into the 

discussion of whether a document or communication was cre-

ated because of anticipated litigation, as these analyses are sim-

ilar. The court often will rely on both the privilege and work-

product protection, or find that neither applies, as discussed be-

low. 

i. Because of Anticipated Litigation 

Courts dealing with work-product protection claims that are 

made as to post-incident CI have examined carefully whether 

the post-incident CI in question was created “because of” antic-

ipated litigation, as is required for work-product protection. For 

example, the Target court found that communications from Tar-

get’s CEO to the Board of Directors did not qualify for work-

product protection because nothing showed that the update to 

 

 112. Contrarily, however, the court in Premera I used the fact that the attor-

ney hired the public relations firm as evidence that the firm was not acting 

as the company’s in-house public relations firm (entitling it to step into the 

shoes of the corporation vis-à-vis counsel), but rather was outside of that re-

lationship and was advising both the company and counsel separately. 

Premera I, 296 F. Supp.3d 1230 (D. Or. 2017). 
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the Board was made because of any anticipated litigation.113 How-

ever, as with respect to the application of the attorney-client 

privilege in that case, the court found that the documents cre-

ated by and communications with the data-breach task force 

were protected by the work-product doctrine.114 The court 

found those documents were created to “prepare to defend the 

company in litigation that was already pending and was reason-

ably expected to follow.”115 

A California federal court has similarly examined whether 

post-incident CI was prepared “because of” anticipated litiga-

tion in In re Experian Data Breach Litigation.116 That court found 

that the question is whether the totality of the circumstances 

suggests that the document “‘was created because of anticipated 

litigation, and would not have been created in substantially sim-

ilar form but for the prospect of that litigation.’”117 The court ex-

amined whether a report drafted by an outside forensic investi-

gator was drafted “because of” anticipated litigation, focusing 

on whether the report was more relevant to the internal investi-

gation and remediation of the incident, or to the defense of the 

litigation.118 In making its determination, the court relied in part 

on the fact that the full report was shared only with the legal 

 

 113. In re Target Corp. Customer Data Security Breach Litig., MDL No. 14–

2522 (PAM/JJK), 2015 WL 6777384, at *3 (D. Minn. Oct. 23, 2015). 

 114. Id. 

 115. Id. 

 116. See Order Denying Motion to Compel Production of Documents, In re 

Experian Data Breach Litigation, No. SACV 15-01592 AG (DFMx) (C.D. Cal. 

May 18, 2017). 

 117. Id. at 2 (quoting In re Grand Jury Subpoena (Mark Torf/Torf Envtl. 

Mgmt.), 357 F.3d 900, 907 (9th Cir. 2004)). 

 118. Id. at 3–4. 
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team (as opposed to the entire incident response team).119 The 

court reasoned that the report would have been given in full to 

the incident response team if it “was more relevant to Experian’s 

internal investigation or remediation efforts, as opposed to be-

ing relevant to defense of this litigation.”120 

In Genesco, the court also examined whether documents cre-

ated by and communications with third-party experts were pro-

tected by the work-product doctrine.121 Citing United States v. 

Nobles, the court found this post-incident CI squarely within the 

doctrine because the investigator was counsel’s agent and was 

working under counsel’s direction to prepare for litigation.122 

Likewise, in Arby’s, the court found that a third-party con-

sultant’s post-incident final and interim analyses of a data 

breach were subject to the work-product protection because the 

consultant was hired “in anticipation of litigation.”123 

And in New Albertson’s, the court held that certain work that 

two companies commissioned from a forensic investigator fol-

lowing a cybersecurity breach the companies had suffered was 

subject to the work-product protection.124 The court observed 

that while one of the companies had initially engaged the inves-

tigator directly (not through counsel), that changed when the 

company learned a new and material fact about the 

 

 119. Id. 

 120. Id. 

 121. Genesco, Inc. v. Visa U.S.A., Inc., 302 F.R.D. 168, 190–91 (M.D. Tenn. 

2014). 

 122. Id. at 191. 

 123. Order, In re Arby’s Restaurant Group, Inc. Data Sec. Litig., No. 1:17-

cv-00514, at 2–3 (N.D. Ga. Mar. 25, 2019). 

 124. New Albertson’s, Inc. v. MasterCard Int’l, No. 01-17-04410, slip op. at 

6 (Idaho 4th Dist. Ct., Ada Cty., May 31, 2019). 

https://1.next.westlaw.com/Document/I428b6755a9af11e3a341ea44e5e1f25f/View/FullText.html?listSource=Search&navigationPath=Search%2fv3%2fsearch%2fresults%2fnavigation%2fi0ad604ad0000016853a06c9e67dd2191%3fNav%3dCASE%26fragmentIdentifier%3dI428b6755a9af11e3a341ea44e5e1f25f%26startIndex%3d1%26contextData%3d%2528sc.Search%2529%26transitionType%3dSearchItem&list=ALL&rank=1&listPageSource=1eb9a4e0416afb5110133fcdb8e689aa&originationContext=docHeader&contextData=(sc.Search)&transitionType=Document&needToInjectTerms=False&enableBestPortion=True&docSource=8028c940be5a4c019b87e2697817242c
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cybersecurity breach.125 At that point, the company engaged 

outside counsel experienced in data breach cases for the pur-

pose of assisting it in conducting an investigation, and the out-

side counsel then entered into a new engagement with, and be-

gan directing the work of, the investigator with knowledge of 

the likelihood that litigation would result from the security 

breach.126 Both companies then entered into a common interest 

agreement documenting their common legal interest in connec-

tion with the security breach, permitting them to share infor-

mation with each other without waiving the privilege.127  This 

joint work with the forensic investigator under the direction of 

outside counsel, the court held, was subject to the work-product 

protection.128 

In Premera I, the court stated that if the CI at issue (drafts and 

CI created by employees and third parties following the breach, 

including press releases, notices, etc.) had a dual purpose, that 

CI would be protected by the work-product doctrine if the CI 

was created “because of” the prospect of litigation.129 The court 

rejected the notion that the CI at issue was necessarily created 

because of litigation, rather than for business reasons, simply 

because the business functions at issue were directed by attor-

neys.130 Rather, the court held that in order to establish that a 

particular document is subject to work-product protection, 

Premera must show that the document was prepared 

 

 125. Id. at 6-7. 

 126. Id. 

 127. Id. 

 128. Id. 

 129. Premera I, 296 F. Supp.3d 1230, 1240–47 (D. Or. 2017). 

 130. Id. 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

62 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

 

specifically because of anticipated litigation.131 Likewise, with 

respect to the third-party investigator, the court relied on the 

fact that the investigator had not changed its scope or purpose 

at the direction of outside counsel in finding that Premera had 

not yet established that the CI relating to the investigator was 

created because of the anticipated litigation.132 However, the 

court noted that if there were specific documents relating to the 

investigator that were created because of anticipated litigation, 

Premera could properly withhold them as subject to the work-

product protection. 

In Premera II, the court held that narratives drafted to help 

prepare responses to regulatory inquiries were entitled to work-

product protection insofar as they were prepared for the regu-

latory inquiry and not a general business purpose.133 It also held 

that draft notices and scripts prepared by counsel because of an-

ticipated litigation were protected.134 However, it stated that a 

timeline prepared by in-house counsel relating to remediation 

would not be protected if Premera did not demonstrate that the 

timeline would have been prepared in substantially different 

format absent anticipated litigation or regulatory investiga-

tions.135 

Whether post-incident CI is protected by the work-product 

doctrine may also include an examination of when the docu-

ments or information were generated. Often, internal IT or se-

curity teams may create documents and engage in communica-

tions while trying to determine whether a breach occurred. If no 

 

 131. Id. 

 132. Id. 

 133. Premera II, 329 F.R.D. 656, 666 (D. Or. 2019). 

 134. Id. at 664. 

 135. Id. at 665. 
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lawyer is engaged in these communications or consulted and no 

regulatory investigation or litigation has been contemplated up 

to that point, courts may be less likely to find that these early 

documents were created in anticipation of litigation. If a com-

pany is contemplating that a security incident may result in an 

investigation or litigation, and has open lines of communication 

between first-line responders on the IT or security team and the 

relevant in-house or external counsel in connection with that 

contemplated investigation or litigation, the work-product pro-

tection is more likely to apply. 

A court’s determination regarding whether litigation was 

reasonably anticipated may rely either on language directly in a 

retainer agreement (as in Genesco)136 or on the fact that litigation, 

though not yet commenced, has at least been threatened. Courts 

may also rely on the issuance of a litigation hold, the retention 

of outside counsel, or documentation that litigation or an inves-

tigation may be forthcoming.137 

Analogous case law—such as the line of decisions concern-

ing how the work-product protection’s “anticipation of litiga-

tion” requirement applies to a situation in which a company 

suspects a defect in its product and investigates the defect, its 

scope, and remedial action—further underscores that courts 

likely will carefully distinguish between documents prepared 

 

 136. Genesco, Inc. v. Visa U.S.A., Inc., 302 F.R.D. 168, 181 (M.D. Tenn. 2014). 

The retention agreement with the forensic investigator specifically stated that 

the investigator was being retained “in anticipation of potential litigation 

and/or legal or regulatory proceedings” and to assist its attorneys in prepar-

ing for such litigation and providing legal advice. Id. 

 137. Companies should carefully consider when to issue a litigation hold 

and ensure that the litigation hold, once issued, is being complied with. The 

issuance of a litigation hold may have the unintended consequence of trig-

gering notification requirements in some jurisdictions. 

https://1.next.westlaw.com/Document/I428b6755a9af11e3a341ea44e5e1f25f/View/FullText.html?listSource=Search&navigationPath=Search%2fv3%2fsearch%2fresults%2fnavigation%2fi0ad604ad0000016853a06c9e67dd2191%3fNav%3dCASE%26fragmentIdentifier%3dI428b6755a9af11e3a341ea44e5e1f25f%26startIndex%3d1%26contextData%3d%2528sc.Search%2529%26transitionType%3dSearchItem&list=ALL&rank=1&listPageSource=1eb9a4e0416afb5110133fcdb8e689aa&originationContext=docHeader&contextData=(sc.Search)&transitionType=Document&needToInjectTerms=False&enableBestPortion=True&docSource=8028c940be5a4c019b87e2697817242c
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because of anticipated litigation and documents prepared for 

business purposes. For example, in Adams v. Gateway, Inc., con-

cerns about problems with its computers led Gateway to launch 

an internal investigation headed by an attorney and labeled a 

“legal investigation.”138 The attorney interfaced with engineers 

and other technical personnel as part of the investigation, and 

Gateway attempted to claim that several of the documents re-

lated to the investigation were work-product protected on that 

basis.139 The court disagreed, finding that while Gateway may 

have become aware of product performance issues as a result of 

a litigation, “the investigation had at its core the diagnosis and 

resolution of potential problems” and was motivated by “Gate-

way’s self-interest as a retailer of computer products.”140 In de-

termining whether specific documents were work-product pro-

tected, the court found some of the documents showed 

“concrete litigation-related preparation” and attorney instruc-

tions, whereas others showed “technical efforts and results,” not 

revealing or responsive to litigation concerns.141 Thus, the court 

ordered the production of the latter documents.142 

 

 138. See Order Granting Motion to Compel, Adams et al. v. Gateway, 2:02-

cv-00106, 2003 WL 23787856, at *3 (D. Utah Dec. 30, 2003), ECF No. 136 [here-

inafter Adams Order]. 

 139. Id. at *5–6. 

 140. Id. at *4. 

 141. Id. at *17. 

 142. Id. at *34, *38. Similarly, in Janicker by Janicker v. George Washington 

Univ., the District Court of Washington, D.C., found that “[i]f in connection 

with an accident or an event, a business entity in the ordinary course of busi-

ness conducts an investigation for its own purposes, the resulting investiga-

tive report is producible in civil pretrial discovery.” 94 F.R.D. 648, 650 

(D.D.C. 1982). The court found that the report was “prepared in the ordinary 

course of business with the primary motivation being to determine what 

steps could be taken to prevent any repetition of such a tragedy to protect 
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Other case law evaluating whether an internal investigation 

or an internal audit qualifies for work-product protection indi-

cates that courts are not likely to find post-incident CI work-

product protected merely because counsel involved in a litiga-

tion generated or received the CI in question.143 This may be 

 

other resident college students and the University’s standing in the college 

community and in recruiting students to attend the institution in the future.” 

Id. For additional examples in the defective products’ context, see, e.g., Soeder 

v. Gen. Dynamic Corp., 90 F.R.D. 253, 255 (D. Nev. 1980) (granting plaintiffs’ 

motion to compel in-house report regarding aircraft accident on grounds that 

“given the equally reasonable desire of Defendant to improve its aircraft 

products, to protect future pilots and passengers of its aircraft, to guard 

against adverse publicity in connection with such aircraft crashes, and to pro-

mote its own economic interests by improving its prospect for future con-

tracts for the production of said aircraft, it can hardly be said that Defend-

ant’s ‘in-house’ report is not prepared in the ordinary course of business”); 

Bradley v. Melroe Co., 141 F.R.D. 1 (D.D.C. 1992) (ordering production of 

files related to incidents involving product); Scott Paper Co. v. Ceilcote Co., 

Inc., 103 F.R.D. 591, 595–96 (D. Me. 1984) (recognizing the “important but 

subtle distinction between reports prepared in response to an unfortunate 

event, that might well lead to litigation, and materials prepared as an aid to 

litigation” and finding that documents had business purpose of maintaining 

relationship with plaintiff and avoiding litigation). 

 143. In re Air Crash Disaster at Sioux City, 133 F.R.D. 515, 520 (N.D. Ill. 1990) 

(documents not work-product protected just “because the ultimate findings 

of the employees will be conveyed to the attorneys who are in charge of the 

litigation”); In re Kidder Peabody Sec. Litig., 168 F.R.D. 459, 465–66 (S.D.N.Y. 

1996) (investigation conducted by outside counsel not protected work prod-

uct because the investigation would have been undertaken even if litigation 

had not been filed against the company, noting the situation was “not only 

with a serious legal problem, but with a major business crisis” and “litigation 

was not the ‘principal,’ or dominant, motivator, but rather was, at most, an 

inducement equivalent in importance to the business necessities that we 

have already cited”); see also In re OM Sec. Litig., 226 F.R.D. 579, 586–87 (N.D. 

Ohio 2005) (holding that although company correctly anticipated litigation, 

documents prepared by audit committee and its consultant were not 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

66 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

 

more true to the extent it involves in-house counsel, as opposed 

to outside counsel.144 Courts may be more likely to afford work-

product protection to an internal investigation with a dual pur-

pose if the litigation purpose is clear from the particular docu-

ments at issue, such as the legal ramifications of the investiga-

tion’s findings.145 

Given the case law in both the CI and non-CI scenarios, 

courts seem likely to scrutinize closely whether CI claimed to be 

work-product protected was in fact prepared in anticipation of 

litigation. Such scrutiny may include an examination as to 

whether counsel had a significant enough role in the prepara-

tion of a document as to suggest that it was created “because of” 

and/or for the “primary purpose of” aiding litigation, and/or 

whether it would not have been prepared in substantially the 

same form but for the litigation. If portions of such CI were 

 

protected work product because investigation would have been conducted 

regardless of litigation). 

 144. See United States v. ChevronTexaco Corp., 241 F. Supp. 2d 1065, 1076 

(N.D. Cal. 2002) (“[U]nlike outside counsel, in-house attorneys can serve 

multiple functions within the corporation. In-house counsel may be involved 

intimately in the corporation’s day to day business activities and frequently 

serve as integral players in business decisions or activities.”). 

 145. See, e.g, Adams Order, 2003 WL 23787856, at *21 (D. Utah Dec. 30, 2003) 

(concluding that email from in-house counsel “noting legal implications” of 

investigation of product deficiencies qualified as work-product protected); 

Hallmark Cards, Inc. v. Murley, No. 09-377-CV-W-GAF, 2010 WL 4608678, 

at *4 (W. Dist. Mo. Nov. 9, 2010) (work-product protection extended to doc-

uments created by outside counsel and forensic expert it retained to assess 

concern that third party had provided client with information misappropri-

ated from former employer). 
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created in anticipation of litigation and others were not, segre-

gation of these portions may also affect a court’s decision.146 

ii. Substantial Need 

As discussed in Part B, work-product protection is not abso-

lute, and courts may order documents and information covered 

by the work-product protection produced if the requesting 

party can show a substantial need for the information. The court 

in the Target case specifically addressed whether the work-prod-

uct protection could be overcome by the “substantial need” ex-

ception, but found that plaintiffs did not have a substantial need 

to discover the work product being withheld because Target 

had “produced documents and other tangible things, including 

forensic images, from which Plaintiffs can learn how the data 

breach occurred and about Target’s response to the breach.”147 

The court also addressed the substantial-need issue in Ex-

perian. In that case, plaintiffs argued that Experian’s third-party 

expert had access to live servers that plaintiffs did not have ac-

cess to, and therefore plaintiffs had a substantial need to access 

the work-product protected information.148 Because Experian 

refuted that claim and plaintiffs could “get those exact server 

images and hire their own expert to perform the work,” 

 

 146. This may also have unintended consequences of making some por-

tions of the document less likely to be protected by the work-product doc-

trine but should not impact the attachment of the attorney-client privilege. 

 147. In re Target Corporation Customer Data Security Breach Litigation, 

2015 WL 6777384 at *3 (D. Minn. Oct. 23, 2015). 

 148. Order Denying Motion to Compel Production of Documents at 5, In re 

Experian Data Breach Litigation, No. SACV 15-01592 AG (DFMx), (C.D. Cal. 

May 18, 2017). 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

68 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

 

plaintiffs did not meet the substantial-need exception to the 

work-product protection.149 

Similarly, the court in Arby’s rejected plaintiffs’ attempt to 

obtain post-incident CI of a forensic consultant that the court 

deemed subject to the work-product protection.150 Although it 

did not explicitly address the “substantial need” exception by 

name, the court appears to have implicitly ruled that plaintiffs 

did not meet the exception, because the court reasoned that the 

“[p]laintiffs have not shown that [the consultant’s] analyses can-

not be duplicated should [the plaintiffs] be provided the under-

lying information used by” the consultant.151 The court therefore 

ordered the defendant to provide plaintiffs “with the underly-

ing information used by” the consultant in its investigation.152 

In New Albertson’s, the court held that the opposing party 

failed to demonstrate a substantial need for the work product of 

the breached companies’ investigator because the opposing 

party’s own investigator had already been provided with all of 

the same data and system access that the breached companies’ 

investigator had.153 Nor was there any indication that the 

breached companies were using the work-product protection to 

shield facts about the breach from being discovered.154 

These cases indicate that courts likely will not find the sub-

stantial-need exception to work-product protection applicable 

 

 149. Id. 

 150. Order, In re Arby’s Restaurant Group, Inc. Data Sec. Litig., No. 1:17-

cv-00514, at 2–3 (N.D. Ga. Mar. 25, 2019). 

 151. Id. 

 152. Id. 

 153. New Albertson’s, Inc. v. MasterCard Int’l, No. 17-04410, slip op. at 8–

9 (Idaho 4th Dist. Ct., Ada Cty., May 31, 2019).  

 154. Id. at 10–11. 
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to post-incident CI unless the party seeking to apply the excep-

tion can prove that it lacks sufficient information regarding the 

breach, the investigation, and/or the response to the breach to 

recreate on its own the work product reflected in the CI in ques-

tion. 

3. Waiver of Attorney-Client Privilege and Work-Product 

Protection as to CI 

Even if a court finds that the attorney-client privilege and/or 

work-product protection applies to certain CI, it may determine 

that the company has waived the privilege or protection as to 

that CI. This could be because the company disclosed the CI to 

a third party—which could include disclosure to: (1) a regulator 

(the FTC, the SEC, state attorneys’ general, the Office for Civil 

Rights of the Department of Health and Human Services, etc.) 

pursuant to statute, an investigative demand, or voluntarily; (2) 

contract parties whose data or systems may have been impacted 

during an incident; (3) law enforcement to assist in the investi-

gation seeking to apprehend the criminal attacker; (4) an infor-

mation-sharing organization; (5) an insurance carrier; (6) an af-

filiated entity; or (7) other parties involved in the same or similar 

litigation. A court could even potentially find waiver because 

company personnel disclosed the CI to others within the com-

pany.155 

 

 155. The Federal Rules of Evidence provide that a federal court may order 

that disclosure of privileged or protected information in connection with fed-

eral court litigation does not constitute a waiver. FED. R. EVID. 502(d). In that 

event, the privilege or protection is also preserved in other federal or state 

proceedings. Id. However, this provision would not protect CI disclosed out-

side of or before a federal proceeding has been instituted. Id. Accordingly, it 

would not apply to disclosures outside of litigation to regulators, contract 

parties, law enforcement, information sharing organizations, insurance car-

riers, or other third parties. 
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a. Disclosures to Direct or Indirect Contract Parties 

In Genesco, the court relied on In re TJX Cos. Retail Sec. Breach 

Litig.156 in determining that the company’s disclosure of brief 

portions of the counsel-retained forensic expert’s report to Visa 

and the assistance of the forensic expert in creating an annotated 

response to Visa’s forensic report did not constitute a waiver of 

the attorney-client privilege and work-product protection be-

cause the sections of the report containing the privileged infor-

mation were not disclosed to Visa or any other third parties.157 

And in Premera II, the court suggested that whether disclosure 

of a document to a third-party vendor created a waiver would 

depend on whether the vendor is providing a “legal” as op-

posed to “business” service.158 While neither Genesco, TJX, nor 

Premera II clearly distinguished between the test for waiver of 

the attorney-client privilege and the test for waiver of the work-

product doctrine, these tests are in fact very different, with the 

attorney-client privilege generally being much more readily 

subject to waiver.159 That being the case, there may be circum-

stances in which disclosure of CI to one person will waive the 

attorney-client privilege, but not the work-product protection, 

as to that CI in regard to other persons. 

b. Disclosures to Internal Company Employees 

One example of a situation where such differing results 

could arise is the disclosure of an attorney-client privileged and 

work-product protected forensic report, cybersecurity assess-

ment, or other CI to internal company employees. While such a 

 

 156. 246 F.R.D. 389 (D. Mass. 2007). 

 157. Genesco, Inc. v. Visa U.S.A., Inc., 302 F.R.D. 168 (M.D. Tenn. 2014). 

 158. Premera II, 329 F.R.D. 656, 668 (D. Or. 2019). 

 159. See Part B.3 supra. 

https://1.next.westlaw.com/Document/I428b6755a9af11e3a341ea44e5e1f25f/View/FullText.html?listSource=Search&navigationPath=Search%2fv3%2fsearch%2fresults%2fnavigation%2fi0ad604ad0000016853a06c9e67dd2191%3fNav%3dCASE%26fragmentIdentifier%3dI428b6755a9af11e3a341ea44e5e1f25f%26startIndex%3d1%26contextData%3d%2528sc.Search%2529%26transitionType%3dSearchItem&list=ALL&rank=1&listPageSource=1eb9a4e0416afb5110133fcdb8e689aa&originationContext=docHeader&contextData=(sc.Search)&transitionType=Document&needToInjectTerms=False&enableBestPortion=True&docSource=8028c940be5a4c019b87e2697817242c
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disclosure would not result in a waiver of the work-product pro-

tection unless a court were to somehow conclude that the em-

ployee recipient was likely to turn the report over to an adver-

sary, the disclosure might result in waiver of the attorney-client 

privilege if the employee recipients did not “need to know” the 

information in the CI (e.g., where there was no need for the em-

ployee to provide feedback to the attorney on the report to facil-

itate the attorney’s legal advice)160 and/or the recipient employ-

ees were outside of the company’s “control group.”161 Under 

either test, courts will likely scrutinize the employee recipients 

to determine whether their receipt of, for instance, an attorney-

client privileged data-breach forensic report results in waiver of 

the privilege. For example, though an IT analyst may rank far 

lower on the company hierarchy than a vice president of sales, 

the IT analyst’s role and knowledge may be critical for enabling 

the company’s attorneys to provide legal advice. If so, sharing 

the forensic report with the IT analyst is unlikely to waive the 

attorney-client privilege under the widely used subject-matter 

test. However, insofar as the IT analyst is not considered part of 

the company’s control group, sharing the report may waive the 

privilege in a control-group jurisdiction like Illinois. 

 

 160. As the court noted in Verschoth v. Time Warner, Inc., 2001 WL 286763 

at *2 (S.D.N.Y. Mar. 22, 2001), the need to know “must be analyzed from two 

perspectives: (1) the role in the corporation of the employee or agent who 

receives the communication; and (2) the nature of the communication, that 

is, whether it necessarily incorporates legal advice. To the extent that the re-

cipient of the information is a policymaker generally or is responsible for the 

specific subject matter at issue in a way that depends upon legal advice, then 

the communication is more likely privileged.” 

 161. See Part B.3 supra. 
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c. Disclosures to Law Enforcement 

Courts may also eventually need to determine whether, 

when, and to what extent, protected CI loses its protection by 

reason of being disclosed to law enforcement in connection with 

its investigation seeking to apprehend the perpetrator of the in-

cident or to a regulator during its investigation of the breached 

entity’s possible role in the incident. As noted in Part B above, 

at least one court has held that a “selective waiver” theory may 

protect a party who discloses information to a governmental en-

tity from losing the attorney-client privilege or work-product 

protection as to that information as against other entities.162 

However, many courts have rejected this theory, despite the 

public policy benefits of such a position.163 Some courts have 

found that disclosure of information to law enforcement or reg-

ulators does not waive otherwise applicable attorney-client and 

work-product protections, provided that the company entered 

into a confidentiality or protective order containing appropriate 

non-waiver and other provisions.164 Thus, while doing so may 

 

 162. See, e.g., Diversified Indus. v. Meredith, 572 F.2d 596, 611 (8th Cir. 

1977); In re McKesson HBOC, Inc. Secs. Litig., 2005 U.S. Dist. LEXIS 7098, *47 

(N.D. Cal. Mar. 31, 2005). 

 163. In re Columbia/HCA Healthcare Corp. Billing Practices Litig., 293 F.3d 

289, 307 (6th Cir. 2002) (finding that a party’s voluntary disclosure of pro-

tected documents to the SEC, even under a confidentiality agreement, con-

stituted a complete waiver of attorney-client and work-product privilege); 

see also Westinghouse Elec. Corp. v. Republic of Phil., 951 F.2d 1414, 1429 (3d 

Cir. 1991) (determining party’s “disclosure of work product to the SEC and 

to the DOJ waived the work-product doctrine as against all other adver-

saries” notwithstanding if there was or was not a finding that there was a 

confidentiality agreement party entered into with government agencies). 

 164. Compare In re Columbia/HCA, 293 F.3d at 303 (declining to apply selec-

tive waiver even in instances where the parties enter into confidentiality or-

ders), with In re Steinhardt P’ners, L.P., 9 F.3d 230, 236 (2d Cir. 1993) 
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not necessarily prevent waiver, depending on the court at issue 

and the circumstances of the disclosure, requiring non-waiver 

and confidentiality provisions or agreements as a condition to 

any disclosure of CI to the government may at least increase the 

likelihood that a court will not find that such disclosure waived, 

as against other persons, any attorney-client privilege and/or 

work-product protection to which the disclosed CI might other-

wise have been entitled. 

d. Disclosures to Information Sharing Organizations 

Information sharing of certain aspects of an incident or other 

vulnerabilities may also be protected via the Cybersecurity In-

formation Sharing Act (CISA) of 2015. CISA provides protec-

tions to encourage sharing cyber threat indicators and defensive 

measures with the federal government, state and local govern-

ments, and other companies and private entities. Relevant here, 

CISA provides that the sharing of information pursuant to CISA 

does not waive as to other persons any attorney-client privilege 

or work-production protection to which the information may 

have been entitled and also protects information shared from 

Freedom of Information Act (FOIA) disclosure.165 

 

(indicating that selective waiver would apply in disclosure to the govern-

ment as long as a confidentiality agreement existed). See also, e.g., In re Qwest 

Commc’ns Int’l Inc., 450 F.3d 1179, 1195 (10th Cir. 2006). A footnote accom-

panying documents voluntarily disclosed to a government entity concerning 

the exemption of such documents from production under the FOIA is not a 

sufficient confidentiality agreement to attain selective waiver. See, e.g., In re 

Aqua Dots Prod. Liab. Litig., 270 F.R.D. 322, 330 (N.D. Ill. 2010), aff’d, 654 F.3d 

748 (7th Cir. 2011). 

 165. CISA requires all personal information to be removed from the disclo-

sure, however, and only protects the disclosure of some information that 

may not be considered privileged in any case. 
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e. Common Interest, Joint Defense, and Joint 

Representation Arguments Against Waiver 

Whether the sharing of CI with insurance providers, third 

parties whose systems or data may be involved in the incident, 

and/or affiliated entities waives any attorney-client privilege or 

work-product protection that may otherwise have applied to 

such CI as against other persons may revolve around a court’s 

determination as to whether the parties have a common interest. 

If the CI in question otherwise qualifies for protection under the 

attorney-client privilege or work-product doctrine, courts will 

typically find that a party sharing information with a person or 

entity in pursuit of a common legal goal or concerning a matter 

of mutual legal concern did not waive the privilege/protection 

by sharing the information.166 Sharing of CI with third parties 

may qualify for the joint defense privilege if the contracting par-

ties have a common legal goal, such as to prepare for defense of 

claims anticipated to be asserted against both entities by con-

sumers or regulators. However, if one of the two parties believes 

the other is responsible for the incident and the disclosure oc-

curs within the context of a discussion of who is at fault, a com-

mon legal goal will not be present. The common interest doc-

trine may also shield communications between affiliated 

companies, although a prominent appellate decision held that 

the so-called “joint representation doctrine”—which prevents 

waiver of communications between clients who share a com-

mon attorney—is a better fit for situations where a single attor-

ney or group of attorneys represents multiple corporate affili-

ates.167 A fact-intensive determination will dictate whether a 

 

 166. See, e.g., United States v. Evans, 113 F.3d 1457, 1467 (7th Cir. 1997). 

 167. In re Teleglobe Commc’ns Corp., 493 F.3d 345, 370 (3d Cir. 2007) 

(“Courts typically offer versions of three arguments for not construing the 

sharing of communications with the corporate family as a waiver: (1) the 
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common interest exists between an insured and its insurer, as 

courts do not recognize a blanket privilege between insureds 

and insurers.168 Similarly, where the two parties are in other 

sorts of privity, their contractual relationship may assist or work 

against a common-interest claim, depending on the nature of 

the contract and the relationship between the parties. 

The court in Premera I had the occasion to review whether 

the disclosure of CI to third parties who were not defendants in 

the same litigation, but in similar litigations, was shielded by the 

common-interest doctrine.169 Noting that generally joint-defense 

or common-interest parties are subject to the same litigation, the 

court found that entities in similar litigation to which Premera 

had disclosed documents would share a sufficient common in-

terest if they were subject to the same data breach, but otherwise 

would not.170 

f. Subject-Matter Waiver 

Finally, in a situation where disclosure of attorney-client 

privileged and/or work-product protected CI operates as a 

waiver of the privilege and/or protection afforded to the dis-

closed CI, the question may then arise whether such disclosure 

also operates as a waiver of the privilege and/or protection as to 

 

members of the corporate family comprise one client; (2) the members of the 

corporate family are joint clients; and (3) the members of the corporate family 

are in a community of interest with one another. Of these three rationales, 

we believe only the second withstands scrutiny.”) (internal citations omit-

ted). 

 168. See, e.g., Linde Thoms Langworthy Kohn & Van Dyke, P.C. v. Resolu-

tion Trust Corp., 5 F.3d 1508, 1514–15 (D.C. Cir. 1993); Imperial Corp. of Am. 

v. Shields, 167 F.R.D. 447, 451 (S.D. Cal. 1995) (a limited common interest 

exists between an insured and an insurer paying for counsel). 

 169. Premera I, 296 F. Supp.3d 1230, 1247–50 (D. Or. 2017).  

 170. Id. 
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related undisclosed CI, both as to others and as to the recipient of 

the disclosed CI. Under the general principles discussed in Part 

B.3 above, whether there is such a “subject-matter waiver” may 

turn on both the identity of the recipient (e.g., federal govern-

ment versus private party) and the circumstances surrounding 

the disclosure. 

The court in Premera I had occasion to briefly consider 

whether a disclosure to third parties involved in similar litiga-

tion constituted a subject-matter waiver of all related docu-

ments. The court declined to find a subject-matter waiver as to 

all communications relating to the subject matter of the dis-

closed CI, on the ground that: 

because Premera believed in good faith that it and 

these entities were subject to the common interest 

exception to waiver, under the unique circum-

stances of this case, fairness requires that the 

waiver of privilege extend only to the communi-

cations actually shared among the entities and not 

to all documents relating to the same subject mat-

ter that was addressed in the communications that 

were shared.171 

However, the court suggested that, but for this “good faith” 

exception, a broad subject-matter waiver would have applied.172 

On the other hand, where attorney-client privileged infor-

mation is used affirmatively or as a defense, courts have been 

inclined to hold that such use can operate as a waiver of the 

privilege in regard to related privileged CI. In In re United Shore 

Financial Services, LLC, the court found a waiver of the privilege 

 

 171. Id. at 1247–49. 

 172. Id. 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

2020] PRIVILEGE AND PROTECTION IN THE CYBERSECURITY CONTEXT 77 

 

in regard to CI created by an investigator because, according to 

the court, the defendant had used the conclusion of the investi-

gator as a defense in the litigation.173 

* * * 

Having considered how courts have employed and presum-

ably will continue to employ traditional principles of attorney-

client privilege and work-product protection to analyze privi-

lege/protection claims in the CI context, the Commentary next 

seeks to address whether such application of traditional princi-

ples adequately promotes the policy rationales favoring and dis-

favoring the discoverability of CI. 

 

 173. No. 17-2290, 2018 WL 2283893 (6th Cir. Jan. 3, 2018). 
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D. THE PATH FORWARD 

Because discovery of CI is such a novel issue, it is not sur-

prising that existing law fits imperfectly among many of the is-

sues discussed in the previous Part regarding application of the 

attorney-client privilege and work-product protection to CI. Ac-

cordingly, Section 1 of this Part critically assesses the protections 

the current regime apparently provides and fails to provide to 

CI. Section 2 then considers various proposals for adapting ex-

isting attorney-client privilege and work-product protection 

law, or developing entirely new protections, in the CI context, 

and the tradeoffs those proposals present. We believe the exist-

ing regime has significant problems in the CI context that evo-

lution of existing doctrines and/or development of new doc-

trines could address. First, as discussed in Sections 2.a and 2.b 

below, we believe the current regime’s undesirable chilling ef-

fect on conducting frank and pointed analyses of (or even un-

dertaking) various cybersecurity measures, coupled with its un-

desirable incentive for a data holder to put cybersecurity 

decision-making largely in the hands of the data holder’s law-

yers, calls for enacting a qualified—but not an absolute—stand-

alone cybersecurity privilege under which CI would enjoy some 

measure of protection against discoverability, whether or not 

lawyers were sufficiently involved in its creation to qualify the 

CI in question for the attorney-client privilege and/or work-

product protection. Second, as discussed in Section 2.c below, 

because of the significant hazards—including the risk of 

waiver—for data holders in sharing CI with law enforcement, 

and the public interest in prompt and complete knowledge 

about cybersecurity incidents, we propose that state and federal 

law recognize a “selective waiver” doctrine providing that, un-

der certain specified circumstances, a data holder’s disclosure of 

CI to law enforcement would not waive any privilege that might 

otherwise be claimed as to that CI in future civil litigation. 
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1. A Critical Assessment of the Existing Regime 

An all-things-considered judgment about the merits of exist-

ing attorney-client privilege and work-product protection law 

in the CI context requires a consideration of many factors. These 

include (in no particular order): (1) the data holder’s interests, 

as a crime victim and potential defendant in future civil litiga-

tion and/or regulatory enforcement actions; (2) law enforce-

ment’s (and the public’s) interest in apprehending the criminal 

actors and preventing future crimes by the same actors and/or 

using the same techniques; (3) the privacy interests of individu-

als whose information has been or might be compromised by 

the incident; (4) the public’s interest in and regulators’ respon-

sibility for enforcing the law and ensuring that entities that col-

lect protected information have appropriate incentives to adopt 

legally required security and privacy protections; and (5) every-

one’s interest in seeing that justice is done. 

These varying interests cut in different and sometimes con-

flicting ways. 

• Data holders: Typically, data holders will want 

a legal regime that prevents forced disclosure 

of CI to its actual or potential adversaries in a 

litigation or regulatory enforcement context. 

Even where it makes sense from a data 

holder’s perspective to share CI with one or 

more of those adversaries, the data holder will 

want to make that decision on its own terms, 

rather than have the law require disclosure. 

• Law enforcement: The interests of criminal law 

enforcement tend to favor disclosure of CI, at 

least to law enforcement. Criminal law en-

forcement will need some access to CI to find 

clues about potential wrongdoers, even if 
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criminal law enforcement is much more inter-

ested in misconduct by hackers than miscon-

duct by data holders. 

• The public: The interests of the public are as var-

ied as the public itself. To some extent, the pub-

lic whose information is in the hands of data 

holders may want access to the data holders’ 

CI, to make better decisions about sharing in-

formation with the data holder in the future. 

On the other hand, to the extent data holders 

will be better able to protect sensitive infor-

mation if CI is not exposed, the public itself 

may be protected by having that CI under 

wraps. 

• Regulators: A regulator’s interest in enforcing 

the law will almost always argue in favor of 

more rather than less access to CI. CI contains 

critical clues about a data holder’s legal com-

pliance, and a regulator is practically working 

blind if it is unable to view that information. 

• Affected individuals: Similarly, the interests of 

individuals whose personal information may 

have been, or may be vulnerable to being, com-

promised in a cyberattack will almost always 

argue in favor of more rather than less access 

to CI. As CI contains critical clues about a data 

holder’s compliance with any potentially ap-

plicable legal regime that imposes a cybersecu-

rity duty in regard to personal information, 

such individuals will want access to CI to eval-

uate and pursue claims that the data holder vi-

olated that duty. 
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• Justice: The legal system is meant to produce 

just results, which the system tries to accom-

plish by generally permitting broad discovery 

of legally relevant facts (suggesting greater ac-

cess to CI), but then creating an exception that 

protects attorney-client privileged and work-

product protected communications and docu-

ments from disclosure (suggesting less access 

to CI). 

Part C shows that whether CI is protected from disclosure 

under the current regime hinges largely on two broad factors: 

(1) the type and extent of involvement by attorneys; and (2) the 

extent to which information was created or procured predomi-

nantly for purposes of obtaining legal advice or in anticipation 

of litigation. This tight focus on the role of attorneys and the 

connection to legal obligations, and especially litigation, is pre-

dictable given that we are discussing a set of protections de-

signed to facilitate candid discussions between attorneys and 

their clients and to facilitate effective legal representation in an 

adversary system. 

The rigid structure of the rules governing the attorney-client 

privilege, and even the somewhat more flexible approach that 

recognizes exceptions to work-product protection, however, 

largely preclude any balancing of the interest in effective legal 

representation against the other, similarly significant, interests 

that cybersecurity litigation implicates. That same rigid struc-

ture also ties any expansion or reduction of these protections in 

the cybersecurity context to a set of concerns that, at best, occa-

sionally and largely incidentally overlap with the important ob-

jectives of incentivizing the adoption of robust and resilient cy-

bersecurity measures and protecting all concerned against 

criminal cyberattacks. 
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a. Perverse Incentives Created by the Existing Regime 

Ideally the rules for disclosure of CI would promote robust 

cybersecurity practices and policies. Companies should do what 

they reasonably can to protect information and computer net-

works, and the law should help them do that. 

Given the limited protections against disclosure the existing 

regime affords to CI, companies may think twice before con-

ducting the type of risk assessments that are essential to proper 

security, but that they otherwise are not required to do. And 

even where, after thinking twice, companies decide to do such 

a risk assessment, the existing regime could have a chilling ef-

fect on how frank and pointed the assessment, and the com-

pany’s response to the assessment, turns out to be. A risk assess-

ment may well reveal shortcomings in the company’s security 

posture. With the law as it stands, an organization could not be 

reasonably confident that the results of a risk assessment will be 

protected from disclosure in litigation. These concerns may lead 

companies to entirely forgo non-legally-required risk assess-

ments, or be less than thorough in creating or responding to risk 

assessments, both those that are legally required and those that 

are not. While such behaviors may be desirable and understand-

able from the perspective of protecting the company against le-

gal exposure created by the risk assessment, they are assuredly 

undesirable from the perspective of making the company’s cy-

bersecurity efforts as efficacious as possible. 

The counterargument that the existing CI disclosure regime 

operates to promote better cybersecurity practices assumes the 

precise opposite: organizations are more likely to expend suffi-

cient resources and take proactive measures to prevent data 

breaches because their security planning and implementation 

processes will be closely scrutinized in litigation if they suffer a 

breach. Which assumption is correct ultimately is an empirical 
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question, the answer to which almost certainly will shift over 

time and likely depends on the relative maturity of an organiza-

tion’s cybersecurity posture. 

Risk assessment activities have substantial operational com-

ponents, because they are intended to create, test, and improve 

security policies and practices. Distinguishing between the core 

operational activities and activities arguably conducted for the 

purpose of seeking legal guidance is the central factor in deter-

mining whether and to what extent attorney-client privilege or 

work-product protection will apply to any given CI.174 Moreo-

ver, pre-incident risk assessment activities typically are not ini-

tiated in response to a specific or reasonably foreseeable threat 

of litigation, which makes extending work-product protection 

to them next to impossible. 

At the same time, these reports, or the information they con-

tain, often are essential to determining whether an organization 

has taken reasonable measures to protect confidential and per-

sonal information. They are highly relevant to the core issues in 

data-breach litigation and investigations and frequently contain 

information that would be difficult or impossible for regulatory 

authorities or litigants to obtain in other ways. 

While the example of risk assessments well illustrates the 

perverse incentives the existing regime creates regarding the 

creation of CI, those perverse incentives extend to any CI that 

discloses a company’s mental impressions, conclusions, opin-

ions, assessments, evaluations, or theories concerning its cyber-

security posture, a cyberattack on the company, or its actual or 

 

 174. See In re Target Corporation Customer Data Security Breach Litigation, 

2015 WL 6777384 at *2 (D. Minn. Oct. 23, 2015) (rejecting claims of attorney 

client or work-product protection for emails from Target’s CEO that “merely 

update[d] the Board of Directors on what Target’s business-related interests 

were in response to the breach”). 
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potential actions in anticipation of, or in response to, a cyberat-

tack. The more frank and pointed companies are when they gen-

erate such CI, the more efficacious their cybersecurity efforts 

would be expected to be. But the current regime potentially 

chills companies from generating such frank and pointed CI be-

cause, except to the extent attorney-client privilege or work-

product protection can validly be claimed as to the CI in ques-

tion, the current regime allows such CI to be discovered and 

used against the company in question by regulators and private 

litigants intent on building a case that the company’s cybersecu-

rity efforts were legally insufficient. 

Pre-breach activities most clearly illustrate the view that ex-

isting privilege and work-product law creates perverse incen-

tives in the CI context. The law punishes companies that fail to 

engage in everyday risk assessments—a future adversary will 

surely argue that risk assessments are a bare minimum of ade-

quate security. But then again, the law creates legal risk for com-

panies that engage in routine risk assessments—the results may 

see the light of day, to the company’s detriment. These conflict-

ing incentives emerge directly from the fact that CI protection 

law and cybersecurity law are motivated by divergent goals. 

To be sure, these perverse incentives are not as relevant after 

a breach. For one thing, responding to a known data breach is 

always a business imperative and often a legal one, so the per-

verse incentives are far less likely to result in a “do nothing” ap-

proach in the post-breach context than they are in the pre-breach 

context. Moreover, post-breach CI is frequently generated spe-

cifically with the guidance of outside counsel and in anticipation 

of litigation. Thus, treating the discoverability of post-breach CI 

under the guise of the influence of lawyers and litigation is at 

least less unrealistic for post-breach situations. A majority of the 

few cases in this area confirm this assessment: in the Arby’s, Tar-

get, New Albertson’s, and Genesco cases, courts protected almost 
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all the CI in dispute from disclosure based on counsel’s involve-

ment in the creation of that CI.175 Premera, however, is a recent 

important exception that underscores the substantial uncer-

tainty regarding the scope of disclosure protection even in the 

post-breach context and even where counsel is involved in the 

creation of the CI in question.176 Even in the post-breach context, 

then, the current regime gives companies reason for concern 

 

 175. Id. (denying plaintiffs’ motion to compel with respect to all documents 

except a few post-breach emails updating the Board of Directors on Target’s 

“business related interests . . . in response to the breach”); Genesco, Inc. v. 

Visa U.S.A., Inc., 302 F.R.D. 168, 194 (2014) (barring discovery of all contested 

documents except those connected to “remedial measures that Genesco took 

in response to” the breach); see also New Albertson’s, Inc. v. MasterCard Int’l, 

No. 17-04410, slip op. at 11–12 (Idaho 4th Dist. Ct., Ada Cty., May 31, 2019) 

(denying motion to compel as to all contested information, noting that cer-

tain underlying data had already been produced); In re Arby’s Restaurant 

Group, Inc. Data Sec. Litig., No. 1:17-cv-00514, at 2–3 (N.D. Ga. Mar. 25, 2019) 

(denying discovery except as to certain underlying information used by cy-

bersecurity consultants). Moreover, to the extent post-incident CI is not pro-

tected by the attorney-client privilege or work-product protection, it may 

nevertheless in many cases be inadmissible as a “subsequent remediation 

measure” under Federal Rule of Evidence 407 and its state analogs insofar as 

it relates to the company’s efforts to remediate the breach. See FED. R. EVID. 

407 (“When measures are taken that would have made an earlier injury or 

harm less likely to occur, evidence of the subsequent measures is not admis-

sible to prove negligence, culpable conduct, a defect in a product or its de-

sign, or a need for a warning or instruction.”). This aspect of the existing re-

gime arguably reduces or eliminates whatever disincentive companies 

otherwise might have to take remediation measures in the wake of a data 

security incident. 

 176. Premera I, 296 F. Supp.3d 1230 (D. Or. 2017) (rejecting defendant’s as-

sertion that several categories of documents, including a forensic investiga-

tor’s report, prepared post-breach after outside counsel was hired to investi-

gate, were not protected work product because they served a primarily 

business purpose); see also Premera II, 329 F.R.D. 656, 666 (D. Or. 2019) (simi-

lar). 
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that anything and everything they do or say in their breach re-

sponse efforts can potentially be used against them in a court of 

law, whether or not a lawyer has guided those efforts. That risk 

may make companies more circumspect than they otherwise 

would be about what internal statements they make and what 

internal actions they take in the course of their breach response 

efforts, and such circumspection could make those efforts 

slower and less effective than they otherwise would have been. 

The post-breach context sometimes raises another perverse 

incentive. Ideally the rules for disclosure of CI would promote 

robust cooperation between the victims of criminal cyberattacks 

and the criminal law enforcement authorities responsible for in-

vestigating such crimes and catching the perpetrators. Yet un-

der the limited protections the existing regime affords against 

disclosure of attorney-client privileged and work-product pro-

tected materials to third parties resulting in a waiver of the priv-

ilege or protection as to other third parties, cyberattack victims 

may be reluctant to disclose privileged or protected CI to law 

enforcement. Such cyberattack victims may justifiably be con-

cerned that such disclosures will waive as to their actual and 

potential litigation and regulatory adversaries the privi-

lege/protection that the CI otherwise would have enjoyed. To 

the extent such concerns result in criminal law enforcement au-

thorities being denied access to CI that would have assisted their 

efforts to bring cyberattack perpetrators to justice (and/or delay-

ing access while the victim figures out a “workaround” to share 

the CI without waiving the privilege or protection), the current 

regime will have operated against, rather than in support of, the 

goal of promoting robust cooperation between those authorities 

and the victims of the crimes they are investigating. 
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b. The Disadvantages of Involving Counsel in Creating 

CI 

Courts addressing the protectability of CI have distin-

guished between reports developed under the direction of 

counsel (especially outside counsel) for purposes of legal advice 

or litigation, and those directed by security professionals. As a 

result, a consensus is emerging that to the extent that organiza-

tions want to shield CI from being discovered in litigation, they 

should seek to “cloak” all pre- and post-incident cybersecurity 

work under privilege and/or work-product protection by retain-

ing outside counsel or using inside counsel to hire and direct 

these efforts. 

There are some obvious disadvantages to so closely linking 

CI protection to attorney involvement. Specifically, the practice 

raises several practical and analytical problems: 

• Risk That Work Will Not Be Protected. Even when 

counsel that is retained to provide legal advice 

and/or in anticipation of litigation with regard 

to a company’s cybersecurity conducts or com-

missions the activities that generated the CI in 

question, the risk remains that those activities 

will be viewed by a court as primarily opera-

tional rather than legal, and therefore the CI is 

not protected from disclosure (as was the case 

with respect to several categories of CI in the 

Premera decisions). This risk is heightened in 

the pre-incident context because, as noted 

above, the activities that generate CI are not 

tied to any specific pending or anticipated le-

gal action or investigation. Some have argued 

that the increasingly pervasive risk of a breach 

strengthens the case that all security-planning 
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activities are tied to assessing legal and regula-

tory risks, but no court has yet embraced that 

view. Moreover, that view undermines a core 

premise of both the work-product protection 

and the attorney-client privilege that courts 

can and should carefully distinguish between 

operational activities and legal advice and 

strategy when applying those doctrines. Rou-

tinely involving counsel in more data-security-

related activities, especially activities with lit-

tle or no concrete legal dimension, increases 

the risk that some or all of the CI generated by 

such activities will not be protected under ei-

ther doctrine. 

• Increased Cost. Involving counsel, in particular 

outside counsel, in generating CI often in-

creases the costs of the activity in question. Re-

taining outside counsel incurs fees; involving 

inside counsel redirects resources. 

• Potential Duplication. Even where an organiza-

tion involves counsel to strengthen the case for 

protection of CI, there inevitably will be some 

duplication between the operational and legal 

processes. The dual track process that was 

used in the Target litigation is a prime example. 

• Inappropriate Expertise. Inside and outside 

counsel may not always be the best qualified to 

lead many cybersecurity activities. The inter-

nal information-technology personnel or an 

outside security firm is a more appropriate 

choice to lead the effort in some instances. 
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c. The Disadvantages of Depriving Law Enforcement 

of Access to Privileged/Protected CI 

To the extent that data holders withhold from criminal law 

enforcement authorities attorney-client privileged or work-

product protected CI relevant to a cyberattack (or delay provid-

ing CI until they can figure out a “workaround” to share the CI 

without waiving its privilege or protection), law enforcement’s 

efforts to investigate the attack could be significantly hampered. 

Such CI, either pre- or post-attack, is highly likely to provide 

detailed insights into the cybersecurity measures the attacked 

entity had in place, the vulnerabilities in those measures that the 

attacker exploited, and the data the attacker succeeded in com-

promising by means of those vulnerabilities. Such insights 

could be extremely valuable to the authorities investigating the 

crime and, just as important, quite difficult for those authorities 

to obtain from any source other than the privileged/protected 

CI. Depriving authorities of access to that CI, or delaying their 

access, thus stands to have a substantial negative impact on their 

investigatory efforts. 

d. To What Extent the Current Regime Promotes 

Relevant Interests 

Predictably, when it comes to protecting (or not protecting) 

CI from disclosure, the interests of data holders, law enforce-

ment, the public, civil regulators, and individuals affected by a 

cyberattack cut in different and sometimes opposing ways. For 

data holders, the current regime may create incentives to avoid 

creating potentially damaging CI177 that could be used by a 

 

 177. For example, often there is a misperception that engaging in a security 

assessment will be futile at best because it will be too expensive to meaning-

fully address any security gaps and counterproductive at worst because the 

assessment itself will provide damaging evidence in potential future 
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litigation adversary or a regulator to impose liability. Those 

same risks incentivize structuring information security pro-

grams to protect as much information as the current regime al-

lows, even where doing so involves the above-mentioned nega-

tives of incurring the additional cost of retaining counsel, 

potentially duplicating other information security efforts, and 

placing leadership of certain information security efforts in the 

hands of lawyers rather than technologists. At the same time, 

the relative difficulty of protecting CI created at the pre-breach 

stage and the still uncertain scope of privilege and work-prod-

uct protection for even post-breach CI arguably should incen-

tivize robust and proactive security efforts to avoid the height-

ened risk of liability and minimize the negative effects of 

disclosure. However, the potential discoverability of CI may 

discourage companies from conducting assessments of their se-

curity posture over and above those that are legally required, 

and in the post-breach context—where efforts to address the 

breach are normally a business imperative and often a legal 

one—the potential discovery of CI may cause companies to be 

unduly circumspect regarding the internal statements they 

make and internal actions they take in the course of their breach 

response efforts, making those efforts slower and less effective 

than they would have been had the companies not been worried 

about the chance of their post-breach CI being discovered. 

Data holders’ and criminal law enforcement authorities’ in-

terests, in theory, should largely align. Many data breaches are 

the result of criminal activity where data holders are the victim 

and therefore should have an interest in disclosing information 

 

litigation. Likewise, some regulators have reported incidents where there is 

reason to believe that an entity involved in a breach has taken steps to ac-

tively avoid documenting the results of a forensic investigation specifically 

to avoid creating potentially damaging CI. 
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necessary to identify and apprehend the perpetrator. But the 

pervasive risk of civil liability and/or penalties imposed by a 

civil regulator following a security incident, and the risk of priv-

ilege waiver, especially the possibility for a broad subject-matter 

waiver, cuts strongly in favor of strictly limiting the information 

shared with law enforcement to non-privileged/protected CI 

and may disincentivize data holders from involving law en-

forcement at all when a breach occurs. Even where a concern 

about waiver does not result in withholding attorney-client 

privileged or work-product protected CI from law enforcement, 

it sometimes complicates the sharing of such CI. Data holders 

may request a formal subpoena before sharing such CI, so as to 

enhance the argument that the disclosure was compulsory and 

thus did not effect a waiver; data holders also may want to take 

additional time to separate privileged from non-privileged CI, 

again so as to reduce the risk of a waiver being found. To the 

extent law enforcement does not view data holders as adver-

saries, it may be inclined to allow data holders to take whatever 

steps appear necessary to protect CI from disclosure to others. 

Civil regulators and plaintiffs present still different issues. 

These parties seek to enforce the law against data holders and 

therefore are both interested in CI and more likely to have re-

quests for CI rebuffed. Companies, however, may have strategic 

incentives to disclose otherwise protected CI to regulators in the 

course of an investigation—for instance, in hopes that their co-

operation will bring about a lighter sanction.178 In addition, 

through pre-lawsuit subpoenas, civil regulators have tools for 

seeking CI that are not available to private plaintiffs. 

 

 178. See Eric J. Gorman and Brooke A. Winterhalter, Protecting Attorney-Cli-

ent Privilege and Attorney Work Product While Cooperating with the Government: 

Strategies to Minimize Risks During Cooperation (Part Two of Three), 3:4 

CYBERSECURITY LAW REPORT (2017). 
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Nonetheless, the possibility that a private civil action will ac-

company an investigation, and the clear risk that disclosure in a 

regulatory investigation likely will waive privilege and work-

product protection, combine to create significant incentives for 

data holders to resist disclosure of CI to regulators as much as 

possible. 

Private plaintiffs lack the pre-litigation tools of civil regula-

tors in seeking disclosure of CI. As the discussion in Part C ex-

plains, if defendants carefully structure post-incident analyses 

of security incidents, in particular by retaining counsel to direct 

those processes, they should be able to protect from disclosure 

much of the CI generated by those post-incident activities. On 

the flip side, the few decisions analyzing application of attor-

ney-client privilege and work-product protection in this context 

suggest that courts will carefully distinguish between docu-

ments that are intended to assist in providing legal advice 

and/or preparing for litigation and those that are created for 

strategic and business purposes. Moreover, most pre-incident 

documents will be difficult to protect from disclosure, thus giv-

ing access to a potentially large amount of CI. 

e. The Unique Importance of Cybersecurity and 

Cybercrime 

American businesses and government agencies are under 

cyberattack twenty-four hours a day, seven days a week, from 

criminal third parties, and the federal government has declared 

this global cybercrime wave a compelling national security con-

cern, particularly in the area of critical infrastructure. In this 

context, any regime regarding the discoverability of CI that cre-

ates disincentives for companies to engage in behavior that 

could enhance their network security, or interferes with law en-

forcement’s efforts to catch the third-party criminals, arguably 

poses particularly significant threats to the national economy 
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and public safety. Under this line of argument, broader protec-

tions regarding the discoverability of CI are warranted in the 

cybersecurity context. At the same time, it is arguably more im-

portant in the cybersecurity context than in other public protec-

tion contexts for regulators and private litigants to be able to ob-

tain companies’ documents and communications so that laws 

governing cybersecurity can be enforced and companies have 

appropriate incentives to enhance the security of their networks. 

Under this line of argument, while the current regime’s limited 

protections on the discoverability of a company’s documents 

and communications might be acceptable in the context of en-

forcing laws as to the physical safety of consumer products, the 

cleanliness of the environment, and other potential dangers to 

public health and safety, those limits are not acceptable in the 

more important context of protecting the public against the eco-

nomic and intangible (e.g., emotional) injuries people may incur 

from the misuse of their personal information. 

The unique importance of cybersecurity and cybercrime 

raises the question whether the current regime’s limited protec-

tions, by means of the attorney-client privilege and work-prod-

uct protection, on the discoverability of a company’s documents 

and communications, while acceptable in some other contexts, 

should either be broadened or narrowed in the cybersecurity 

context. In the section that follows, we assess some proposals 

under which the current regime might be modified to account 

for the unique importance of cybersecurity and cybercrime. 

2. Proposals for Modifying the Current Regime 

As discussed above, the current regime for determining the 

discoverability of CI makes the creation of CI more expensive 

for those who seek to ensure it will be protected from disclosure, 

and chills companies from creating the sort of CI that would be 

most efficacious in furthering their cybersecurity efforts. At the 
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same time, in many cases this model puts the creation of such 

documents in the wrong hands—attorneys know a lot about cy-

bersecurity law, but perhaps not as much about other aspects of 

cybersecurity. In addition, even where it would be beneficial for 

law enforcement to view some CI, the current regime makes 

such disclosure less likely by increasing a data holder’s liability 

exposure when it decides to disclose such information. These 

disadvantages may pose a greater threat to the public in the cy-

bersecurity context than in other contexts because of the partic-

ularly compelling national interests in protecting the networks 

of American businesses and government agencies, catching cy-

bercriminals, enforcing cybersecurity laws, and thereby protect-

ing members of the public against injuries from the misuse of 

their personal information. All of these considerations warrant 

at least some consideration of whether an alternate regime 

should potentially govern the discoverability of CI. 

In spite of the limitations just identified, the existing regime 

has some clear benefits. Most notably, because it is grounded on 

relatively settled attorney-client privilege and work-product 

protection, the current regime provides a fairly predictable 

framework within which to assess the actions that are likely to 

lead to documents and communications being protected, or not, 

from discovery. The various proposals for modifying the exist-

ing regime in the CI context discussed here inevitably bring 

with them uncertainty, simply because there are no precedents 

explaining precisely how the protection will work in this con-

text. 

a. Absolute Stand-Alone Cybersecurity Privilege 

Rejected 

The unique issues that data breaches raise have led some to 

call for an independent, unqualified cybersecurity privilege as 

to at least some CI. The basic premise is that cybersecurity 
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investigations raise a similar set of concerns and require the 

same kind of confidential relationship that privileges in other 

contexts protect, such as attorney-client, therapist-patient, and 

others. 179 As discussed below, the unique mix of interests impli-

cated by the increasing and pervasive risk of a data breach pro-

vides several persuasive arguments in favor of recognizing a 

new privilege in this area. But the conflicting nature of the rele-

vant interests also provides counterarguments in favor of the 

status quo. At minimum, these conflicting interests counsel 

against making such a privilege unqualified and instead sup-

port careful calibration, including significant qualifications per-

mitting disclosure of some otherwise protected CI under the 

right circumstances. 

The case for an unqualified stand-alone cybersecurity privi-

lege rests on the complex mix of concerns and the issues identi-

fied above: (1) the dramatic increase in cybersecurity attacks has 

created a significant and growing public interest in both pre-

venting data breaches and ensuring prompt discovery and re-

mediation of breaches when they occur; (2) existing privileges, 

including the attorney-client privilege, fail to adequately protect 

the full range of documents produced by a robust, proactive cy-

bersecurity program against disclosure in litigation; and (3) the 

net result creates perverse incentives for organizations to tailor 

their efforts in ways that will reduce potential disclosure in liti-

gation rather than pursue the most thorough and effective pre-

vention and remediation measures. This situation, combined 

 

 179. See, e.g., Jeff Kosseff, The Cybersecurity Privilege, 12:2 I/S J.L. & POL’Y FOR 

INFO. SOC’Y 261 (2016). Koseff develops the most extended argument in favor 

of an independent privilege for cybersecurity investigations. He proposes 

that courts should recognize a broad, unqualified privilege for all legal cy-

bersecurity activities under Federal Rule of Evidence 502 or that Congress 

and state legislatures should do so through statute. Id. at 298–303. 
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with the unique importance of cybersecurity and cybercrime, it 

can be argued, creates a compelling case for a new privilege that 

closely tracks the justifications for, and hence the unqualified 

nature of, other common-law privileges, including the attorney-

client privilege.180 

As noted above, the case for an unqualified cybersecurity 

privilege is premised on the contestable assumption that the risk 

of disclosure in litigation creates disincentives for entities to de-

velop robust and effective cybersecurity policies and practices. 

The opposite view assumes that these incentives align relatively 

well under the current regime because the substantial risk of 

disclosure of CI should make organizations more likely to ex-

pend sufficient resources and take proactive measures to pre-

vent data breaches, because their security planning and imple-

mentation processes will be closely scrutinized in litigation if 

they suffer a breach. Which assumption is correct ultimately is 

an empirical question, the answer to which almost certainly will 

shift over time and likely depends on the relative maturity of an 

organization’s cybersecurity posture. 

Equally important, an unqualified cybersecurity privilege 

would take no account of the offsetting policy considerations 

just identified, including the data owner’s interest in recourse 

for an entity’s failure to take legally required security measures, 

and the risk that a lack of transparency would substantially frus-

trate the ability of regulators to enforce existing cybersecurity 

 

 180. Id. at 285–98. Notably, this article goes on to recognize that an absolute 

privilege may not be feasible and argues that in such a case “a qualified priv-

ilege would be an acceptable starting point.” Id. at 303. As the author states 

in the article, while he would prefer an absolute privilege, even a qualified 

privilege “would help to encourage companies to invest in cybersecurity 

work and increase the likelihood that the cybersecurity professionals’ work 

product would be protected from discovery. “ Id. 
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laws. For these reasons, we believe any proposal for a stand-

alone cybersecurity privilege should include qualifications on 

the privilege, including some restrictions on the CI that could 

qualify for the privilege, as well as some qualification that 

would permit opposing parties to obtain protected information 

under certain circumstances. 

b. Proposed Qualified Stand-Alone Cybersecurity 

Privilege 

We believe any stand-alone cybersecurity privilege should 

include the following features and qualifications: 

• Workable standards (and limits) on what CI 

could qualify for the privilege 

• Some ability to require disclosure (at least in a 

redacted form) of CI that qualifies for the cy-

bersecurity privilege and is not otherwise priv-

ileged where a substantial need can be shown 

by the party seeking disclosure 

• Documentation by the party asserting the priv-

ilege sufficient for an opposing party and the 

court to determine the basis for the privilege 

and to challenge that assertion 

The attributes of a qualified stand-alone privilege just de-

scribed track the kind of qualified protection provided to trial 

preparation materials by the work-product doctrine. But the ex-

isting work-product doctrine is unlikely to extend to the pre-in-

cident context because of the “in anticipation of litigation” re-

quirement. And even in the post-incident context, existing 

work-product doctrine requires some involvement of a lawyer 

in the creation of the document or communication in question 

for the protection to apply, whereas the idea of any stand-alone 

cybersecurity privilege, be it “broad” or “nuanced,” is to 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

98 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

 

eliminate the protectability of CI being dependent on legal in-

volvement. 

Apart from its being limited to materials generated in antic-

ipation of litigation, the work-product doctrine is a better model 

than the attorney-client privilege for a stand-alone cybersecurity 

privilege because unlike the attorney-client privilege, a request-

ing party can access otherwise protected documents where it 

can demonstrate both (a) substantial need and (b) undue burden 

in obtaining substantially equivalent information. One ap-

proach for developing a qualified stand-alone cybersecurity 

privilege would be to apply something akin to work-product 

protection to the CI context by eliminating or softening the 

work-product doctrine’s requirement that materials must be 

created “in anticipation of litigation;” for instance, by reframing 

the requirement as “in anticipation of or in response to a 

cyberattack.” This could happen through recognition of the en-

demic and pervasive risk of cyberattacks that would permit 

companies to assert protection for pre-incident and post-inci-

dent CI or some subset of them regardless of litigation concerns 

or what involvement lawyers had in creating it. 

Having said that, a qualified stand-alone privilege that ex-

tended to all documents and tangible things prepared in antici-

pation of or in response to a cyberattack would potentially cre-

ate a presumptive protection from discovery for any and every 

document concerning a company’s cybersecurity efforts. This 

would include ordinary-course documents such as computer-

generated logs and the results of automated vulnerability and 

anti-virus scans that do not in and of themselves disclose or re-

flect the human analyses, evaluations, and decisions that the cur-

rent regime arguably chills and/or weakens. Addressing the 

concerns created by the current regime does not necessitate af-

fording such ordinary-course documents enhanced protection 

against discovery. Rather, those concerns can be addressed by 
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limiting any such enhanced protection to documents and tangi-

ble things that reflect a person’s (or its representative’s) mental 

impressions, conclusions, opinions, assessments, evaluations, or 

theories concerning a cyberattack on that person, or the person’s 

actual or potential actions in anticipation of or response to a 

cyberattack—in much the same way that Federal Rule 

26(b)(3)(B) affords enhanced work-product protection to docu-

ments reflecting such mental impressions and the like. 

Taking all of the foregoing into account, we propose that a 

qualified stand-alone cybersecurity privilege use the language 

of Federal Rule 26(b)(3) as a starting point and provide as fol-

lows: 

Materials Prepared in Anticipation of or in Re-

sponse to a Cybersecurity Threat 

(A) Documents and Tangible Things. Ordinarily, 

a person may not utilize legal process to compel 

or require production of documents and tangi-

ble things that are prepared in anticipation of or 

in response to a cybersecurity threat by or for 

another person or its representative (including 

the other person’s attorney, consultant, surety, 

indemnitor, insurer, or agent) and that are 

within the protection from disclosure set forth 

in Paragraph (B) below. But those materials 

may be discovered if: 

(1) they may otherwise be compelled or re-

quired to be produced by means of legal pro-

cess under applicable law; and 

(2) the person seeking production shows it 

has substantial need for the materials and 
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cannot, without undue hardship, obtain 

their substantial equivalent by other means. 

(B) Protection Against Disclosure. The protection 

against disclosure created by this rule shall ex-

tend only to the mental impressions, conclu-

sions, opinions, assessments, evaluations, or 

theories of a person or its representative con-

cerning (i) a cybersecurity threat or (ii) that per-

son’s actual or potential actions in anticipation 

of or in response to a cybersecurity threat. A 

court or other body having appropriate juris-

diction shall uphold a person’s refusal under 

this rule to produce documents and tangible 

things that are prepared in anticipation of or in 

response to a cybersecurity threat only to the 

extent necessary to protect against disclosure of 

such mental impressions, conclusions, opin-

ions, assessments, evaluations, or theories. 

(C) Information Withheld. When a person with-

holds from production otherwise producible 

information by claiming that the information is 

subject to protection as material prepared in an-

ticipation of or in response to a cybersecurity 

threat, the person must: 

(1) expressly make the claim; and 

(2) describe the nature of the documents or 

tangible things not produced or disclosed—

and do so in a manner that, without reveal-

ing the protected information itself, will en-

able the person seeking production to assess 

the claim. 
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(D) Definitions 

(1) “Cybersecurity threat” has the meaning 

given the term in section 102(5) of the Cyber-

security Information Sharing Act of 2015 

(CISA), including the definition of the re-

lated term “information system,” given in 

section 102(9) of CISA.181 

Any stand-alone cybersecurity privilege modeled on the 

work-product doctrine need not, in our view, include a more 

 

 181. CISA’s definitions fit the scope of activity we intend the qualified priv-

ilege to cover and also would allow for judicial interpretations of CISA’s def-

initions to provide relevant authority for interpreting the scope of the privi-

lege. We reproduce the full text of the relevant sections below. 

Section 102(5) CYBERSECURITY THREAT.— 

(A) IN GENERAL.—Except as provided in subpara-

graph (B), the term ‘‘cybersecurity threat’’ means an ac-

tion, not protected by the First Amendment to the Con-

stitution of the United States, on or through an 

information system that may result in an unauthorized 

effort to adversely impact the security, availability, con-

fidentiality, or integrity of an information system or in-

formation that is stored on, processed by, or transiting 

an information system. 

(B) EXCLUSION.—The term ‘‘cybersecurity threat’’ 

does not include any action that solely involves a viola-

tion of a consumer term of service or a consumer licens-

ing agreement. 

Section 102(9) INFORMATION SYSTEM.—The term ‘‘infor-

mation system’’— 

(A) has the meaning given the term in section 3502 of 

title 44, United States Code; and 

(B) includes industrial control systems such as supervi-

sory control and data acquisition systems, distributed 

control systems, and programmable logic controllers.  
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liberal undue-burden/substantial-need exception than the 

work-product doctrine’s version of that exception. To begin 

with, much of the CI generated by a company will not fall within 

the above draft rule’s limited presumptive protection against 

disclosure because it will not disclose a person’s mental impres-

sions and the like, and thus will not satisfy the requirements of 

Paragraph B of the proposed rule. Moreover, while we recog-

nize that some kinds of CI within the draft rule’s presumptive 

protection against disclosure will be essential and difficult to 

replicate through other evidence, the recent discussion of the 

undue-burden/substantial-need exception in the Experian case 

illustrates how the equivalent exception under our proposed 

rule can enable plaintiffs to obtain such CI when necessary.182 

There, the court denied plaintiffs access to the forensic report 

created by the defendants’ outside expert only because it recog-

nized that the plaintiffs could readily replicate the report them-

selves, since the report relied solely on server images that the 

plaintiffs could obtain in discovery.183 By contrast, under both 

the work-product doctrine and the proposed qualified stand-

alone cybersecurity privilege, where an organization generates 

materials that otherwise would be protected by the doc-

trine/privilege, but an opposing party has substantial need for 

the materials to prepare its case and cannot, without undue 

hardship, obtain a substantial equivalent by other means, the 

party generating the materials could be required to provide that 

information to the opposing party. 

In addition to providing a balanced alternative to an unqual-

ified stand-alone cybersecurity privilege, a qualified stand-

 

 182. See Order Denying Motion to Compel Production of Documents, In re 

Experian Data Breach Litigation, No. SACV 15-01592 AG (DFMx), (C.D. Cal. 

May 18, 2017). 

 183. Id. at 5. 



PRIVILEGE AND PROTECTION IN CYBERSECURITY PRE-JOURNAL (DO NOT DELETE) 11/25/2019  3:32 PM 

2020] PRIVILEGE AND PROTECTION IN THE CYBERSECURITY CONTEXT 103 

 

alone cybersecurity privilege modeled on the work-product 

doctrine could result in parties more selectively asserting the 

blanket protection of attorney-client privilege to pre- and post-

incident CI and would provide courts with a more nuanced set 

of tools to deal with competing arguments over the application 

of privilege in the cybersecurity context. 

One concern raised in response to the public comment ver-

sion of this proposal is that courts will need to determine what 

constitutes a “cybersecurity threat” as well as “mental impres-

sions, conclusions, opinions, assessments, evaluations or theo-

ries” of nonlawyers, which could result in ancillary discovery 

disputes and inconsistent decisions by different courts.184 As 

with any new legal rule, it will take some time for parties and 

courts to ascertain the precise boundaries of the qualified privi-

lege, and disputes inevitably will arise in some instances. 

The proposed language deliberately draws on existing legal 

models to reduce the risk of confusion. Moreover, as we discuss 

at length above, there already are substantial uncertainties sur-

rounding the application of traditional attorney-client privilege 

and work-product protection in the cybersecurity context. This 

privilege could eliminate many of those disputes by providing 

a clear avenue to protect materials as to which parties otherwise 

might seek to stretch the boundaries of those doctrines and, 

thus, has the potential to reduce confusion in the aggregate. 

Having said all that, while a qualified stand-alone cyberse-

curity privilege would provide more limited protection than an 

unqualified privilege modeled on traditional attorney-client 

privilege principles, and thereby better address the mix of 

 

 184. See Matthew Hamilton and Donna Fisher, Evaluating Stand-Alone Priv-

ilege for Cybersecurity Info, LAW360 (2019), https://www.law360.com/arti-

cles/1168625/print?section=technology. 

https://www.law360.com/articles/1168625/print?section=technology
https://www.law360.com/articles/1168625/print?section=technology
https://www.law360.com/articles/1168625/print?section=technology
https://www.law360.com/articles/1168625/print?section=technology
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interests implicated in the cybersecurity context, such a privi-

lege would still protect a much greater range of CI from disclo-

sure than does the current regime. The argument in favor of a 

qualified standalone cybersecurity privilege thus still rests on 

the contestable proposition that some currently unprotected CI 

really should be protected, even though it does not qualify for 

the attorney-client privilege or work-product protection. The 

new rule also inevitably will invite ancillary disputes regarding 

the appropriate scope of the protection both as a general matter 

and in individual cases where parties will take contrary views 

as to whether particular CI should be protected. Ultimately, 

then, the argument for even a qualified stand-alone cybersecu-

rity privilege depends on whether concerns about cybersecurity 

and cybercrime are both unique and substantial enough to jus-

tify drawing the protection/non-protection line differently in the 

cybersecurity and CI context than where the current regime 

draws that line in all other contexts. 

We are persuaded that concerns about cybersecurity and cy-

bercrime are sufficient to justify a qualified stand-alone cyber-

security privilege along the lines of the above draft. The key 

foundation for this conclusion is our belief that (1) the language 

of Paragraph (B) of the draft rule would result in most of an or-

ganization’s CI not even qualifying for the rule’s presumptive 

protection against disclosure in the first place, and (2) the “sub-

stantial need” exception to the privilege would prevent the priv-

ilege from being used in a fashion that would impose undue 

hardship on regulators and private litigants in building and 

bringing cases against the victims of cyberattacks. 

The narrow limitations the proposed privilege would im-

pose on the discoverability of relevant CI in such cases are out-

weighed by the benefits the privilege would achieve. First, the 

proposed qualified privilege would enable parties to take robust 

actions to protect themselves against and respond to third-party 
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cyberattacks with greater (though not absolute) assurance that 

the CI they generate in the course of those efforts will not be 

used against them at some point down the road. In our view, 

affording parties such greater assurance treats the victims of 

third-party cyberattacks more fairly than does the current re-

gime. 

Second, the proposed qualified privilege would enable par-

ties to obtain significant (though not absolute) protection 

against the discoverability of CI without using attorneys to lead 

their efforts to protect themselves against, and respond to, third-

party cyberattacks. In our view, providing parties with greater 

discoverability protection lessens the incentive that the current 

regime creates for putting attorneys in charge of efforts to ad-

dress being victimized by such criminal activities and/or taking 

other measures to avoid creating a discoverable record concern-

ing those efforts (such as not conducting certain assessments 

that are not otherwise legally required, conducting such assess-

ments less thoroughly, or not reducing them to writing). Thus, 

it lessens the risk that the current regime creates of those efforts 

being less efficacious and/or more costly than they would oth-

erwise have been. 

In this way, the proposed qualified privilege is analogous to 

the medical peer-review privilege recognized by the vast major-

ity of U.S. states (although generally not by federal common 

law), which lessens hospitals and physicians’ disincentives to 

thoroughly investigate medical incidents by shielding reports 

and other documents of their medical staff committees in con-

nection with such investigations from discovery.185 We recog-

nize that in University of Pennsylvania v. EEOC, the U.S. Supreme 

 

 185. See LEONARD ET AL., THE NEW WIGMORE: A TREATISE ON EVIDENCE § 7.8 

(3d ed. 2017). 
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Court declined to recognize a qualified common-law privilege 

against the disclosure of confidential university faculty peer-re-

view materials.186 We also recognize that several lower federal 

courts have relied on the Court’s reasoning in that decision to 

refuse to recognize an analogous “self-critical analysis” or “self-

evaluative” privilege that would protect confidential, nonfac-

tual deliberative material such as opinions or recommendations 

that result from internal investigations, reviews, or audits con-

ducted by public and private entities.187 

The limited privilege we propose stands on much different 

footing than either the faculty peer-review process or the self-

critical analysis privilege. The Supreme Court in University of 

Pennsylvania noted that confidentiality is not the norm in all fac-

ulty peer-review systems and expressed skepticism that disclo-

sure of faculty peer reviews would actually have a chilling effect 

on the candidness of such reviews.188 By contrast, corporations 

closely safeguard the confidentiality of their candid assessments 

of their own information security. As noted above, the current 

regime incentivizes companies to maintain that confidentiality 

by putting attorneys in charge of their efforts to address being 

victimized by cyberattacks and/or taking other measures to 

avoid creating a discoverable record concerning those efforts, 

 

 186. 493 U.S. 182 (1990). 

 187. See, e.g., Lund v. City of Rockford, Case No. 3-17-cv-50035, 2017 WL 

5891186 (N.D. Ill. Nov. 29, 2017), at *5–16 (relying on Univ. of Pa. v. EEOC , 

493 U.S. 182 (1990), to reject the self-critical analysis privilege and surveying 

the “spotty history” of the privilege in federal court decisions). 

 188. Univ. of Pa., 493 U.S. at 200–01 (noting that if peer reviews are discov-

erable, some academics, rather than being less candid, may simply ground 

their evaluations in specific examples and illustrations in order to deflect po-

tential claims of bias or unfairness). 
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thereby raising the risk that those efforts will be less efficacious 

and/or more costly than they would otherwise have been. 

The self-critical analysis privilege requires confidentiality 

and, like our proposal, limits the scope of protection to nonfac-

tual information. Public interest in thorough and candid identi-

fication and assessment of potential shortcomings within an or-

ganization also justifies both privileges. Despite these 

similarities, the case for a qualified CI privilege is stronger for 

two reasons. First, the privilege covers a very narrow and spe-

cific situation—a “cybersecurity threat” as defined by CISA—

that raises a set of public interests distinct in nature and urgency 

from the broad range of general compliance contexts covered by 

the self-critical evaluation privilege. Cybersecurity threats fre-

quently involve criminal activity and, in some cases, foreign-na-

tion-state support or tacit approval. Attacks that result in subse-

quent litigation where the privilege might be invoked always 

involve alleged compromise of third-party private information. 

As a result, the shared public interest in fostering robust proac-

tive and remedial measures to improve cybersecurity is argua-

bly much stronger than for other contexts. 

Second, we propose that this qualified privilege be estab-

lished through legislation at the federal and state level, rather 

than through common law. Courts understandably are reluctant 

to recognize new common-law privileges and generally cite the 

high burden for such recognition when rejecting the self-critical 

analysis privilege.189 Establishing the privilege through legisla-

tion removes those concerns. While it is no simple task to pass 

legislation, there is growing bipartisan consensus that 

 

 189. See Lund, 2017 WL 5891186, at *5. 
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cybersecurity is a critical national priority that requires new and 

creative approaches.190 

Accordingly, we are persuaded that the benefits of lessening 

the security risk that the current regime creates, coupled with 

the benefits of reducing the unfair manner in which the current 

regime treats victims of cyberattacks, are sufficient to justify the 

proposed qualified privilege, given that the privilege would not 

in our view impose undue hardship on regulators and private 

litigants in building and bringing cases against the victims of 

cyberattacks. 

c. Proposed “No Waiver” Rule for Criminal 

Cybersecurity Investigations 

One partial reform proposal that would address the current 

regime’s disincentives for companies to share CI with criminal 

law enforcement is the creation of a limited form of protection 

against the waiver of attorney-client privilege and work-prod-

uct protection for information shared in the course of a criminal 

investigation of a possible cybersecurity breach. 

The arguments in favor of limiting waiver in this situation 

are not unique to the cybersecurity context. Others have advo-

cated for a version of this protection, often called “selective 

waiver,” for information shared in the course of civil regulatory 

investigations, and federal law provides a broad protection 

against privilege and work-product waiver for information 

 

 190. States in particular have been very active in seeking to address these 

issues. Through Nov. 6, 2018, at least 22 states had passed 52 cybersecurity-

related bills, and at least 35 states, D.C. and Puerto Rico introduced/consid-

ered more than 265 bills or resolutions related to cybersecurity. See Cyberse-

curity Legislation 2018, NATIONAL COUNCIL OF STATE LEGISLATURES, 

http://www.ncsl.org/research/telecommunications-and-information-tech-

nology/cybersecurity-legislation-2018.aspx (last visited Nov. 20, 2019). 

http://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2018.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2018.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2018.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2018.aspx
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shared with banking regulators.191 Several courts have recog-

nized selective waiver on the basis that it encourages companies 

to fully investigate potential illegal conduct and to cooperate 

with regulatory agencies, thus protecting shareholders, custom-

ers, and the public.192 

The majority of courts that have addressed whether to apply 

selective waiver in civil regulatory investigations, however, 

have not found either “the rationale of encouraging corpora-

tions to seek outside review of allegedly illegal corporate activ-

ities, nor that of encouraging them to cooperate with [regula-

tory] investigations” sufficient to justify the doctrine.193 Courts 

that reject the doctrine note that organizations have ample in-

centive to seek candid advice from legal counsel regardless of 

 

 191. 2 PAUL R. RICE, ET AL., ATTORNEY-CLIENT PRIVILEGE IN THE U.S., 

LIMITED WAIVER—LOGIC OF LIMITED WAIVER § 9:91 (2018).  

 192. The seminal case supporting selective waiver is Diversified Indus., Inc. 

v. Meredith, 572 F.2d 596 (8th Cir. 1977) (en banc). In Diversified, a corpora-

tion responded to allegations that it had paid bribes to obtain business by 

forming an independent audit committee and retaining outside counsel to 

prepare an internal report on the issue. The internal report was subsequently 

produced to the Securities and Exchange Commission (SEC). The Eighth Cir-

cuit held that this disclosure constituted only a “limited waiver” that did not 

preclude the corporation from withholding the report from private litigants 

on the grounds of attorney-client privilege. Id. at 611. The Eighth Circuit ex-

plained: “To hold otherwise may have the effect of thwarting the developing 

procedure of corporations to employ independent outside counsel to inves-

tigate and advise them in order to protect stockholders, potential stockhold-

ers and customers.” Id.; see also United States v. Shyres, 898 F.2d 647, 657 (8th 

Cir. 1990) (applying the reasoning of Diversified); McDonnell Douglas Corp. 

v. EEOC, 922 F. Supp. 235, 243 (E.D. Mo. 1996) (applying the reasoning of 

Diversified); Schnell v. Schnall, 550 F. Supp. 650, 652–53 (S.D.N.Y. 1982) (illus-

trating public policy of encouraging disclosure to SEC compels finding of 

selective waiver). 

 193. RICE, supra note 191. 
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whether a government regulator may require it to disclose that 

advice in an investigation. Moreover, the benefits an organiza-

tion obtains from voluntary disclosure, in the form of more le-

nient sanctions resulting from an investigation, in most cases is 

sufficient incentive for cooperation with the regulator and not 

likely to be undermined by the risk of waiver of privilege or 

work-product protection.194 

The case for selective waiver for disclosures in the course of 

a law enforcement investigation into a cybersecurity incident is 

arguably stronger than for civil regulatory investigations. The 

public’s interest in obtaining complete information following a 

cybersecurity incident extends beyond ensuring full disclosure 

of potential legal violations to identifying information regard-

ing potential cyber threats and actors that could help prevent 

those threats from affecting other organizations, individuals, 

and data. Compromises of the confidentiality, integrity, or avail-

ability of information or systems frequently result from criminal 

conduct by a third party. Permitting the affected entity to fully 

disclose information regarding a potential breach to law en-

forcement authorities without risk of waiving attorney-client 

privilege or work-product protection in a subsequent civil law-

suit or regulatory investigation would likely encourage such 

disclosures. This, in turn, could assist law enforcement in appre-

hending the criminal actors involved in the incident, thereby 

preventing that actor from similarly attacking other organiza-

tions.195 

 

 194. See, e.g., In re Steinhardt Partners, L.P., 9 F.3d 230, 236 (2d Cir. 1993); 

Permian Corp. v. United States, 665 F.2d 1214, 1221 n.13 (D.C. Cir. 1981). 

 195. Our collective experience suggests that many organizations either do 

not engage law enforcement or delay engagement following a data breach 

for a range of reasons, including concerns about waiver of attorney-client 

privilege and work-product protection. Our shared intuition is that while 
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A company that is the victim of a criminal cyberattack also 

sits in a much different position than one faced with an investi-

gation into potential civil liability. First, the primary incentive 

for sharing information with law enforcement authorities is the 

possibility that law enforcement will apprehend the criminal ac-

tor, even though the victim may also receive some incidental 

benefits from the disclosure, such as being viewed slightly more 

favorably by regulators and the public, and/or receiving infor-

mation from law enforcement to assist the victim’s investigation 

and remediation efforts that it otherwise might not have re-

ceived if it had not cooperated. But apprehension of cybercrim-

inals is notoriously difficult and unlikely to undo the damage 

from the incident in any case. Second, permitting cybercrime 

victims to share otherwise privileged or protected information 

with law enforcement without fear of waiver would lessen the 

disincentive to do so created by the current regime, because 

such sharing would not increase the victim’s potential liability 

exposure. Similar incentives do not exist when discussing selec-

tive waiver in the context of regulatory investigations. 

i. Statutory Models 

A statute providing selective waiver of privilege and work-

product protection for information disclosed to criminal law en-

forcement could draw on waiver protections that exist in other 

contexts. Congress has created statutory limits on the waiver of 

 

that reluctance in most instances is not driven primarily by waiver concerns, 

eliminating those concerns likely will encourage at least timelier, and possi-

bly greater overall, cooperation and information sharing. Informal discus-

sions with several federal law enforcement personnel actively involved in 

cybercrime matters confirmed that, in their experience, organizations often 

are reluctant to share information with law enforcement, and that legal lia-

bility concerns, including potential waiver of attorney-client privilege, fre-

quently cause delays in the ability of law enforcement to obtain information. 
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the attorney-client privilege in two contexts: (1) a broad protec-

tion against waiver as to submissions made to banking regula-

tors, and (2) as discussed in part C above, a protection against 

waiver for specific information shared through the processes 

prescribed by CISA.196 

(a) Bank Examiner Waiver Protection 

The protection against waiver of privilege for disclosing in-

formation to a bank examiner is provided by 12 U.S.C. § 1828(x): 

(x) Privileges not affected by disclosure to banking 

agency or supervisor 

(1) In general 

The submission by any person of any infor-

mation to the Bureau of Consumer Financial 

Protection, any Federal banking agency, State 

bank supervisor, or foreign banking authority 

for any purpose in the course of any supervi-

sory or regulatory process of such Bureau, 

agency, supervisor, or authority shall not be 

construed as waiving, destroying, or otherwise 

affecting any privilege such person may claim 

with respect to such information under Federal 

or State law as to any person or entity other 

than such Bureau, agency, supervisor, or au-

thority.197 

Very few courts have interpreted this provision, and it lacks 

any significant legislative history. The text leaves open several 

 

 196. Consolidated Appropriations Act, 2016, H.R. 2029, 114th Cong. (2015) 

(enacted). 

 197. 12 U.S.C. § 1828(x)(1). 
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important questions, including whether the bank examiner can 

waive an entity’s privilege by disclosing the privileged material 

provided to it and how broadly to interpret “submission[s],” in-

cluding whether material provided to a regulator during an en-

forcement action should be treated the same as submissions of 

more routine information. 

Notably, bank regulators take the position that the bank-ex-

aminer regime does not merely permit, but requires, banks to 

disclose privileged information when requested by the regula-

tor, given the compelling public interest in ensuring compliance 

with banking regulations.198 

(b) CISA Waiver Protection 

CISA creates a specific procedure for private organizations 

to share specific cyber threat information directly or indirectly 

with the Department of Homeland Security (DHS). As noted in 

Part C above, to incentivize voluntary information sharing with 

DHS, CISA provides a limited protection against waiver of priv-

ilege and other legal protections: 

Section 1504(d)(1) Information Shared With Or 

Provided To The Federal Government: 

(1)  No waiver of privilege or protection. The 

provision of cyber threat indicators and defen-

sive measures to the Federal Government un-

der this subchapter shall not constitute a waiver 

of any applicable privilege or protection 

 

 198. See, e.g., Consumer Financial Protection Bureau Final Rule, Confiden-

tial Treatment of Privileged Information (June 28, 2012) (effective Aug. 6, 

2012), 77 FR 39617 (July 5, 2012). 
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provided by law, including trade secret protec-

tion.199 

As a practical matter, CISA’s limits on the information that 

can be shared and the procedure required for sharing make it 

unlikely that either attorney-client privilege or work-product 

protection would apply to any shared information. The statute 

requires the entity sharing the information to strip out person-

ally identifiable information and other protected information 

for its protections to apply. Nonetheless, like the bank-examiner 

provision, this protection recognizes the broad public interest in 

facilitating prompt and voluntary disclosure of certain kinds of 

CI—here cybersecurity threat information—to cybersecurity 

regulators and the need to adapt existing legal regimes, at least 

in limited ways, to protect and advance that interest. 

ii. “No Waiver” Proposal and Explanation 

We are persuaded that concerns about cybersecurity and cy-

bercrime are sufficient to justify adoption of a “no waiver” rule 

in the cybersecurity context that would apply to disclosures 

made by a cyberattack victim to the criminal law enforcement 

authorities investigating the attack. A key foundation for this 

conclusion is our belief that such disclosures do not significantly 

undermine the policy rationale for finding a waiver of the attor-

ney-client privilege and/or work-product protection in certain 

circumstances where the privileged/protected material in ques-

tion is disclosed to a third party. Specifically, a frequently cited 

reason for such third-party disclosures being deemed to waive 

the privilege/protection to which the disclosed information oth-

erwise would have been entitled is that the party making the 

disclosure usually has a self-interested motive in doing so—the 

 

 199. 6 U.S.C. § 1504(d)(1). 
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self-interest usually being that the disclosing party believes the 

disclosure will advance its position in the proceeding in which 

the disclosure is being made.200 In that circumstance, it is not 

perceived as “unfair” to find that the disclosure waived the 

privilege/protection both as to the recipient of the information 

and as to other third parties; and both as to the disclosed infor-

mation and other related information that otherwise would 

have qualified for the privilege/protection.201 As the saying goes, 

finding a waiver of the privilege/protection in that circumstance 

is necessary to prevent the disclosing party from using the priv-

ilege/protection “both as a sword and a shield.”202 Whatever 

merit that policy rationale may have in the usual context of a 

self-interested disclosure of attorney-client privileged or work-

product protected material, we do not see such a disclosure as 

being fairly thought of as “self-interested” when it is made by 

the victim of a criminal cyberattack to criminal law enforcement 

 

 200. See In re Columbia/HCA Healthcare Corp. Billing Practices Litig., 293 

F.3d 289, 302 (6th Cir. 2002) (rejecting selective waiver on grounds that per-

mitting such a selective waiver would “transform[] the attorney-client privi-

lege into ‘merely another brush on an attorney’s palette, utilized and manip-

ulated to gain tactical or strategic advantage.’” (citing In re Steinhardt 

Partners, L.P., 9 F.3d 230, 235 (2d Cir. 1993)). 

 201. See Permian Corp. v. United States, 665 F.2d at 1214, 1221 (refusing to 

recognize selective waiver because “the client cannot be permitted to pick 

and choose among his opponents, waiving the privilege for some and resur-

recting the claim of confidentiality to obstruct others, or to invoke the privi-

lege as to communications whose confidentiality he has already compro-

mised for his own benefit. . . . The attorney-client privilege is not designed 

for such tactical deployment.”). 

 202. See In re Columbia/HCA, 293 F.3d at 307 (refusing to recognize selective 

waiver for work-product doctrine because, “like attorney-client privilege, 

there is no reason to transform the work product doctrine into another ‘brush 

on the attorney’s palette,’ used as a sword rather than a shield.” (internal 

quotation and citation omitted). 
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authorities investigating that attack, even though the victim 

may receive some incidental benefits from the disclosure—such 

as being viewed slightly more favorably by regulators and the 

public, and/or receiving information from law enforcement to 

assist the victim’s investigation and remediation efforts that the 

victim otherwise might not have received if it had not made the 

disclosure. As a result, we do not see that policy rationale as be-

ing significantly undermined by adoption of a “no waiver” rule 

in that circumstance. This same rationale does not exist for dis-

closure in regulatory investigations, where the disclosing party 

is waiving the privilege specifically to protect its interests. 

We also do not believe that adoption of such a “no waiver” 

rule would impose undue hardship on regulators and private 

litigants in building and bringing cases against the victims of 

cyberattacks. To be sure, adoption of a no-waiver rule of this 

sort would result in regulators and private litigants being de-

nied access to certain CI disclosed to law enforcement that, un-

der the current regime, they would have access to. And we 

acknowledge that the CI in question could well be quite valua-

ble to regulators and private litigants in the cases they are trying 

to build. But the reality is that even under the current regime, 

regulators and private litigants would in all likelihood not have 

access to the CI in question, because the cyberattack victim 

would be unlikely to disclose it to law enforcement out of con-

cern that such disclosure would operate as a waiver of the priv-

ilege/protection as to regulators and private litigants. As a prac-

tical matter, then, we believe that adoption of a no-waiver rule 

will leave regulators and private litigants no worse off in their 

ability to obtain access to relevant CI than they are under the 

current regime. 

Based on the above thinking, we conclude that whatever lim-

itations such a no-waiver rule would impose on the discovera-

bility of relevant CI in the cybersecurity context are outweighed 
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by the benefits that such a rule would achieve. And we see those 

benefits as being substantial. Adoption of a no-waiver rule that 

would apply to disclosures made by a cyberattack victim to 

criminal law enforcement authorities investigating the attack 

would result in authorities receiving a greater flow of CI regard-

ing the attack than is currently the case. Moreover, because the 

CI included in the increased flow is highly likely to provide de-

tailed insights into the cybersecurity measures the attacked en-

tity had in place, the vulnerabilities in those measures that the 

attacker exploited, and the data the attacker succeeded in com-

promising by means of those vulnerabilities, the CI could pro-

vide substantial assistance to law enforcement in bringing the 

perpetrators to justice. Accordingly, we are persuaded that the 

benefits of a no-waiver rule of this sort are sufficient to justify 

its adoption, given that such a rule would not in our view im-

pose undue hardship on regulators and private litigants in 

building and bringing cases against the victims of cyberattacks 

or provide those victims with any unfair advantage in defend-

ing those cases. 

We therefore propose adoption of a “no waiver” rule in the 

cybersecurity context containing the following language: 

No waiver of privilege or protection for information 

shared with law enforcement—The submission by 

any person of any information to a law enforce-

ment agency for any purpose in connection with a 

potential or existing criminal investigation or pro-

ceeding by the agency regarding the potential or 

actual unauthorized access, or attempted unau-

thorized access, to computerized data or systems 

shall not constitute a waiver of any applicable 

privilege or protection provided by law or other-

wise affect any privilege or protection such person 
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may claim with respect to such information under 

Federal or State law as to any person or entity. 

“Law enforcement agency” means any govern-

ment agency that has authority to investigate or 

prosecute a crime regarding the potential or actual 

unauthorized access, or attempted unauthorized 

access, to computerized data or systems. 

In developing this language, we carefully considered each of 

the following questions: 

What entities are covered. Both the Bank Examiner and CISA 

statutes apply only to specific federal entities. Given the broad 

patchwork of cybersecurity laws, a proposed rule in this area 

could cover either the whole gamut of agencies that might re-

quest the relevant information or only those that more fre-

quently conduct such investigations. For the reasons discussed 

in Part D.2.c, we are proposing waiver protection limited to in-

formation shared in connection with an existing or potential 

criminal investigation of a potential cybersecurity breach. The 

rationale for encouraging information sharing with law enforce-

ment regarding a potential criminal attack applies to any law 

enforcement agency at both the state and federal level, and so 

we chose not to include a specific list of the agencies covered. 

What incidents are covered. The operative language describing 

the incidents covered (“regarding the potential or actual unau-

thorized access, or attempted unauthorized access, to comput-

erized data or systems”) is adapted from similar language in the 

Computer Fraud and Abuse Act (CFAA).203 We looked to the 

CFAA as a model for defining the relevant criminal conduct 

 

 203. 18 U.S.C. § 1030 ((a) Whoever—(2) intentionally accesses a computer 

without authorization or exceeds authorized access, and thereby ob-

tains— . . . ). 
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related to data access that would trigger the waiver protection 

but updated the CFAA’s somewhat dated reference to “comput-

ers.” 

The rule we have proposed extends only to incidents involv-

ing access to computer records, and not paper, because the spe-

cific problem we seek to address is the pervasive and growing 

risk of cyberattacks. 

What information is covered. We propose to protect against 

waiver “any information” disclosed “by any person” and “for 

any purpose in connection with a potential or existing criminal 

investigation or proceeding.” This language is modeled on the 

similarly broad language in the Bank Examiner statute. Alt-

hough the limited legislative history sheds no light on this issue, 

we surmise that the drafters chose not to attempt to limit the 

information that could be protected against waiver for two rea-

sons: (1) the difficulty in defining the scope of information in the 

abstract; and (2) the relative lack of any incentive to disclose ir-

relevant information. 

The universe of information this protection is aimed at is 

likely to be quite small: documents that both (1) are likely to be 

useful for apprehending the criminals involved and/or for other 

organizations to defend against similar attacks; and (2) are likely 

to qualify for attorney-client privilege and/or work-product 

protection. The imprecise nature of both the CI and the scope of 

privilege and work-product protection, however, combine to 

make it extremely difficult to define that universe in the ab-

stract. 

Equally important, we could identify no meaningful poten-

tial downside to extending the no-waiver rule broadly to “any 

information” otherwise meeting the statutory test. The rule we 

propose does not create a new privilege or substantively expand 

the scope of privilege or work-product protection; it merely 
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prevents waiver of them for documents that are otherwise pro-

tected. Therefore, it does not create any incentive to disclose in-

formation that is not useful to the investigation, because doing 

so does not protect otherwise unprivileged or unprotected in-

formation from disclosure. To be sure, as noted above, adoption 

of a no-waiver rule of this sort would result in regulators and 

private litigants being denied access to certain CI disclosed to 

law enforcement that, under the current regime, they would 

have access to upon its disclosure. But as discussed, even under 

the current regime, regulators and private litigants would in all 

likelihood not have access to the CI in question, because the 

cyberattack victim is unlikely to disclose that CI to law enforce-

ment out of concern that it would operate as a waiver of the 

privilege/protection as to regulators and private litigants. 

Compelled vs. voluntary disclosure. We propose a no-waiver 

rule that does not compel disclosure to law enforcement. A no-

waiver rule could provide, as bank regulators contend is the 

case in the bank-examiner context, that a data holder is required 

to provide attorney-client privileged or work-product protected 

CI to the government entities covered by the statute when re-

quested to do so, and that no waiver of the privilege/protection 

as to other persons or entities will result from doing so. Or it 

could provide that a data holder is free to decide whether to dis-

close information and does not risk waiver by doing so. The pol-

icy justifications and potential consequences of each approach 

are dramatically different. A voluntary disclosure regime would 

focus on the needs of data holders, seeking to address their per-

ceived concerns with disclosing or not disclosing otherwise pro-

tected CI to the government. A mandatory disclosure regime 

would focus on the needs of government, seeking to address its 

perceived concerns with enforcing the law. While the rationale 

for waiver protection arguably could support mandatory disclo-

sure, doing so would transform a protection intended to create 
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incentives to voluntarily share information with law enforce-

ment into a powerful tool for demanding cooperation in circum-

stances where there otherwise is neither a legal requirement nor 

a strong incentive to do so.204 Our proposed rule, accordingly, 

does not mandate disclosure to law enforcement of attorney-cli-

ent privileged or work-product protected information, but in-

stead is limited to permitting non-waiving disclosure of such in-

formation to law enforcement in connection with a potential or 

existing criminal investigation and is designed to encourage 

greater and more timely voluntary sharing of such information 

with law enforcement agencies. 

Confidentiality agreement with law enforcement; subsequent dis-

closure by law enforcement. A hallmark of attorney-client privi-

leged or work-product protected documents is that they are de-

veloped confidentially and shared as narrowly as possible. One 

issue sometimes raised in the court decisions discussing the se-

lective-waiver doctrine is whether the doctrine requires that the 

disclosing party enter into a confidentiality agreement with a 

regulatory agency to effectively prevent waiver and, if so, what 

form that agreement should take.205 Our proposed rule clearly 

 

 204. Even the voluntary cybersecurity threat information-sharing provi-

sions in CISA raised significant concerns over individual privacy and civil 

liberties because of the possibility that the Department of Homeland Security 

might share private information with law enforcement without a warrant. 

See, e.g., CISA Security Bill Passes Senate with Privacy Flaws Unfixed, WIRED 

(Oct. 27, 2015, 5:30 p.m.), available at https://wired.com/2015/10/cisa-cyberse-

curity-information-sharing-act-passes-senate-vote-with-privacy-flaws/. A 

mandatory disclosure regime that permits law enforcement to directly de-

mand similar information following a cyberattack would raise even stronger 

potential objections. 

 205. See, e.g., In re Mutual Funds Inv. Litig., 251 F.R.D. 185 (D. Md. 2008) 

(discussing In re Doe, 662 F.2d 1073 (4th Cir. 1981) and noting that the Fourth 

Circuit in that decision “explained that waiver of work product protection 

https://wired.com/2015/10/cisa-cybersecurity-information-sharing-act-passes-senate-vote-with-privacy-flaws/
https://wired.com/2015/10/cisa-cybersecurity-information-sharing-act-passes-senate-vote-with-privacy-flaws/
https://wired.com/2015/10/cisa-cybersecurity-information-sharing-act-passes-senate-vote-with-privacy-flaws/
https://wired.com/2015/10/cisa-cybersecurity-information-sharing-act-passes-senate-vote-with-privacy-flaws/
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establishes that disclosure to law enforcement in connection 

with an existing or potential criminal investigation of a potential 

cybersecurity breach does not waive privilege or work-product 

protection. Therefore, in our view, no additional measure, in-

cluding entering into a confidentiality agreement, is necessary 

to prevent waiver under the rule we propose. For similar rea-

sons, in our view, subsequent disclosure of the CI would not 

waive the attorney-client privilege or the work-product protec-

tion, as the privilege/protection would belong to the party that 

disclosed the information to law enforcement, not to law en-

forcement.  Therefore, no unilateral action taken by law enforce-

ment (such as disclosure of that information to a third party) 

could operate to waive the disclosing party’s privilege/protec-

tion as to that information. 

Who should adopt the rule, and how should they adopt it?  For our 

proposed rule to achieve its maximum benefit, it would need to 

provide maximum certainty to data holders that their disclosure 

to law enforcement of attorney-client privileged or work-prod-

uct protected CI would not waive the privilege or protection in 

question. To maximize such certainty, our proposed rule would 

need to be adopted in all U.S. states and inhabited territories, in 

Washington, D.C., and by the U.S. federal government.  While 

that is our recommendation, we do not believe our proposed 

rule has no utility unless it is widely adopted.  Rather, we are 

saying that our proposed rule will have more utility the more 

widely it is adopted. In terms of how our proposed rule should 

be adopted, we do not think it is reasonable to expect courts to 

judicially adopt our proposed rule through application of com-

mon-law principles. Instead we think it will be necessary for our 

proposed rule to be codified by the relevant authorities, 

 

may occur in circumstances where the attorney ‘cannot reasonably expect to 

limit the future use of the otherwise protected material.’” Id. at 187). 
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presumably by means of amendments to their existing rules of 

civil procedure and/or evidence. 
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E. CONCLUSION 

Through an examination of how courts have and presuma-

bly will apply traditional attorney-client privilege and work-

product protection law to CI, the Commentary discusses whether 

such application will incentivize and protect CI in accordance 

with the policy considerations accompanying the cybersecurity 

context. The Commentary’s consideration of various proposals 

explores the tradeoffs between the current regime and a modi-

fied one and arrives at suggesting two proposals that would 

remedy what appear to be issues with the current regime’s op-

eration in the cybersecurity context. As discussed above, a qual-

ified stand-alone privilege could help address the current re-

gime’s chilling effect on conducting frank and pointed analyses 

of (or even undertaking) various cybersecurity measures. Sec-

ond, because of the significant hazards—including the risk of 

waiver—for data holders in sharing CI with law enforcement, 

as well as the public interest in prompt and complete knowledge 

about cybersecurity incidents, the Commentary proposes that 

state and federal law recognize a “no waiver” doctrine provid-

ing that disclosure of CI to law enforcement would not waive 

any privilege or protection that might otherwise be claimed as 

to such CI in future civil litigation. The Commentary provides a 

roadmap to discuss these critical issues facing the discoverabil-

ity and protection of CI and to provide concrete proposals for 

how policymakers and courts may wish to use current or new 

law to align the incentives with policy goals. 

 


